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We describe a simple method of interleaving a classical and quantum signal in a secure communication
system at a single wavelength. The system transmits data encrypted via a one-time pad on a classical signal
and produces a single-photon reflection of the encrypted signal. This attenuated signal can be used to
observe eavesdroppers and produce fresh secret bits. The system can be secured against eavesdroppers,
detect simple tampering or classical bit errors, produces more secret bits than it consumes, and does not
require any entanglement or complex wavelength division multiplexing, thus, making continuous secure

two-way communication via one-time pads practical.
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I. INTRODUCTION

Secure communication is a vital requirement in many
fields and has applications from finance to infrastructure
security such as smart-grid automation via supervisory
control and data-acquisition (SCADA) networks. The
encryption of messages is commonly performed by asym-
metric (also called public key) encryption. Shor’s quantum
algorithm is known to break public key encryption [1].
Symmetric encryption such as the advanced encryption
standard (AES) requires the sender and receiver to possess
the same identical key for each message but even this is not
secure against a quantum computer [2]. Grover’s algorithm
effectively reduces the size and, therefore, the difficulty of
breaking AES keys by a factor of 2 in key size [3]. This
advantage makes 128-bit keys breakable and 256-bit keys
dubious with current classical computers [3]. Future proof-
ing secure communication, particularly against quantum
devices, is, therefore, of practical interest.

The motivation for this work is to describe a secure two-
way communication system and to establish that such a
system has a practical lower bound on the classical bit rate at
useful distances. There have been numerous proposals for
quantum secure communication. The system as we describe
below is simpler than the previously proposed methods [4].

One simple encryption method that is known to be secure
against any attack with any type of computer (quantum or
classical) is the one-time pad (OTP) [5]. The OTP was
proven to be unconditionally secure in that the transmitted
message contains no information about the secret message
other than its maximum possible length [5]. The inherent
drawback to OTPs is that the sender and receiver must have
identical truly random keys of a length equal to the message,
and the key cannot be reused in part or in whole in any way
[5]. Distributing sufficient random key material in a secure
fashion is the main obstacle to the widespread use of OTPs.

We propose to implement secure communication by
tightly integrating the process of creating shared random
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strings used in an OTP and classical communication in an
inherently inseparable fashion (i.e., not simply putting two
boxes in a bigger box). This is done by sending a classical
signal, creating a “quantum reflection” of that signal, and
using the reflection to create new secret data. This method has
a number of advantages in simplicity over other methods
such as wavelength division multiplexing [4] or the deter-
ministic secure quantum communication and quantum
secure direct communication (QSDC) methods [6]. It also
does not require any entangled resources, on-demand single
photons, or a dedicated dark fiber. The proposed method is
independent of the details of the secret key-building algo-
rithm (e.g., BB84 [7] and SARGO04 [8]). Deng and Long
described a similar system but with several import
differences in implementation [9,10].

In Ref. [10], Deng and Long proposed a system in which
randomly phase-modulated weak coherent pulses are sent
from Bob to Alice and eventually returned to Bob. Alice
encodes an additional phase transformation representing
classical information before returning the pulses to Bob.
Bob can remove the random phase modulation he initially
applied and recover the classical information corresponding
to Alice’s message. Thus, Deng and Long’s method is a
one-direction QSDC system (Alice to Bob), with a similar
premise to the quantum reflection [10].

We do not perform QSDC, and the quantum reflection
described here is generated from an attenuated classical signal
rather than a returned quantum signal. Both systems use weak
coherent pulses that are much easier to produce than on-
demand single photons. The security of Refs. [10,11] is
based on Alice and Bob both randomly deciding to use
a subset of the pulses for eavesdropper detection and recon-
ciling those pulses, whereas the proposed system is based on
the standard security methods of nondeterministic quantum
key distribution (QKD) with an untrusted source [12].

Section II describes the operation of the system, both the
physical transmission of pulses and the logical operations
in sending a secure message. Section III briefly describes
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FIG. 1. Diagram of the device. The proposed device uses two fibers for two-way secure communication. The encoded classical
communication on both channels is secured by the QKD-like subsystem. DL (delay line), PM (phase modulator), (P)BS [(polarizing)
beam splitters], BD (beam dump), D1 and D2 are single-photon detectors, VOA (variable optical attenuator), FM (Faraday mirror), C
(circulator) and S (optical switches), 90/10 are asymmetric beam splitters (this ratio is somewhat arbitrary), and D, (APDs).

the security assumptions, and Sec. IV gives a numerical
analysis of the system performance.

II. METHOD

The Alice and Bob nodes are assumed to be trusted
nodes connected by a long pair of single-mode fibers. Such
paired fibers are commonly used to extend Ethernet net-
works and are common in SCADA networks. One fiber is
used to send classical signals from Alice to Bob. This is
called the classical fiber and is the upper fiber in Fig. 1. The
second fiber (lower fiber in Fig. 1) is used to send classical
signals from Bob to Alice as well as return the single-
photon-level reflection for the QKD subsystem. This
subsystem is the common nondeterministic phase-encoded
“plug-and-play” variant of QKD. The fibers themselves are
identical; we differentiate them only due to their current
use.

One of the main advantages of this system is its
simplicity. The proposed system requires only one laser
operating at a single frequency and only two single-photon
detectors. The rest of the components are relatively simple
and low cost. There is no need for wavelength division
multiplexing [4], no entangled states, and no on-demand
photon sources. Other effects like channel cross talk are
minimal. Thus, we have a two-way secure and endless
OTP-based communication system that is practical and
relatively low cost.

Alice contains a fiber-coupled laser at 1550-nm wave-
length capable of generating pulses at a preset rep rate fp.
The pulses are sent via a single fiber to Bob. Alice generates
pulses in groups of size N;. Each pulse is a bright or
macroscopic pulse consisting of many photons; each group
of pulses is called a frame. At a preset frequency F, Alice
and Bob encode classical data on the occupation number
(i.e., in the presence or absence) of a frame in a given time
window. If an entire frame occupies that time window, it
represents a “1” bit. If no frame is present, it represents a
“0” bit. Alice and Bob use a constant preset rate F' (which is
dependent on the physical system and can be known by an
eavesdropper Eve) to transmit the classical data.

A. Physical transmission

To send a message, Alice launches encoded frames on
the classical fiber and sends them to Bob in Fig. 1. Bob
samples a small percentage of each pulse and, thus, detect
the arrival time of each frame in detector Dy. Dy is a
avalanche photo diode (APD) (not a single-photon detec-
tor). This encoding allows Bob as well as Eve to read the
encrypted classical data sent from Alice by detecting
the time between arriving frames and comparing it to
the known frame rate F' as well as to synchronize the QKD
subsystem to Alice’s pulses. The start of each message
requires some initial standard synchronization signal such
that Bob does not miss the start of a message.

The remainder of the signal in Bob is sent into the QKD
subsystem which uses the quantum fiber. The still macro-
scopic pulses are split into two pulses each by an unbalanced
interferometer (BS to PBS in Fig. 1), and both are sent to
Alice, on the quantum fiber, similar to standard commer-
cially available phase-encoded QKD systems. This splitting
is much less than the time between any two consecutive
pulses in a frame. Alice applies a random phase modulation
to one each of the incoming pulse pairs. Note that this is a
security feature described in Ref. [12] used to prevent
tampering and is not a part of the communication protocol
as in DL04 [10]. Alice also contains a switch to dump the
incoming signal to a detector Dg similar to Ref. [12].

Alice detects a portion of each pulse in the returning
frames via another synchronization detector D, similar to
Bob. This detector allows the added feature of Alice
detecting the message that Bob received, unlike the
methods of Refs. [9-11] where only parts of the trans-
mission are revealed to both parties as part of the eaves-
dropper checks. If the signal Alice receives from Bob does
not match that which Alice sent to Bob, it indicates either
tampering or some other failure, and the transmission can
be scrapped.

Alice attenuates the pulses in the frame to the weak
coherent approximation of single photons and phase
modulates similar to a standard QKD system. By this
method, Alice and Bob are effectively performing QKD
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with the “reflected” frames or equivalently the 1’s classical
bits originally sent in Alice’s message. The OTP encoding
is such that, on average, half of the bits Alice sends will be
I’s regardless of Alice’s classical message. In standard
QKD, the frames or “bits” sent between Bob and Alice are
all 1’s and contain no classical information.

If Bob wishes to send a message to Alice, he may tell
Alice (via a classical side channel) to send a stream of
unencoded frames all of which are 1’s. The all 1’s signal
contains no information, other than that Bob wishes to
send a message and the maximum possible length of the
message. The above constraints are the same security
constraints as the OTP [5].

Bob detects and synchronizes to each frame as above.
Bob can transmit information in the occupation number of
the frames to Alice by actuating an optical switch that
routes entire frames either back to Alice on the quantum
fiber for 1 bits or to a beam dump (BD) in Fig. 1 for “0”
bits. As the frame rate is rather low, the switching and
synchronization requirements are not strenuous for state-of-
the-art components. Alice detects and synchronizes her
operation to the arriving frames. Since Alice sent the pulses
originally and because Alice knows the line length of the
round trip from Alice to Bob and back, Alice can easily
detect both the 0 and 1 bits. The QKD subsystem operates
in the same manner as described above.

B. Logical operations

The section above describes the physical movement of
pulses and the device operation. Here we describe the
encryption method. Given the tightly convoluted nature of
the classical communication and the quantum reflection, it
can be difficult to interpret the order of operations.

First note that regardless of the direction of communi-
cation, a classical bit (frame of pulses) does not correspond
to any quantum bit that may be created from its reflection
nor is there any information correlated between the pair.
This can be seen from the classical 0 bits (empty frame)
never creating a reflection and the classical 1 creating
multiple bits each, half of which are O and half are 1 bits.
Also, the error correction (e.g., cascade algorithm) and
privacy amplification require the bit strings to be pseudor-
andomly shuffled. The QKD algorithms assumed here
operate on large blocks of data rather than dynamically
on each detection event as they occur.

At its most basic, the proposed system operates as
follows. The sender Alice has a message to send and takes
a sequence of pulses from an unknown and untrusted
source similar to Ref. [12]. The source is, in reality, Alice
herself, but because the pulses are sent to Bob, we must
assume that Eve can tamper with them. Therefore, Alice
randomizes the phases and performs other security checks
as described in Ref. [12]. Alice attenuates the pulses to the
weak coherent approximation of single photons. Each
photon is then independently modulated by one of four

phases, and Alice records each value, similar to BB84 [7].
The photons are then sent to Bob. Bob applies an additional
modulation chosen from the same four phases and mea-
sures. If the total phase modulation adds up to 0, =, or 2z,
the detection outcome is deterministic, else it is random [7].
After well-known error-correction (BB84 sifting, cascade,
privacy amp) methods, Alice and Bob now share a string of
bits [7] that can be used as a key in an OTP.

As long as each classical 1 bit generates on average
more than two secure key bits, then the system will never
run out of key material, and the OTP can effectively run
indefinitely.

To transmit a secure encoded message, the system
requires an initial reservoir of secret bits. This can be
installed in the factory or simply built by the secure QKD
subsystem by sending a classical message of all 1’s. Thus,
the QKD subsystem is always “ahead” of the OTP, and as
the system uses the initial key bits, it generates more bits
than it uses via the reflection. The receiver can decode the
message using the current key material, and in the process
of doing so (due to the reflection effect of the classical
communication), both sides are building more secret bits
for use with future messages. If a block of bits transmitted
on the quantum channel as weak coherent pulses is ever
deemed to be insecure due to the presence of Eve (i.e.,
measured by a high quantum bit-error rate, decoy states,
Trojan horse detectors, etc.), then those bits can be disposed
of. In this case, no information is leaked to Eve about a
message, not even its length. Indeed, a message might not
even exist yet when the bits are created and/or disposed of.

C. Endless two-way secure communication

The proposed system is capable of simultaneous two-
way secure communication. Unlike the description above,
where Alice and Bob take turns to communicate at the same
bit rate, the nodes can communicate simultaneously but at
different bit rates. Alice encodes her message as described
above, i.e., by subtracting frames from an unencoded stream
of frames. Bob is able to read Alice’s message directly. As
Bob is reading and returning the classical pulses to Alice,
Bob can encode data on the occupation number of the 1’s in
Alice’s message by the same process of subtraction. If Bob
receives a 1 from Alice and wishes to send a O for his bit, Bob
can activate his switch and send the frame to the beam dump
inFig. 1. If Bobreceivesa 1 and wishesto send a 1, he lets the
frame pass. If Bob receives a 0, he does nothing and waits
for the next frame on which to encode his bit. Alice can
decode Bob’s message by comparing the returning frames’
occupation number to the message she originally sent to
determine with frames Bob blocked or allowed to pass.
Alice’s message consists of (by definition of the OTP) 50%
I’s [5]. See Table I for an illustrative example of the
encoding by subtraction at each node.

The key management for the system simply requires the
two nodes to agree on how to divide the generated key,
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TABLE I. Two-way encoding at different data rates.

Unencoded frames 1 1 1 1 1 1 1
Alice’s message 1 0 1 0 0 1 1
Bob’s return message 0 1 1 0

._.
—_
—_
—_
—_
—_
—_
—_
—_
—_
—_

approximately 2/3 for Alice to Bob and 1/3 for Bob to
Alice communication.

As shown in Table I, Bob can transmit, on average, at
half the rate of Alice. The other drawback to such a system
is that each frame that survives passing through Bob must
now generate four secure key bits rather than two. As we
show below, this limits the communication rate in both
directions and the effective range.

III. SECURITY

The security of the system as currently conceived is
based on the security of the phase-encoded plug-and-play
style of QKD on which it is built. Such a system has been
shown by Zhao et al. [12] to be theoretically secure under
realistic conditions, and our numerical modeling is based
on the same system. The work is, in turn, based on that of
Gottsman et al. [13], which gives the secure key rate for
BB&4 as

R> % {—Qef(Ee)Hz(Ee> + Q—Q[l ~h (QQgﬂ }
(1)

Zhao et al. extend that model in Ref. [12] with their
Eq. (9) to an untrusted source, which we describe as

R {0 (EIH(E) + @+ 2, + P -1

g {] _H2<(Q+P%fel’_1—l)>]}’ @

where the underlined terms represent lower bounds, and the
overlined terms are upper bounds. The plug-and-play QKD
subsystem that the proposed method is based on is identical
to that which is described by Ref. [12]. Rather than repeat
the full details here, we will simply use these results. For
the full numerical detail, see Refs. [12,13].

Our system has the same conditions, parameters, and
similar limitations to plug-and-play QKD, such as a
maximum distance at which secure secret bits can be sent.
Implementation vulnerabilities in the plug-and-play system
also exist in this system; however, the basic principle of
building secret data out of an attenuated reflection of a
classical signal is not dependent on the QKD method.

The method proposed here also depends on the OTP,
which is known to be unconditionally secure by anything
but a brute-force calculation of every possible permutation
of bits and even if a logical outcome is reached confirming

it was the actual message sent is impossible [2]. In other
words, in Fig. 1, the communication on the classical fiber
can be easily sampled, but it cannot be decrypted without
knowing the quantum signal.

The messages are secure against decryption as long as
there is sufficient secret material available. In the event that
the system does run out of secret key bits (due to a
prolonged period of high loss in the QKD fiber or denial
of service attack), the system can simply pause the classical
communication and rebuild a reservoir via simple QKD.
Also, at any point when the system is not sending message
data, the QKD subsystem can be run to produce excess key
material. The OTP cannot be defeated with better than
brute-force effort without defeating the QKD subsystem,
which has been proven to be unconditionally secure [12].

The message is also tamper evident. To change a bit sent
from Alice to Bob, a frame must be either inserted or blocked
on the classical fiber. This signal is returned to Alice as bright
pulses, so the tampering must then be undone on the quantum
channel, or Alice can trivially detect the change. However,
any tampering on the quantum channel directly effects the
QKD subsystem. Any discrepancy in the frame sequence
(equivalent to altering the classical data) on the quantum fiber
produces a spike in the instantaneous quantum bit error rate.
This spike is due to the phase modulations on the two nodes
going out of sequence with each other as one node detects
more or fewer frames than the other. Also, the message is sent
classically; therefore, standard error correction and protec-
tion methods such as parity checks and hash numbers can be
used to detect tampering or random classical bit errors.

IV. THEORETICAL SYSTEM PERFORMANCE

Here we analyze the simpler one-directional communi-
cation system. The important figures of merit for the
proposed system are the number of secret bits generated
by the QKD subsystem per frame R’ and the frame rate F.
We denote the secret bit rate per frame as R’ to distinguish it
from the secret bit rate per pulse R in Eq. (2) from
Refs. [12,13]. The number of secret bits per frame must
be at least two. This requirement is set by the OTP sending,
on average, half 1’s and half O’s, regardless of the actual
message and that the OTP requires one secret bit consumed
per classical bit sent. Each classical 1 bit (i.e., a frame of
N~ 1000 pulses) must, therefore, generate on average at
least two secret bits. If the R’ rate is greater than 2, the system
will never run out of secret data on which to perform the one-
time pad, regardless of the volume of communication, the
content of the message, or the frame rate.

014010-4



SECURE COMMUNICATION VIA A RECYCLING OF ...

PHYS. REV. APPLIED 7, 014010 (2017)

Physically, the secret bit rate per frame R’ is determined by
the QKD algorithm, the error correction and privacy
amplification algorithms, the number of pulses in a frame,
the mean photon number per pulse in the quantum reflection,
and the losses in the quantum channel from Alice to Bob.

The secret bit rate per pulse R of the phase-encoded plug-
and-play QKD system using BB84 is well established as
Eq. (2) [7,12,13]. Building on the numerical model of Zhao
et al. [12], in particular, we find the lower bound for the
secret bit rate per frame R’ of our system by simply
modifying Eq. (2) from Ref. [12] as R" = N/R. Here we
use the discussion on a lower bound with an untrusted
source (as Eve might be able to influence the classical
pulses in some malicious way) and no decoy states; see
Ref. [12] Sec. V for details of the numerical simulation. We
choose this model as a lower bound, as it is known that
using decoy-state models can significantly increase the
range at which a secure key can be made [12].

We make some conservative assumptions based on
realistic devices. The laser repetition rate is a modest
frep =5 MHz. The mean photon number is

p=Ni=10°x10"7 = 0.1, (3)

where N is the number of photons per pulse, and 4 is the
variable transmittance of the Alice node [12]. We assume
Bob uses relatively high-efficiency detectors 7, = 40%
with an intrinsic 3% error rate [14]. Cooled single photon
avalanche photodiodes (SPADS) (not cryogenic) with such
parameters are commercially available, and superconduct-
ing nanowire single-photon detectors are available with
n, > 85%. We assume the more-affordable and less-
efficient SPADS are used. We assume a background rate
of 107%, a fiber attenuation of a = 0.2 dB/km, and
Ny = 1230 pulses per frame.

In Fig. 2, we show the lower bound for the secret bit rate
per frame. We find that the device with the proposed
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FIG. 2. Lower bound of secret bit rate per frame vs distance. The

dashed line is at the important value of two secret bits per frame, and

our system never runs out of data for the one-time pad when above

this line. The intersection is at approximately 25 km and N is 1230.
Note that this figure is a horizontal cross section of the datain Fig. 3.

parameters is effective (R’ > 2) to at least approximately
25 km and likely beyond. R’ is not the only quantity of
interest; there is also the frame rate.

The frame rate F' is dependent on the round-trip time of
flight for a frame and the size of the frame itself. The phase-
encoded QKD device on which the described system is
based is limited in that there should be only one frame
traveling on the fiber at a time, and it must fit in Alice’s
delay line (DL) in Fig. 1. This limit is because the classical
pulses as sent on the quantum channel pass through each
phase modulator twice (out and back) at times that vary
with the dynamically changing line length. For instance, if
an outgoing frame passes through Bob’s phase modulator at
the same time as Bob is modulating a returning frame of
single photons, the outbound frame’s phase is randomized.
It may be possible to place more frames on the fiber with
careful timing of the round trip, but for a lower bound we
assume a single frame at a time. Thus, the lower bound on
the frame rate is dependent on the line length and the length
of Alice’s delay line. Clearly, there is a diminishing return
with increasing N, and distance.

Assuming the same parameters as above, particularly, the
Srep =5 MHz laser rep rate and a conservative speed of
light in a fiber of 2 x 108 m/s, the classical bit rate is
determined by the number of pulses in a frame N, and the
line length required for maintaining R’ > 2. The frame rate
F is simply one over the round-trip flight time Trt on the
quantum channel (the time to go from Alice to Bob on the
classical channel has no effect),

F= C/{z(L + C(frepr)/z)]' (4)

The quantity c(f,Ny) is the length of one frame in
meters and is divided by 2 as Alice’s delay line needs only
to be half the frame length. L is the length of fiber between
Alice and Bob; we ignore fiber in Bob and additional fiber
in Alice. The quantity 2[L + c(f,N;)/2] is then the total
length the fiber traveled to first order, and ¢ over the
quantity is the frequency. The minimum frame sizes for
various line lengths and the corresponding lower-bound
frame rates F' in bits per second are shown in Table II and

TABLE II. Minimum frame sizes and lower bounds of the
classical bit rates.

km Ny F (bls)
<1 210 23 800

5 280 9400
10 380 5600
15 530 3900
20 770 2800
25 1230 2000
30 2350 1300
35 8180 500
40 Not secure Not secure
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FIG. 3. Lower bound of the secret bit rate per frame R’ as a

function of distance L and number of pulses per frame N . The first
contour is R = 2, and the dots along it are the N, data in Table II.
The need for larger frames at long ranges is due to fiber loss on the
quantum channel becoming the dominant loss mechanism.

correspond to the data points in Fig. 3. Clearly, the farther
separated the nodes become the larger the frames must be
due to loss in fiber between them and in Alice’s increasing
delay line. The increasing line length results in longer
round-trip times and lower frame rates F.

Figure 3 shows the R’ vs N, and distance. The minimum
frame size is on the first contour, which is R’ = 2. Larger
frames produce excess secret bits, and smaller frames do
not produce enough.

We stress that these figures are lower bounds and should
be easily beatable in practice. Several ways of doing so
include increasing the laser rep rate f.,, which decreases
the size of the delay line Alice needs or increase Bob’s
detection efficiency 7, which decreases the minimum N .
To increase the range, one can decease the mean photon
number u while increasing #;, and/or N to compensate or
by applying decoy-state protocols [12]. We also note the
rates in Table II assume the worst case of continuous
classical communication. If the classical communication is
paused or intermittent (as it likely will be in practice) the
QKD subsystem can build excess secure bits, allowing for
faster bursts of classical data transmission outside the
normal operation of the device.

V. CONCLUSION

We propose a method for communication based on
quantum security by using a quantum-scale-attenuated
classical signal and the OTP. The large amount of secret
data that in most OTP systems is prohibitive is created
dynamically by the system via the quantum reflection of a
classically transmitted and encoded message. We perform a
numerical analysis of realistic devices using conservative
values and find a practical lower bound for the secure

classical bit rate. At 25 km, we find a lower bound for the
bit rate of at least 2 kbit/s of unbreakable secure classical
data transmitted one direction at a time. This lower bound
(for range or bit rate) can in practice be beaten, and we
suggest several ways of doing so.

The device also reduces the number of sources and single-
photon detectors while avoiding complex physical-encoding
methods such as ultradense wavelength division multiplex-
ing. It does not require entangled resources or on-demand
photons. Each of these features eliminates a major barrier to
cost and practicality. Such a device is practical and well within
current technological and commercial capabilities.
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