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Quantum key distribution (QKD) is a promising technology for secure communication. Nevertheless,
QKD is still treated with caution in certain contexts due to potential gaps between theoretical models and
actual QKD implementations. A common assumption in security proofs is that the detection probability at
the receiver, for a given input state, is independent of the measurement basis, which might not always be
verified and could lead to security loopholes. This paper presents a security proof for QKD protocols that
does not rely on the aforementioned assumption and is thus applicable in scenarios with detection prob-
ability mismatches, even when induced by the adversary. We demonstrate, through simulations, that our
proof can extract positive key rates for setups vulnerable to large detection probability mismatches. This
is achieved by one monitoring whether an adversary is actively exploiting such vulnerabilities, instead of
considering the worst-case scenario as in previous proofs. Our work highlights the importance of account-
ing for basis-dependent detection probabilities and provides a concrete solution for improving the security
of practical QKD systems.
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I. INTRODUCTION

Quantum key distribution (QKD) is one of the most
studied, developed, and commercialized quantum tech-
nologies of the past few decades [1]. With QKD, two users
can, in principle, establish an information-theoretically
secure key when linked by an insecure quantum chan-
nel and an authenticated classical channel [2], thereby
providing a solution for long-term secure communication.

However, QKD is still facing some challenges that hin-
der its widespread adoption and standardization [3]. From
a security point of view, the main challenge is the imple-
mentation security of QKD protocols [4,5], which arises
due to a disagreement between the theoretical models
used by the security proofs and the actual implementation
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of QKD protocols. Indeed, discrepancies between theory
and experiment have been exploited to conduct successful
quantum hacking attacks on QKD setups [6].

A crucial quantity in the security of prepare-and-
measure QKD schemes with two measurement bases is
the phase error rate [7]. In simple terms, this is the error
rate in a basis complementary to the key basis— usu-
ally called the “test basis”—that characterizes the pulses
detected in key generation rounds. Standard QKD secu-
rity proofs assume that the detection probability of a given
state is independent of the measurement basis [8–10], such
that the phase error rate reduces to the (observed) bit error
rate of the test measurements. However, this assumption is
typically not verified by QKD experimental setups, poten-
tially opening a security loophole that can be exploited by
an eavesdropper.

A basis-dependent detection probability, or effi-
ciency—we will use the two terms interchangeably—
could originate from an asymmetry in the nominal effi-
ciency or dark count probability of the detectors used in the
two measurement bases [11,12]. The resulting mismatch in
the detection probability of the two bases is typically inde-
pendent of the optical mode incident upon the detector and
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can be easily characterized. On the other hand, a mode-
dependent detection efficiency mismatch could originate
from an asymmetric coupling of the two measurement
bases to the incoming mode. A notable example is tai-
lored light pulses prepared by the adversary to control
which basis clicks in time-frequency QKD setups [13,14].
Regardless of the origin, a basis-dependent detection prob-
ability introduces a vulnerability in the QKD protocol that
must be treated with hardware countermeasures or secu-
rity proof fixes. Indeed, popular attacks on QKD systems,
such as detector blinding attacks [15], time-shift attacks
[16], and spatial-mode attacks on free-space QKD sys-
tems [17], can be traced back to basis-dependent detection
probabilities.

In this work, we address the security of prepare-and-
measure QKD protocols with basis-dependent detection
probabilities. In particular, we derive an analytical secu-
rity proof where the assumption about the independence of
the detection probability of a state from the measurement
basis is dropped. This implies that the phase error rate is
no longer identified with the bit error rate in the test basis.
Our proof directly applies to all QKD setups where one of
the two measurements is a time-of-arrival measurement,
e.g., time-bin QKD [18–21] and time-frequency QKD
[13,22–27], but could also be extended to other setups.
Our proof is obtained in the asymptotic regime and under
collective attacks.

A key role in our solution is played by a high-speed
tunable beam splitter (TBS) that is used by the receiver
to redirect the signal to the two measurement bases. Our
proof processes the rich measurement statistics enabled by
the TBS with advanced techniques, including the detec-
tor decoy technique [28], to quantify the mismatch in the
detection probability of the two bases and reduce the key
rate accordingly.

We apply our proof to an experimental time-encoded
QKD setup that is prone to efficiency mismatches [29,30]
and show that it generates positive key rates for honest
implementations. We then design a sophisticated attack
that induces significant asymmetries in the detection effi-
ciency of the two bases by preparing tailored pulses. We
show that our proof reduces the key rate proportionately
to the extent of the attack, while the standard BB84 key
rate would return overly optimistic key rates due to its
inability to detect the attack. Moreover, we argue that pre-
vious security proofs applicable to such scenarios would
return pessimistic rates since they consider the worst-case
scenario, i.e., the scenario of the attack, even when the
eavesdropper is not present.

This paper is organized as follows. In Sec. II we discuss
security loopholes and countermeasures linked to basis-
dependent detection probabilities and describe an attack
exploiting asymmetric nominal efficiencies. In Sec. III we
illustrate a generic prepare-and-measure QKD protocol,
which may feature basis-dependent detection probabilities.

In Sec. IV we highlight the main points of the protocol’s
security proof, while we defer the fully detailed proof to
Appendix C. In Sec. V we simulate the key rate of a
time-encoded QKD scheme with our security proof both in
an honest implementation and with attack-induced detec-
tion efficiency asymmetries. We provide further simulation
details in Appendix E. We discuss the results of the simu-
lations in Sec. VI and provide a summary in Sec. VII. In
Appendix A we summarize the notation used in the paper,
while in Appendix B we report the formula for the phase
error rate resulting from our security proof. In Appendix D
we derive some of the bounds required by our proof with
the decoy-state method.

II. SECURITY LOOPHOLES AND
COUNTERMEASURES

Several proposed and implemented QKD schemes can
present asymmetries in the detection probability of the two
measurement bases, for certain input states. If their secu-
rity proof fails to account for this fact, an eavesdropper
could exploit the security loophole to invalidate the secu-
rity claim on the established keys. In this paper, we adopt
the common nomenclature of QKD for which Alice is the
sender of the pulses and Bob the receiver, while Eve is the
eavesdropper.

A mode-independent detection probability mismatch is
easier to characterize and treat since the magnitude of the
mismatch is independent of the light mode measured by
Bob. It can be caused, for example, by detectors with
unequal nominal efficiencies and/or unequal dark count
probabilities. Nevertheless, here we provide an example
where ignoring an asymmetry in the nominal detection
efficiency of two detectors opens the door for a suc-
cessful attack by Eve. To our knowledge, this type of
attack was not listed in a recent report by the Ger-
man cyber security agency (Bundesamt für Sicherheit in
der Informationstechnik) about implementation attacks on
QKD [31].

Consider the BB84 protocol where Bob has an active
basis choice and, for simplicity, Alice has a determinis-
tic single-photon source (the attack would also work with
decoy BB84). Suppose that Eve performs an intercept-and-
resend attack where she intercepts the signal and measures
it in the Z or X basis, each with probability p , while she lets
the signal go undisturbed with probability 1− 2p . Since
Eve’s attack generates noise in Bob’s measurements, the
key rate is reduced accordingly. In particular, the fraction
of secret key bits in the sifted rounds is given by the BB84
asymptotic key rate:

rBB84 = 1− h(QX )− h(QZ). (1)

If the Z-basis and X -basis detectors both have unit effi-
ciency and if the quantum channel is ideal, except for
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Eve’s attack, the quantum bit error rate (QBER) in the
two bases reads QX = QZ = p/2, where the factor 1/2
accounts for the fact that when Eve’s and Bob’s bases dif-
fer, Bob’s outcome is random. Suppose that the X -basis
detector has efficiency ηX , with ηX < 1, while the Z-basis
detector is still ideal. In this case, Eve performs the same
attack as before, but this time she resends a pulse with n
photons (one photon) when she measures in the X basis
(Z basis). This has the effect of spoiling the statistics of
Bob’s X -basis outcomes, by flooding them with events
where there is no error since Eve’s and Bob’s bases agree,
thereby decreasing the QBER in the X basis. Indeed, the
error probability in the X basis is unchanged—the errors
are still caused by the one photon sent by Eve when
she chooses the wrong basis, i.e., the Z basis—but the
detection probability increases due to more photons arriv-
ing when Eve’s and Bob’s bases coincide. Overall, this
decreases the QBER in the X basis, which now reads

QX = p
2

[
1+ p

1− ηX

ηX

[
1− (1− ηX )n−1]]−1

<
p
2

. (2)

On the other hand, QZ remains unchanged by Eve’s new
attack, if we assume that multiclick events in the Z basis
are assigned randomly to one of the outcomes. As a conse-
quence, the fraction of secret key bits in the sifted rounds,
as per Eq. (1), increases compared with the case with ideal
detectors, but Eve’s knowledge of the key remains the
same (indeed, note that the rounds discarded due to a no-
click event in the X basis are announced publicly, and
hence are known to Eve). This implies that the key rate
provided in the case of inefficient detectors is an overes-
timation of the actual secure key rate. The security of the
key is thus compromised.

It is worth mentioning that security fixes in the case
of detectors with mismatching nominal efficiencies have
already been laid out, for example, in Refs. [11,12], for the
BB84 protocol with an active basis choice.

Mismatching detection probabilities can also be a result
of the different ways in which the two measurement
bases are constructed. For instance, Ref. [18] features a
two-dimensional time-bin encoding where the key basis
measurement consists of a simple time-of-arrival measure-
ment with a single-photon detector. Conversely, the test
basis measurement is realized by an unbalanced Michel-
son interferometer with a delay in one of its arms, thereby
spreading the whole signal over the range of three time
bins, followed by a detector in only one of its output ports.
This fact, combined with the fact that the outer time bins
overlap with the bins of the neighboring rounds, implies
that about 50% of potential detections are unobserved in
the test basis compared with the key basis. This violates
the basis-independent detection probability assumption of
the security proofs [9,10] adopted in Ref. [18]. Similarly,
in the BB84 protocols implemented in Refs. [19,32], the

test basis measurement setup includes, among other opti-
cal elements, an interferometer where only one output
is detected, such that the overall efficiency is reduced
compared with that of the key basis measurements. By
generalizing the setup in Ref. [18], Islam et al. [20] use
a cascade of interferometers to detect the relative phases
between pulses of a four-dimensional time-bin QKD pro-
tocol. Despite presenting a detector at each output port,
they discard the detections in all but the central time bin,
thus reducing the detection efficiency of the test basis by
75% under nominal conditions. In such setups [18,20], an
attack analogous to the one described above, where Eve
adds photons when measuring in the more lossy basis,
would successfully spoil the security of the established
key. Therefore, measures to avoid such attacks or modi-
fied security proofs are required to restore implementation
security.

Mode-dependent detection probability mismatches
depend on the coupling between the incoming light mode
and each of the two measurement bases; hence, they
might not emerge when the QKD experiment is operating
nominally. Crucially, however, the assumption of a basis-
independent detection probability must be verified not
only by the experimental signals but also by any possible
signal prepared by an adversary. For instance, prepare-and-
measure protocols exploiting the complementarity of time
and frequency (energy) degrees of freedom [13,22–27] are
particularly prone to mode-dependent detection efficiency
mismatches. In these setups the key basis is typically a
time-of-arrival measurement, while the test basis consists
of a frequency measurement. This is done either directly
with spectrometers or indirectly through group delay dis-
persion. In the latter case, a dispersive medium spreads out
a signal with differing delays depending on its frequency
components, such that from the arrival time of a dispersed
signal one can infer a frequency value. Regardless of the
implemented frequency measurement, the finite detection
windows in time and frequency represent a vulnerabil-
ity that can be exploited by an eavesdropper. Indeed, as
pointed out in Refs. [13,14], Eve can intercept the sig-
nals and measure either their time or their frequency,
after which she prepares a very narrow pulse in time (if
she measured the time) or in frequency (if she measured
the frequency) and sends it to Bob. The detection prob-
ability of such signals at Bob strongly depends on the
measurement basis. In the basis opposite to Eve’s, the
Fourier transform of a narrow pulse spreads out much
more than the finite detection window of Bob’s apparatus,
thereby decreasing the detection probability significantly.
This ensures that most of the detection events are those
where Bob’s choice and Eve’s choice of basis match, hence
invalidating security (unless no-detection events are kept).

Current security proofs that could account for mode-
dependent detection probabilities are limited in scope
and, more importantly, would return overly pessimistic
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key rates [33–36]. In particular, the analytical proofs in
Refs. [33,34] restrict Bob’s input to be a single-photon
signal, while the numerical security proof in Ref. [36]
allows for multiphoton states received by Bob but assumes
a deterministic single-photon source used by Alice. The
main limitation of such proofs, however, is that they
require a prior characterization of the mode-dependent
detection efficiency of both measurement bases, for any
possible incoming mode. Then, the worst-case efficiency
mismatch between the two bases, among all potential input
modes, determines the secure key rates given in Refs. [33–
36]. Hence, the resulting key rates are overly pessimistic
in all the practical scenarios where there is no eavesdrop-
per tailoring the signals to those modes with the largest
efficiency mismatch.

In contrast, our proof can handle both mode-
independent and mode-dependent detection probability
mismatches, it does not confine Alice’s output or Bob’s
input to the single-photon subspace, and it is applica-
ble to time-encoded QKD protocols such as the ones
discussed in this section. Moreover, it can generate sig-
nificantly higher key rates than previous proofs for honest
implementations of protocols that are particularly sensitive
to mode-dependent detection efficiency mismatches, e.g.,
time-frequency QKD (see Sec. VI).

III. QKD PROTOCOL

We consider a prepare-and-measure QKD protocol with
two measurement bases and d outcomes per measurement.
Bob measures the states sent by Alice with a measure-
ment apparatus that is partially characterized. Namely,
we assume that the mode-independent detection efficien-
cies (e.g., nominal detector efficiency, coupling loss) and
the dark count probabilities of both measurement bases
are known. Nevertheless, an imperfect characterization of
such quantities would not affect security: any deviation
between the characterized values and the setup’s actual
behavior will be treated by our proof as an attack attempt.
Importantly, in contrast to previous proofs [33–36], we do
not require a careful characterization of (possibly adversar-
ial) mode-dependent efficiency mismatches.

A. Alice’s states

Alice prepares states from two sets, named the “Z-basis
states” and the “X -basis states,” respectively. The Z-basis
states are primarily used for key generation, while the
X -basis states are used for testing. In both bases, Alice
prepares phase-randomized coherent states, as required by
the decoy-state method [37–39], with three different inten-
sities: μ1, μ2, and μ3. The three intensities satisfy μ1 >

μ2 + μ3 and μ2 > μ3 ≥ 0.
The Z-basis states form the set {ρZj }d−1

j=0 , where

ρZj (μi) =
∑∞

n=0 Pr(n|μi)|nZj 〉〈nZj | (3)

is the state corresponding to the j th symbol of the Z basis,
with intensity μi (i = 1, 2, 3). In Eq. (3) we defined the
Fock state of n photons in the mode of the j th symbol,

|nZj 〉 := 1√
n!

(
a†

Zj

)n
|vac〉 , (4)

where a†
Zj

is the creation operator, as well as the Poisso-
nian distribution of photons typical of phase-randomized
coherent states,

Pr(n|μi) = e−μi
μn

i

n!
. (5)

The X -basis states are given by {ρXk }d−1
k=0, where

ρXk (μi) =
∑∞

n=0 Pr(n|μi)|nXk 〉〈nXk | (6)

is the state corresponding to the kth symbol of the X basis,
where |nXk 〉 = (a†

Xk
)n |vac〉 /√n! is the Fock state of n pho-

tons in the mode of the kth symbol and a†
Xk

is the creation
operator. The only requirement on the states prepared by
Alice is that their single-photon components do not reveal
Alice’s choice of basis to a potential eavesdropper. In other
words, the average state prepared by Alice in the Z and X
bases must coincide when restricted to the single-photon
subspace [8,9]:

S :=∑d−1
j=0 |1Zj 〉〈1Zj | =

∑d−1
k=0|1Xk 〉〈1Xk |. (7)

This condition, satisfied by many QKD implementations
(e.g., polarization, time bin), can be achieved if, for
example, the two bases are linked by a discrete Fourier
transform:

a†
Xk
= 1√

d

∑d−1
j=0e

−2π i
d kj a†

Zj
. (8)

B. Bob’s measurement

Bob’s measurement apparatus is schematized in Fig. 1.
For concreteness, here we describe the scenario where
Bob’s Z-basis detector measures the time of arrival
of Alice’s pulses. Nevertheless, the protocol and its
proof are general and can be applied to other scenarios
where Alice and Bob use different photonic degrees of
freedom.

The TBS splits the signal received by Bob into a trans-
mitted mode and a reflected mode. The reflected mode is
measured by Bob’s Z-basis detector, whose outcomes form
Bob’s raw key. The Z-basis detector is characterized by
a mode-independent, or nominal, detector efficiency ηZ ,
which includes the insertion loss of the TBS. We indicate
with Z the total time window in which the detector may
click in a single measurement round. The time window Z
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Z

XTBS

vac

FIG. 1. Bob’s measurement apparatus. The incoming signal
(entering Bob’s laboratory from the left) is split into two modes
by a TBS. The transmitted mode is measured by an X -basis
detector and the reflected mode is measured by by a Z-basis
detector. The clicks in the Z-basis detector are used to generate
key bits, while the joint detection statistics from both detectors
are used for testing.

is partitioned into discrete time bins Zj , with Z = ∪d−1
j=0Zj ,

that match those used by Alice to encode the key sym-
bols. When a multiclick event occurs, i.e., a measurement
with multiple clicks in different intervals Zj , Bob must
map it to a single measurement outcome j ∈ {0, . . . , d − 1}
according to an arbitrary (potentially probabilistic) map-
ping; however, Bob cannot map it to the no-detection
outcome ∅. The Z-basis detector could also be affected by
dark counts. With pZ

d we indicate the probability that the Z-
basis detector clicks in the interval Zj , for every j , given
that no photon arrived in that interval.

The mode transmitted by the TBS is collected by
Bob’s X -basis detector, which can implement any mea-
surement allowing Bob to discern the test symbols sent by
Alice. The X -basis detector is characterized by a mode-
independent, or nominal, detector efficiency ηX , which
includes the TBS insertion loss and is assumed to be
smaller than the efficiency of the key generation mea-
surement, ηX ≤ ηZ , otherwise the two measurements can
be exchanged. Let Xk be the physical mode correspond-
ing to the kth outcome and let X = ∪d−1

k=0Xk be the set
of all modes that can cause a click in the X -basis detec-
tor. Similarly to for the Z-basis measurement, we assume
that Bob maps each multiclick event to one of the d mea-
surement outcomes, k ∈ {0, . . . , d − 1}, excluding the no-
detection outcome ∅, with an arbitrary mapping. Finally,
we define pX

d to be the dark count probability in mode Xk,
for each k.

We allow the effective detection efficiency of the two
measurement bases to arbitrarily differ due to, for exam-
ple, tailored light modes that couple differently to the
measurement apparatus of the two bases.

We now describe the capabilities of the TBS. The TBS
can be tuned at high speed such that its transmittance
can be set to different values within one measurement
round. In particular, with (ηi, ηl) we indicate a setting
where the transmittance of the TBS, in one round, is set

FIG. 2. Schematic representation of one measurement round.
Only during the time interval Z =⋃d−1

j=0 Zj does the Z-basis
detector register clicks and assign the corresponding outcome.
The tunable beam splitter switches between transmittance ηl out-
side the detection window Z and transmittance ηi inside the
detection window. This TBS setting is labeled by (ηi, ηl). The
statistics generated by different choices for ηi and ηl are used in
the security proof to bound Eve’s knowledge of the key.

to ηi within the duration of the time interval Z and to ηl
outside that interval. Note that the duration of each mea-
surement round is typically longer than the time interval Z
reserved for measuring in the key basis (due to, for exam-
ple, a longer detection time required in the test basis). A
graphical representation of a detection round and the cor-
responding TBS settings is given in Fig. 2. In our proof,
we assume that the TBS cannot be influenced by eaves-
droppers and, in particular, that its transmittance settings
are mode independent.

Because of the TBS finite extinction ratio, we assume
that the TBS transmittances are always contained in
the range [η↓, η↑] ⊂ [0, 1], where η↑ (η↓) represents the
maximal (minimal) transmittance allowed by the TBS.
The maximal and minimal transmittances need to satisfy
the following two constraints, required by our security
proof:

η↑ >
η↓

1− η↓
, (9)

ηX

ηZ
> (η↓)−1

(
1−
√

1− η↓
η↑

)
. (10)

We argue that the two constraints are not particularly strin-
gent. For example, consider that, typically, the tuning of
the TBS is symmetric such that η↓ = 1− η↑. Then the
condition in Eq. (9) becomes: η↑ > (

√
5− 1)/2 ≈ 0.62.

This inequality is expected to be satisfied by TBSs that
function as basis selectors. Similarly, the condition in
Eq. (10), for η↓ = 1− η↑, can be satisfied, for example,
with ηX /ηZ ≥ 0.6 and η↑ > 0.87, which should be achiev-
able values. In particular, we observe that a high-speed
TBS, as required by our proof and satisfying the con-
straints (9) and (10), could be experimentally implemented
by, for example, a dual-output Mach-Zehnder modulator
[40,41].

As a final remark, if Bob measures a photonic degree
of freedom other than the arrival time in key generation

044011-5



FEDERICO GRASSELLI et al. PHYS. REV. APPLIED 23, 044011 (2025)

rounds, then Z would represent the set of modes that are
detected by the Z-basis detector. Notably, the framework
and the proof we provide are still applicable, as far as the
TBS can be dynamically tuned along the new degree of
freedom measured in the Z basis.

In the following, we describe the generic QKD protocol,
whose security is proven in Sec. IV.

Protocol 1. QKD protocol.

(1) The following describes one measurement round
of the protocol, and it must be iterated for a sufficient
number of rounds.

(a) Alice prepares a Z-basis state (event T = Z) with
probability pZ and an X -basis state (event T = X )
with probability 1− pZ . When preparing a Z-basis (X -
basis) state, Alice draws the symbol j ∈ {0, . . . , d − 1}
(k ∈ {0, . . . , d − 1}) uniformly at random and records
the outcome in the random variable ZA (XA). She then
chooses an intensity μi ∈ S := {μ1, μ2, μ3} with prob-
abilities pμ1 , pμ2 , and pμ3 = 1− pμ1 − pμ2 and records
it in a random variable IA. On the basis of her choices,
Alice prepares the phase-randomized coherent state
ρZj (μi) (ρXk (μi)) given in Eq. (3) [Eq. (6)] and sends
it to Bob via an insecure quantum channel. The states
prepared by Alice in the two bases satisfy Eq. (7).

(b) In each round, Bob chooses one of seven differ-
ent TBS settings, namely, (ηi, η↑) for i = 1, 2, 3, (ηi, η↓)
for i = 1, 2, 3, and (η2, η2). The transmittances are cho-
sen as η1 = η↑ and η3 = η↓, and η2 satisfies η↓ < η2 <

η↑ [a close-to-optimal choice for maximizing the key
rate is η2 = (1/4)(

√
η↓ + √η↑)2]. In particular, Bob

chooses the setting (η↓, η↓) with probability pZ or one
of the other six settings with probability (1− pZ)/6
each.If the Z-basis detector (X -basis detector) clicks
and returns outcome j (k), Bob sets ZB = j (XB = k).
Otherwise, if the Z-basis detector (X -basis detector)
does not click, Bob sets ZB = ∅ (XB = ∅).

(2) Public announcements: For each round, the
parties announce the following information over an
authenticated public channel. Alice announces the type
of round she performed (T) and her intensity choice
(IA), while Bob announces the TBS setting and whether
the Z-basis detector clicked (ZB �= ∅) or did not click
(ZB = ∅). The parties label the rounds where T = Z
and ZB �= ∅, and Bob selects the TBS setting (η↓, η↓)
as “key generation rounds,” while the other rounds
are labeled as “test rounds.” For the test rounds, Bob
additionally announces XB over the public channel.

(3) Gain estimation: From the information
announced, the parties estimate the Z-basis gains:

GZ
μj ,(ηl,ηl)

= Pr(ZB �= ∅|T = Z, IA = μj , (ηl, ηl)) (11)

for each μj ∈ S and ηl ∈ {η↑, η2, η↓}. They also esti-
mate the X -basis gains:

GX ,�
μj ,(ηi,ηl)

= Pr(XB �= ∅, ZB �= ∅|T=X , IA=μj , (ηi, ηl)),
(12)

GX ,∅
μj ,(ηi,ηl)

= Pr(XB �= ∅, ZB=∅|T=X , IA=μj , (ηi, ηl))

(13)

for μj ∈ S and for ηi ∈ {η↑, η2, η↓} and ηl ∈ {η↑, η↓}.
(4) Error estimation: Bob reveals ZB for a subset of

the key generation rounds in order for Alice to com-
pute the QBER of the key generation rounds, for each
intensity chosen by Alice:

QZ,μj = Pr(ZA �= ZB|T = Z, IA = μj , (η↓, η↓), ZB �= ∅).
(14)

Alice also computes the QBERs of the test rounds with
a detection in the X -basis detector (X -basis QBERs):

QX ,μj ,(ηi,η↑),� =
Pr(XA �=XB|T=X , IA=μj , (ηi, η↑), XB �= ∅, ZB �= ∅),

(15)

QX ,μj ,(ηi,η↑),∅ =
Pr(XA �= XB|T = X , IA = μj , (ηi, η↑), XB �= ∅, ZB = ∅)

(16)

for ηi ∈ {η↑, η2, η↓} and μj ∈ S .
(5) Classical postprocessing: The parties, by per-

forming error correction and privacy amplification,
extract a shared secret key from the variables ZA (for
Alice) and ZB (for Bob) relative to the key generation
rounds where Bob did not reveal ZB. The fraction of
shared secret key bits established per protocol round, in
the asymptotic limit of infinitely many rounds, is given
by

r∞ =p2
Z
∑3

j=1pμj

{
e−μj YZ

0,(η↓,η↓) log2 d

+e−μj μj YZ
1,(η↓,η↓)

[
log2

(
1
c

)
− u( ẽX ,1 )

]

−GZ
μj ,(η↓,η↓)u(QZ,μj )

}
, (17)

and is called the “asymptotic key rate” of the protocol.
Below we define the quantities appearing in the key rate
expression.
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We define the compatibility coefficient c of Alice’s
states in the one-photon subspace [8]:

c = max
0≤j ,k≤d−1

∣∣〈1Zj | S−1 |1Xk 〉
∣∣2 , (18)

where S−1 is the generalized inverse of S (the inverse on
its support), with S given in Eq. (7). The key rate is max-
imal when the compatibility coefficient is minimal (i.e.,
c = 1/d), and this occurs if Alice’s states, in the one-
photon subspace, form two mutually unbiased sets (the
proof is given in Remark C1 in Appendix C):

∣∣〈1Zj |1Xk 〉
∣∣2 = 1

d
for all j , k. (19)

In turn, the condition in Eq. (19) can be obtained, for exam-
ple, by combining the discrete Fourier transform (8) with
the orthogonality of the states in one basis (〈1Zj |1Zj ′ 〉 =
δj ,j ′).

The function u(x) appearing in Eq. (17) is defined as

u(x) =
{

h(x)+ x log2(d − 1) if x ∈ (0, 1− 1
d

)
,

log2 d if x ∈ [1− 1
d , 1
)

,
(20)

with h(x) = −x log2 x − (1− x) log2(1− x) the binary
entropy.

One of the main results of this paper is the derivation
of the upper bound on the phase error rate of the protocol,
ẽX ,1. Because of its cumbersome expression, we report it
in Appendix B as a function of (bounds on) the yields and
test-round bit error rates.

Finally, YZ
n,(ηl,ηl)

denotes a statistical lower bound on the
n-photon yield in the Z basis, i.e., the probability of a Z-
basis detector click given that Alice sent n photons and
Bob chose the TBS setting (ηl, ηl). The explicit expres-
sions for YZ

1,(η↓,η↓), YZ
0,(η↓,η↓), and of all the other bounds

on the yields and bit error rates that appear in ẽX ,1 are due
to the decoy-state method and are reported in Appendix D.

For a complete overview of the notation and quantities
defined in this paper, we refer the reader to Appendix A.

IV. SECURITY PROOF

We analytically prove the asymptotic security of Proto-
col 1 under collective attacks by the eavesdropper, thereby
deriving the key rate expression in Eq. (17). Security
against coherent attacks cannot be directly inferred by one
invoking de Finetti-type results (e.g., postselection tech-
nique [42,43]). Indeed, such results require a reduction to
finite dimensions, which contrasts with the generality of
our approach (Bob can receive states in an infinite number
of different optical modes).

Unlike standard QKD security proofs [8–10], our proof
does not rely on the assumption that the detection probabil-
ity of the key generation measurement and of test measure-
ment coincide for every input state. We allow Eve to add
photons to Alice’s single-photon pulses or prepare states
in continuous degrees of freedom (e.g., time, frequency)
[44,45], such that the detection probability of Eve’s states
depends on the measurement basis. Such attacks might not
manifest themselves in asymmetric gains observed in an
experiment, as Eve might be able to conceal her attack
by acting symmetrically on both bases. Existing proofs
[33–36] accounting for detection efficiency mismatches
require, at the very least, that mode-dependent mismatches
are fully characterized and known a priori.

The security proof presented here can avoid such a char-
acterization by actively estimating the relevant quantities
from the rich statistics generated with the TBS. More
specifically, it uses the decoy-state method [37–39] to
focus on the rounds where Alice sends exactly one pho-
ton. In parallel, it uses the TBS to apply the detector decoy
technique [28] and estimate the photon number distribu-
tion of Bob’s input states. Finally, it can estimate possible
mode-dependent mismatches in the detection efficiency of
the two measurement bases, thus not requiring their prior
characterization.

In the following, we provide a simplified version of
the security proof highlighting the steps that set it apart
from previous proofs. The proof in full detail is reported in
Appendix C.

Proof. According to the description of Protocol 1 in
Sec. III, the parties extract the shared secret key from
the rounds labeled as key generation rounds, where Alice
sends a Z-basis state, Bob selects the TBS setting (η↓, η↓),
and the Z-basis detector clicks. We label the intersection of
these three events with �Z . �

The asymptotic secret key rate that can be extracted
from the events �Z , under collective attacks, is lower-
bounded by the Devetak-Winter (DW) rate [46]:

r ≥ Pr(�Z)
[
H(ZA|IAE)ρ|�Z − H(ZA|IAZB)ρ|�Z

]
, (21)

where H(ZA|IAE) and H(ZA|IAZB) are von Neumann
entropies computed on the state shared by Alice, Bob, and
Eve in a generic round, conditioned on the event �Z . This
state is explicitly derived in Appendix C 1. Note that we
can express

Pr(�Z) = p2
Z Pr(ZB �= ∅|T = Z, (η↓, η↓)). (22)

The goal of the proof is to show that the key rate given in
Eq. (17) is a lower bound of Eq. (21).

The second entropy in Eq. (21) quantifies Bob’s uncer-
tainty about Alice’s key bit ZA and represents the infor-
mation leakage of an optimal error correction scheme.
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In Appendix C 2 we show how to bound this term with
standard arguments in terms of the QBERs of the key
generation rounds, Eq. (14), as follows:

H(ZA|IAZB)ρ|�Z ≤
∑3

j=1

pμj GZ
μj ,(η↓,η↓)u(QZ,μj )

Pr(ZB �= ∅|T = Z, (η↓, η↓))
,

(23)

where the function u(x) is defined in Eq. (20) and the gain
GZ

μj ,(η↓,η↓) is obtained as explained in step 3 of Protocol 1.
The remainder of the proof is devoted to deriving a

lower bound on the first entropy in Eq. (21) in terms of
observed statistics.

The first step consists in discarding the contributions to
H(ZA|IAE)ρ|�Z relative to the rounds where Alice sends
more than one photon to Bob. This is because such rounds
are vulnerable to photon-number-splitting attacks [47] and
hence cannot lead to shared secret bits. We show in
Appendix C 3 a that the following inequality holds:

H(ZA|IAE)ρ|�Z ≥
∑3

j=1

pμj

Pr(ZB �= ∅|T = Z, (η↓, η↓))[
e−μj YZ

0,(η↓,η↓) log2 d + e−μj μj YZ
1,(η↓,η↓)H(ZA|E)ρ|1,�Z

]
,

(24)

where YZ
n,(ηl,ηl)

is the n-photon Z-basis yield (see
Appendix A), i.e., the probability that the Z-basis detector
clicks, given that Alice sent n photons encoded in a Z-
basis state and Bob selected the TBS setting (ηl, ηl), while
H(ZA|E)ρ|1,�Z is the entropy conditioned on a key gen-
eration round where Alice sent exactly one photon. Note
that the conditional entropy is maximal when Alice sends
the vacuum, H(ZA|E)ρ|0,�Z = log2 d, since Eve cannot be
correlated to Alice’s symbol when Alice sends the vacuum.

The next step, which is detailed in Appendix C 3 b,
uses the uncertainty relation for von Neumann entropies
[48–51] to derive a lower bound on the entropy
H(ZA|E)ρ|1,�Z . In particular, thanks to the condition on
Alice’s states in the one-photon subspace (7), we can
equivalently describe a key generation round in the
entanglement-based picture. That is, there exists an entan-
gled state |�τ 〉AB, given by the purification of the state
τB = S/d with S in Eq. (7), and two fictitious measure-
ments for Alice, called “Alice’s Z-basis measurement” and
“Alice’s X -basis measurement” [8]. Then, Bob’s condi-
tional state, when Alice performs the Z-basis measurement
(X -basis measurement) on system A of |�τ 〉AB and obtains
outcome ZA = j (XA = k), coincides with the state |1Zj 〉
(|1Xk 〉) sent to Bob in Protocol 1 when Alice draws the
symbol ZA = j (XA = k) and sends one photon [recall that
Alice prepares probabilistic mixtures of Fock states with a
Poissonian distribution, Eq. (3)].

We recall that the entropy H(ZA|E)ρ|1,�Z is computed on
the state of a key generation round, i.e., the state received

by Bob and postselected on a detection by the Z-basis
detector with TBS setting (η↓, η↓). Hence, we update the
state |�τ 〉AB to the following entangled state:

|�〉 =
⎛
⎝1AE ⊗

√
Z�√

YZ
1,(η↓,η↓)

⎞
⎠ (1A ⊗ UBE) |�τ 〉AB ⊗ |0〉E ,

(25)

where UBE is a unitary applied by Eve, jointly on Bob’s
system and Eve’s system E, describing her collective
attack, while Z� is the positive operator–valued measure
(POVM) element corresponding to a detection of a key
generation round, i.e., a detection by the Z-basis detec-
tor with TBS setting (η↓, η↓). The denominator in the last
expression ensures normalization. In this way, by applying
the uncertainty relation on |�〉 with Alice’s two fictitious
measurements, we obtain

H(ZA|E)ρ|1,�Z ≥ log2
1
c
− H(XA|B)σ , (26)

where c is given in Eq. (18) and where the entropy on the
left-hand side is computed on the state |�〉 after Alice’s
Z-basis measurement, which results in the entropy that
needs to be bounded in Eq. (24). The entropy on the
right-hand side is computed on the state |�〉 after Alice’s
X -basis measurement, which reads

σXAB = 1
YZ

1,(η↓,η↓)d

d−1∑
k=0

|k〉〈k |XA ⊗
√

Z�σk
√

Z�, (27)

where σk is the state received by Bob when Alice sends the
one-photon X -basis state relative to symbol XA = k:

σk = TrE

[
UBE|1Xk 〉〈1Xk |B ⊗ |0〉〈0|EU†

BE

]
. (28)

The state in Eq. (27) is properly normalized thanks to
Eq. (7).

We can now focus on deriving an upper bound on
the entropy H(XA|B)σ appearing in Eq. (26). Since the
entropy H(XA|B)σ is conditioned on a quantum sys-
tem, system B, we can apply a measurement map on
system B such that the resulting conditional Shannon
entropy can be estimated with measurement statistics. To
this aim, we first define Bob’s test measurement by the
POVM: {X0, X1, . . . , Xd−1, X∅}, with Xk the POVM element
describing the detection of outcome XB = k by the X -basis
detector, with TBS setting (η↑, η↑). We can also define
X� =

∑d−1
k=0 Xk to be the POVM element corresponding

to a detection and X∅ = 1− X� to be the POVM ele-
ment corresponding to no detection. Then we consider the
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measurement map

EX
B→X̃B

(·) =
d−1∑
k′=0

Tr
[
X̃k′ ·
] |k′〉〈k′ |X̃B

, (29)

where {X̃k′ }d−1
k′=0 is a POVM defined from Bob’s test mea-

surement as follows:

X̃k = (
√

X�)−1Xk(
√

X�)−1 ⊕ 1⊥X�
d

, (30)

with (
√

X�)−1 the inverse of
√

X� over its support and
1⊥X� the projector on the complement of the support of X�.
Then, by applying the measurement map (29) on system B
of Eq. (27), the following inequality holds [52]:

H(XA|B)σ ≤ H(XA|X̃B)EX (σ )

≤ u(ẽX ,1), (31)

where in the second inequality we used Fano’s inequality
and defined the phase error rate

ẽX ,1 =
d−1∑
k=0

∑
k′ �=k

Tr
[
X̃k′
√

Z�σk
√

Z�
]

YZ
1,(η↓,η↓)d

. (32)

We can now lower-bound the Devetak-Winter rate in
Eq. (21) by plugging in Eqs. (23) and (24), where we
further bound the latter using Eq. (26) and subsequently
Eq. (31). This leads to the following expression:

r ≥p2
Z
∑3

j=1pμj

{
e−μj YZ

0,(η↓,η↓) log2 d

+e−μj μj YZ
1,(η↓,η↓)

[
log2

(
1
c

)
− u( ẽX ,1 )

]

−GZ
μj ,(η↓,η↓)u(QZ,μj )

}
, (33)

where we used Eq. (22) to replace Pr(�Z) and replaced the
Z-basis yields with their respective lower bounds, obtained
with the decoy-state method [see Eqs. (D23) and (D28)].

The remainder of the proof is devoted to deriving a
meaningful upper bound on the phase error rate, Eq. (32),
in terms of the statistics collected in the test rounds. Indeed,
the fact that u(x) given in Eq. (20) is a monotonically non-
decreasing function implies that the upper bound can be
used to replace ẽX ,1 in Eq. (33) and obtain another lower
bound on the DW rate.

In standard QKD security proofs [8,9] it is assumed that
the detection probability of Bob’s key generation mea-
surement is equal to the detection probability of Bob’s
test measurement, for every input state. Mathematically,

this amounts to an equality between the POVM elements
corresponding to a detection in the two measurements:

Z� = X�. (34)

By combining the assumption in Eq. (34) with Eq. (30),
we find that the phase error rate reduces to the one-photon
bit error rate of Bob’s test measurement, as we derive
explicitly in Appendix C 3 c:

ẽX ,1 =
d−1∑
k=0

∑
k′ �=k

Tr [Xk′σk]
YX

1,(η↑,η↑)d
, (35)

which can be readily estimated with the decoy-state
method. The challenge in the more general setting
addressed by this paper is to estimate the phase error rate
when Eq. (34) is not assumed to hold.

A. Phase error rate estimation

Here we briefly sketch the main ideas behind the estima-
tion of the phase error rate. The full argument can be found
in Appendix C 4, starting with a detailed overview of the
main steps in Appendix C 4 a.

The first step in estimating the phase error rate in
Eq. (32) consists in reducing the calculation to the sub-
space containing at most one photon in the set of modes Z
detected by the Z-basis detector. We call this the “(≤ 1)-
subspace.” The detailed description of this step is deferred
to Appendixes C 4 b–C 4 e and C 4 j. Indeed, we expect
most of the state σ̄ ,

σ̄ =
d−1∑
k=0

σk

d
, (36)

which is the average state received by Bob when Alice
sends one photon, to lie in the (≤ 1)-subspace in an hon-
est implementation of the protocol [53]. The reduction to
the (≤ 1)-subspace leads us to the following upper bound,
reported in Eq. (C103):

ẽX ,1YZ
1,(η↓,η↓) ≤

∑d−1
k=0 Tr

[
σk
d M≤1

Z
∑

k′ �=kXk′M
≤1
Z
]

pX
d + ηrη↑(1− pX

d )

+ ηrη↑(1− pX
d )

pX
d + ηrη↑(1− pX

d )
Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]

+�2 + w>1
Z . (37)

In the last expression, w>1
Z denotes an upper bound on the

weight of the state σ̄ outside the (≤ 1)-subspace,
∑∞

α=2 Tr[σ̄
α
Z ] ≤ w>1

Z , (38)

with 
α
Z being the projector onto the subspace contain-

ing α photons in the set of modes Z . �2 is a function of
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both w>1
Z and YZ

1,(η↓,η↓) and is derived in Eq. (C248). The

operator M≤1
Z is defined as

M≤1
Z = √p�|0
0

Z +
√

p�|1
1
Z , (39)

where the probability p�|α is defined in Eq. (C181). Sim-
ilarly to 
α

Z for the Z-basis detector, we introduced the
projector 


β
X that projects on the subspace with β pho-

tons in the set of modes X . Finally, ηr = ηX /ηZ is the
ratio between the detector efficiencies of the two bases (by
assumption ηr ≤ 1) and pX

d is the total probability of a dark
count in the X -basis detector.

The remainder of the proof derives upper bounds on the
first two terms on the right-hand side of Eq. (37) by using
the detection statistics of the different TBS settings and by
solving systems of linear equations. For the first term, the
solution of a linear system yields the variables E

0
η↑ , E

0,1
η↑ ,

E
1t
η↑ , and E

1r
η↑ and allows us to derive the following bound

(see Appendixes C 4 f–C 4 j):

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=kXk′M
≤1
Z
]
≤ p�|0E

0
η↑

+√p�|0p�|1
√

η↑E
0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)
.

(40)

The second term in Eq. (37), in turn, is upper-bounded via

Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]
≤ p�|0

[
w0

X
]0
Z + p�|1

[
w0

X
]1
Z

+ 2
√

p�|0p�|1

( [
w0

X
]1
Z

) 1
2

, (41)

where the quantities
[
w0

X
]0
Z and

[
w0

X
]1
Z are derived

with the detector decoy technique. The full derivation is
reported in Appendixes C 4 k and C 4 l.

By inserting the bounds (40) and (41) into Eq. (37), we
arrive at the final upper bound on the phase error rate,
ẽX ,1 ≤ ẽX ,1, where

ẽX ,1 = 1
YZ

1,(η↓,η↓)[p
X
d + ηrη↑(1− pX

d )]

[
p�|0E

0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)]

+ ηrη↑(1− pX
d )

YZ
1,(η↓,η↓)[p

X
d + ηrη↑(1− pX

d )]

[
p�|0
[
w0

X
]0
Z + 2

√
p�|0p�|1

( [
w0

X
]1
Z

) 1
2
+ p�|1

[
w0

X
]1
Z

]

+ 1
YZ

1,(η↓,η↓)

(
�2 + w>1

Z
)

. (42)

Each quantity in the last expression is either known or
directly expressed in terms of observed statistics via the
relations given in Appendix B. In Appendix D, the formu-
las for the bounds on the yields are derived with the use of
the decoy-state method.

By using the bound (42) in the key rate expression
(33), we recover the asymptotic key rate of the protocol,
Eq. (17), thus demonstrating that it is a lower bound of the
DW rate in Eq. (21). This concludes the proof.

V. SIMULATIONS

In this section we analyze the performance of our secu-
rity proof on an experimental four-dimensional time-bin
QKD protocol (Protocol 1), both in the case of an hon-
est implementation (Sec. V A) and under an attack where
Eve can partially control the detection probabilities of the
two bases (Sec. V B). We benchmark the key rate resulting

from our proof (17) with the asymptotic key rate of the
standard decoy-BB84 protocol, with four outcomes per
basis, which implicitly assumes basis-independent detec-
tion probabilities.

A. High-dimensional time-bin QKD

We first consider an honest implementation of the pro-
tocol, without any attack in the quantum channel.

In the experimental setup in Refs. [29,30], Alice pre-
pares d = 4 mutually orthogonal time bins for key genera-
tion, while the testing symbols are encoded in the relative
phases between such pulses. In particular, if a†

Zj
is the cre-

ation operator of one photon in the j th time bin mode, the
creation operators of the testing modes are given by the dis-
crete Fourier transform of the time bin modes (8), such that
the condition in Eq. (7) is satisfied and the compatibility
coefficient of Alice’s states is c = 1/4. Alice prepares the
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pulses in both bases as phase-randomized coherent states,
given by Eq. (3) for the Z basis and Eq. (6) for the X
basis, with intensities μ1, μ2 = 2μ3, and μ3 = 10−6 (note
that weak decoy intensities are optimal). In the asymptotic
limit, the optimal number of test rounds is negligible, and
hence we set pZ = 1 and pμ1 = 1.

Bob’s measurement apparatus is described in Sec. III B,
where the Z-basis measurement is realized with a single
detector that detects the arrival time of the pulse, while
the X -basis measurement is implemented by a dispersive
medium followed by a time-of-arrival detection. From the
arrival time of the dispersed signal, it is possible to infer
the relative phases in the superposition of time bins sent
by Alice in the test rounds. More details on Bob’s X -
basis measurement can be found in Refs. [29,30]. We set
the largest and smallest transmittance allowed by the TBS
to η↑ = 0.9 and η↓ = 0.1, respectively, such that Eq. (9)
is satisfied. We also fix η2 = (1/4)(

√
η↓ + √η↑)2 = 0.4.

We fix the insertion loss of the TBS and of the disper-
sive medium to 1 dB each, while the efficiency of the two
detectors is 0.9. Thus, we have ηZ = 0.9× 10−1/10 and
ηX = ηZ × 10−1/10, such that Eq. (10) is satisfied. Finally,
the dark count probability of the Z-basis detector (X -basis
detector) in the whole detection window is pZ

d = 10−4

(pX
d = 1.2× 10−4, due to a longer detection window).
We adopt a simple channel model where Alice’s pulses

go through a bosonic channel with transmittance η, such
that the pulses arriving at Bob are completely contained in
the detection window Z used for key generation measure-
ments (see Fig. 2). Moreover, we choose the duration of
the detection window of the X -basis detector to be longer
than in the Z basis and long enough such that a negligi-
ble fraction of the dispersed signal (i.e., the signal exiting
the dispersive medium) falls outside the detection win-
dow. We avoid modeling noise sources and instead assume
that the signals arriving at Bob carry an intrinsic QBER
qZ (qX ) in the Z basis (X basis). Therefore, the QBERs
observed in the protocol, namely, QZ,μj , QX ,μj ,(ηi,η↑),�, and
QX ,μj ,(ηi,η↑),∅, are the result of the intrinsic QBERs and
of the dark counts in the detectors. We report the explicit
formulas used for the gains and QBERs in Appendix E 1.

Using this channel model, in Fig. 3 we investigate the
adaptability of our proof to different noise scenarios by
computing the maximal tolerable channel loss, such that
a positive secret key rate is obtained with Eq. (17) for vari-
ous intrinsic QBERs qX and qZ . We observe that our proof
can tolerate up to 30 dB of loss and is resilient to noise,
especially in the test basis. For example, for qZ = 2% and
20 dB loss, we can extract a positive key rate for test-basis
QBERs up to qX ≈ 16%. By virtue of the considered hon-
est implementation, different detection probabilities for the
two bases are caused only by mode-independent asymme-
tries in the efficiencies and dark count probabilities of the
two detectors (ηZ �= ηX , pZ

d �= pX
d ). Still, they could be

exploited by an attacker, as discussed in Sec. II. The key
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FIG. 3. Maximal tolerable channel loss for a positive key
rate of a four-dimensional time-bin QKD protocol with nom-
inal detection efficiency mismatch ηX /ηZ = 10−1/10 for vari-
ous channel-intrinsic QBERs qZ (key generation basis) and qX
(test basis). The key rate is the one obtained from our proof,
Eq. (17), and is optimized over the pulse intensity μ1. Fur-
thermore, we fix the decoy intensities μ2 = 2μ3 = 2× 10−6,
the detectors’ mode-independent efficiencies ηZ = 0.9× 10−1/10

and ηX = ηZ × 10−1/10, the TBS parameters η↑ = 1− η↓ = 0.9
and η2 = 0.4, and the dark count probabilities pX

d = 1.2 pZ
d =

1.2× 10−4.

rate we provide in Eq. (17) allows for asymmetric detec-
tion probabilities and is secure even when the asymme-
tries are exploited or caused by an adversary. Conversely,
the standard decoy-BB84 key rate for d-dimensional
encoding [19],

rdecoy BB84 = p2
Z
∑3

j=1pμj

{
e−μj YZ

0 log2 d

+ e−μj μj YZ
1

[
log2 d − u( eX ,1 )

]− GZ
μj

u(QZ,μj )
}

,

(43)

is derived under the assumption that the detection prob-
ability in the two bases coincides for every input state,
i.e., that Eq. (34) holds. This effectively results in replac-
ing the phase error rate upper bound in our rate, ẽX ,1, with
an upper bound on the bit error rate in the test basis, eX ,1.
However, the experimental setup considered [30] violates
the assumption in Eq. (34) due to mode-independent (and
potentially mode-dependent) asymmetries, implying that
the decoy-BB84 key rate (43) cannot be applied to distill
secure keys.

Nevertheless, in Fig. 4 we benchmark the performance
of the key rate from our proof, Eq. (17), with the key rate
in Eq. (43), where d = 4, for the honest implementation
described above. Note that the TBS is not required by the
security proof underlying Eq. (43). Hence, when comput-
ing the key rate via Eq. (43), we use only the TBS settings
(η↑, η↑) and (η↓, η↓) to select the X and Z basis, respec-
tively. The explicit expressions for the quantities appearing
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FIG. 4. Comparison of the secret key rate from our proof
[Eq. (17), solid lines] with the decoy-BB84 key rate [Eq. (43),
dashed lines] as a function of the channel loss η, for an honest
implementation of a four-dimensional time-bin QKD protocol
with nominal detection efficiency mismatch ηX /ηZ = 10−1/10.
We set qZ = 0.02 and fix different values of the intrinsic test-
basis QBER, qX . All key rates are optimized over the intensity
μ1. We further fix the decoy intensities μ2 = 2μ3 = 2× 10−6,
the detectors’ mode-independent efficiencies ηZ = 0.9× 10−1/10

and ηX = ηZ × 10−1/10, the TBS parameters η↑ = 1− η↓ = 0.9
and η2 = 0.4, and the dark count probabilities pZ

d = 10−4 and
pX

d = 1.2× 10−4. In this honest implementation, the detection
mismatch is mode independent and is caused only by differ-
ent dark count rates and different nominal detection efficiencies
for the two measurement bases. Even in this case, the decoy-
BB84 key rate would not be applicable as it does not contemplate
detection efficiency mismatches.

in Eq. (43) are reported in Appendix E 1. We observe that
our key rate presents a gap to the decoy-BB84 key rate and
that the gap widens for larger values of the QBER qX .

B. Attack-induced efficiency mismatch

We now consider an adversarial implementation of the
four-dimensional time-bin QKD protocol (Protocol 1).
Eve’s attack could exploit one of the two vulnerabilities
of the protocol, namely, the nominal detection efficiency
mismatch between the two bases (ηZ > ηX ) or a detection
probability asymmetry induced by tailored light modes. An
attack based on the first vulnerability was illustrated in Sec.
II, and it involves adding photons to the one-photon sig-
nals sent from Alice. This would cause an increase of the
gain of the lossier basis and could be noticed by Alice and
Bob when compared with the gain in other runs where Eve
is not present. Nevertheless, the standard decoy-BB84 key
rate does not account for asymmetric nominal efficiencies,
and hence the attack would be successful.

In this section, we consider the second vulnerability and
devise an intercept-resend attack where the eavesdropper
can actively control which basis clicks with tailored light
pulses. In particular, in each round, with probability wZ

(wX ), Eve replaces the quantum channel with an apparatus
that intercepts Alice’s pulse and measures it in the Z basis
(X basis), such that the measurement can perfectly distin-
guish Alice’s states when Alice’s and Eve’s bases coin-
cide. Then, Eve prepares a highly localized one-photon
pulse in the time domain (frequency domain), with width
parametrized by s (σ ), which corresponds to the outcome
she observed, and sends it through a quantum channel with
transmittance ξZ (ξX ) to Bob. If Bob measures the pulse
with the same basis as Eve, his outcome is almost perfectly
correlated with Eve’s. Otherwise, when Bob measures in
the opposite basis, the outcome is approximately uniformly
random and the detection probability is reduced. For exam-
ple, if Eve intercepts the signal in the Z basis and Bob
measures it in the X basis, her time-localized pulse would
be stretched by the dispersive medium over a large time
interval such that only a fraction of the outgoing pulse is
contained in the detection window of the X -basis detector,
thereby decreasing the detection probability in the X basis.
Moreover, the portion of the stretched signal within the
detection window of the X -basis detector is nearly constant
in amplitude, such that every outcome is approximately
equally likely. When Eve does not perform the attack,
we adopt the channel model from Sec. V A, where Alice
and Bob are linked by a channel with transmittance η and
intrinsic QBERs given by qZ = qX = 0.05 (these values
are chosen for comparison purposes and do not reflect cur-
rently experimentally achievable values). In Appendix E 2
we detail Eve’s attack and the corresponding statistics
observed by Alice and Bob.

To investigate the performance of our proof under the
described attack, we assume that Alice is equipped with a
deterministic single-photon source (note that this assump-
tion is also made, for example, in Ref. [36]). Therefore,
the decoy-state method becomes superfluous, and the key
rate of Protocol 1 in Eq. (17) simplifies to the following
expression (for c = 1/d):

rno decoy = p2
ZYZ

1,(η↓,η↓)

[
log2 d − u( ẽX ,1 )− u(eZ,1,(η↓,η↓))

]
,

(44)

where the one-photon yield YZ
1,(η↓,η↓) and the one-photon

error rate in the Z basis eZ,1,(η↓,η↓) are directly observed
quantities, replacing the corresponding gains and QBERs.
By our removing the decoy-state method, the upper bound
on the phase error rate ẽX ,1 reduces to a simpler expression,
as discussed in Appendix E 2. Similarly, when we assume
there is a deterministic single-photon source, the decoy-
BB84 protocol reduces to the original BB84 protocol, with
key rate given by

rBB84

= p2
ZYZ

1,(η↓,η↓)
[
log2 d − u(eX ,1,(η↑,η↑))− u(eZ,1,(η↓,η↓))

]
,

(45)
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FIG. 5. Comparison of the secret key rate derived in this work
[Eq. (44), solid blue line] with the BB84 key rate [Eq. (45),
dashed blue line] and with an upper bound on the achievable
key rate [Eq. (E45), solid red line] as a function of the proba-
bility that Eve intercepts the signal and measures it in the Z basis
(the key basis). All key rates are obtained under the assumption
of a deterministic single-photon source (no decoys). With this
attack, Eve can partially steer which basis clicks in each round to
match the basis she measured in. The result is that the BB84 key
rate, which does not account for attack-induced detection effi-
ciency mismatches, overestimates the fraction of secret bits and
surpasses the upper bound on the secret key rate, while the key
rate from our proof remains below it. The plot parameters are as
follows: number of symbols d = 4, intrinsic QBERs in the chan-
nel without Eve qZ = qX = 0.05, detectors’ mode-independent
efficiencies ηZ = 9/10× 10−1/10 and ηX = 10−1/10ηZ , TBS set-
tings η↑ = 1− η↓ = 0.9 and η2 = 0.4, dark count probabilities
pZ

d = 10−4 and pX
d = 1.2× 10−4, and channel loss of 1 dB, η =

10−1/10. We partition the detection window of �t = 1.132 ns in
the Z basis into four time bins of width �j = 0.283 ns. Likewise,
�f = 4×�k = 4× 0.340 ns in the X basis. The group delay
dispersion coefficient �2 of the dispersive medium is fixed to
0.01275 ns2. See Appendix E 2 b for how these parameters enter
the key rates.

where the phase error rate bound is replaced by the
observed one-photon error rate in the X basis eX ,1,(η↑,η↑).

In Fig. 5, we plot the key rates in Eqs. (44) and (45) as
a function of the probability of attacking the key basis, wZ .
For each value of wZ , we optimize the parameters of Eve’s
attack (wX , s, σ , ξZ , ξX ) such that the statistics observed by
Alice and Bob in the BB84 protocol remain approximately
equal to those in the scenario without attack. The inten-
tion is that of concealing Eve’s attack when the parties
run the standard BB84 protocol. Additionally, we plot an
upper bound on the secret key rate that Alice and Bob can
extract (the full derivation is presented in Sec. E 2). This is
obtained by subtracting from Alice’s raw key the number
of bits known to Eve, which come from the rounds where
Eve correctly guesses Alice’s basis and from public error
correction information.

From Fig. 5, we observe that Eve’s attack cannot be
completely concealed from the BB84 protocol, as its key
rate decreases for increasing wZ . However, the BB84
key rate surpasses the upper bound on the extractable
key rate starting from wZ ≈ 0.27, while our key rate
remains well below it. This shows that the BB84 protocol
cannot fully grasp the extent of the information gained by
Eve, returning an overly optimistic and, crucially, insecure
key rate.

VI. DISCUSSION

In Fig. 4, we highlighted a gap between our key rate (17)
and the decoy-BB84 key rate (43) for the honest imple-
mentation of a four-dimensional time-bin QKD protocol.
The gap is related to differing nominal efficiencies for
the two measurement bases, i.e., ηr = ηX /ηZ < 1, which
could be exploited by an attacker. Intuitively, however,
the key rate should not penalized by asymmetric nomi-
nal efficiencies, unless an attacker is actively exploiting the
asymmetry, as illustrated in Sec. II. The attack would entail
adding photons to the signal resent to Bob, which would
result in an increase of the weight of the state received by
Bob in the subspace with more than one photon in the Z-
basis detection interval, w>1

Z . This parameter is otherwise
null in an honest implementation without flaws, since it
refers to the subset of one-photon signals sent by Alice.

In Appendix E 3, we show that our key rate is indeed
insensitive to ηr—and matches the decoy-BB84 key
rate—-for honest implementations with asymmetric nomi-
nal efficiencies provided that we impose w>1

Z = 0. In other
words, when we impose that w>1

Z matches its true value
for honest implementations, our key rate confirms the intu-
ition that asymmetric nominal efficiencies do not influence
the resulting key rate. We emphasize that this conclusion
could not have been drawn from the decoy-BB84 rate since
it does not apply to scenarios with ηr < 1. Conversely,
when using the estimation for w>1

Z derived in our proof
[see Eq. (B5)], we observe that our key rate decreases
as the asymmetry in the detection efficiency of the two
bases increases (ηr decreases), generating the gap to the
decoy-BB84 key rate. Therefore, the gap in Fig. 4 can be
attributed to a nontight estimation of the parameter w>1

Z
with the bound (B5) and could be improved by deriving
tighter bounds.

A strong indication of how to improve the bound on
the parameter w>1

Z comes from Fig. 5, where we observe
that our key rate matches the BB84 key rate for wZ = 0,
i.e., in an honest implementation where Alice uses a deter-
ministic single-photon source. In such an implementation,
the yields and one-photon error rates are directly observed
quantities, rather than being estimated with the decoy-state
method. One of consequences is that the formula (B5)
for w>1

Z returns the true value, zero (see Appendix E 2),
allowing our key rate to match the BB84 key rate. This
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suggests that increasing the number of decoy intensities
(we assumed two decoy intensities in Protocol 1) may
improve the estimation of w>1

Z and reduce the gap to the
decoy-BB84 key rate for honest implementations.

We already remarked that the standard BB84 protocol
is not applicable to scenarios with asymmetric detection
efficiencies, regardless of their being nominal or induced
by the adversary. However, for the honest implementation
in Fig. 4, the decoy-BB84 key rate represents de facto the
largest amount of key that can be securely extracted, by
matching our key rate when setting w>1

Z = 0. This is not
the case for the attack corresponding to Fig. 5. The BB84
rate overestimates the fraction of secret key bits that can
be extracted, by surpassing the upper bound on the secret
key rate. Remarkably, when Eve attacks in the key basis
50% of the time (wZ = 0.5), the BB84 key rate certifies
more than 10% of secret bits per pulse when in reality no
secure key can be extracted. This is caused by the nature
of the attack we designed, where Eve can increase the frac-
tion of rounds where she learns the key bits (increasing
wZ) without proportionately increasing her footprint: the
X -basis error rate remains approximately constant. This
is achieved by Eve preparing highly time-localized pulses
when attacking in the Z basis (s ≈ 0.017�j ), such that
their detection probability in the X basis is about 4.6 times
less likely than in the same basis as Eve’s. From the opti-
mization, we observe that also attacking in the X basis,
i.e., wX > 0, benefits the concealing of Eve’s attack. In this
case, Bob’s Z basis clicks with a probability reduced by a
factor of about 2.3 compared with the X basis. The result
is that the vast majority of Bob’s X -basis detections are
events where either Eve attacks in the same basis or does
not attack, thereby keeping the X -basis error rate low.

Crucially, the augmented statistics enabled by the TBS
allow our proof to detect Eve’s actions and reduce the key
rate accordingly. Indeed, our key rate never surpasses the
key rate upper bound in Fig. 5 and, curiously, presents a
similar scaling with respect to wZ . In other words, our secu-
rity solution is capable of reducing the extractable key rate
in proportion to the extent of adversarial attacks inducing
asymmetric detection efficiencies in a given protocol run.
This feature sets our proof apart from previous security
proofs dealing with mode-dependent detection efficiencies
[33–36].

To be more specific, we focus on the proofs that,
like ours, do not restrict Eve’s actions and allow her to,
for example, add photons to Alice’s pulses and induce
detection efficiency asymmetries with tailored light modes
[35,36]. Since such proofs are not capable of discern-
ing whether Eve is exploiting or not exploiting the vul-
nerabilities of the measurement apparatus, they require
the prior characterization of the largest detection prob-
ability ratio that Eve could induce with specific light
modes between two detectors (and potentially two bases);
we label this quantity κ . The key rates provided in

Refs. [35,36] present a penalty depending on the value of
κ , regardless of whether Eve is present or not. From the
simulations reported in Refs. [35,36], we deduce that for a
BB84 protocol with a deterministic single-photon source,
3 dB loss, and QBERs around 5%, no key can be extracted
for κ ≥ 2, even if Eve is not present. By using the same
parameters (η = 10−3/10, qZ = qX = 0.05, and d = 2) in
the adversarial implementation studied in Sec. V B, our
proof certifies 0.137 secret key bits per pulse when Eve
is not present (wZ = 0), which is also the rate obtained
by naively applying the BB84 protocol. Only when Eve
attacks the channel (wZ > 0) and generates asymmetries in
the detection probabilities of the two bases up to κ = 4.6
does our key rate decrease. We conclude that our proof
is able to withstand larger mode-dependent asymmetries
(κ) in the detection probabilities of vulnerable QKD setups
compared with previous proposals. And, crucially, it deliv-
ers positive key rates when such vulnerabilities are not
actively exploited by an eavesdropper.

VII. CONCLUSION

We derived an analytical security proof for prepare-
and-measure QKD protocols affected by basis-dependent
detection probabilities. The proof can handle both
nominal (mode-independent) and attack-induced (mode-
dependent) detection efficiency mismatches. Compared
with previous proposals, our proof requires no prior char-
acterization of the efficiency mismatch generated by differ-
ent light modes and it makes no assumption on the dimen-
sion of the states received by Bob. Moreover, the proof
incorporates the decoy-state method and is capable of
delivering positive key rates for QKD setups prone to large
efficiency mismatches, such as the time-bin QKD protocol
simulated in Sec. V. Our proof achieves this by actively
monitoring the presence of attack-induced efficiency mis-
matches through a tunable beam splitter. As a result, it does
not penalize the key rate unless an eavesdropper is actually
attempting to control which basis clicks, whereas previous
proofs always apply a penalty for the mere possibility of
controlling the basis that clicks. In the most extreme case,
where a QKD setup allows Eve to fully control which basis
clicks, previous proofs cannot generate secret keys. Con-
versely, our proof will return positive key rates unless an
adversary is actively exploiting the setup’s flaws, in which
case our key rate detects the attack and drops to zero. The
merit for this remarkable feature is in part attributed to the
tunable beam splitter, which we assume cannot be con-
trolled by the adversary. Relaxing this assumption is an
interesting direction for future work.

Further directions worth pursuing include extending our
results to finite-key scenarios to apply our proof to real-
world setups. Moreover, proving security against coherent
attacks is desirable. Because of apparent difficulties in
reducing our general model to finite dimensions, a possible
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avenue is represented by an adaptation of the approach
with entropic uncertainty relations for smooth entropies
[8]. Nonetheless, we believe that the techniques introduced
in this work can help address other security vulnerabilities
of quantum cryptographic protocols.

Note added. While preparing the manuscript, we became
aware of a related study [54]. That paper provides a secu-
rity proof with finite-size effects for the decoy BB84 with
mode-dependent detection efficiencies and active basis
choice, going beyond the results in Ref. [36]. However,
similarly to Ref. [36], the proof in Ref. [54] requires an
a priori characterization of the detectors. Indeed, one of
the required input parameters is the maximum relative
difference in detection efficiencies that the eavesdropper
can trigger. Conversely, in our proof no such parameter is
required as it is estimated in real time during the execution
of the QKD protocol.
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APPENDIX A: NOTATION

In Table I, we summarize the notation adopted throughout this paper.

APPENDIX B: PHASE ERROR RATE BOUND

In this appendix we report, in a concise manner, the formulas that compose the upper bound on the phase error rate
ẽX ,1, which appears in the key rate of the protocol (17). For the notation and symbols used in the formulas below, see
Appendix A.

The upper bound on the phase error rate is defined as follows:

ẽX ,1 = 1
YZ

1,(η↓,η↓)[p
X
d + ηrη↑(1− pX

d )]

[
p�|0E

0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)]

+ ηrη↑(1− pX
d )

YZ
1,(η↓,η↓)[p

X
d + ηrη↑(1− pX

d )]

[
p�|0
[
w0

X
]0
Z + 2

√
p�|0p�|1

( [
w0

X
]1
Z

) 1
2
+ p�|1

[
w0

X
]1
Z

]
+ �2 + w>1

Z
YZ

1,(η↓,η↓)
. (B1)

The expression for ẽX ,1 contains several quantities, which we now detail. We start by defining p�|0 = pZ
d and p�|1 =

1− (1− pZ
d )η↓, which are the probabilities that the Z-basis detector clicks, with TBS setting (η↓, η↓), given that the

state received by Bob contains zero photons or one photon, respectively, localized in Z . We recall that

pZ
d = 1− (1− pZ

d )d, (B2)

pX
d = 1− (1− pX

d )d (B3)

are the total probability of a dark count in the Z-basis detector and the total probability of a dark count in the X -basis
detector, respectively. We also define �2 as

�2 =

√√√√√
⎛
⎝YZ

1,(η↓,η↓) −min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭
⎞
⎠min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭. (B4)
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TABLE I. Notation used in this paper. W is a placeholder for the appropriate yield or error rate. The symbols � and ∅ stand for a
detection (ZB �= ∅) and no detection (ZB = ∅) in Bob’s Z-basis detector, respectively.

Symbol Name Definition

μ1, μ2, μ3 · · · The three intensities used by Alice to prepare her states
(ηi, ηl) TBS setting The transmittance of the TBS is set to ηi in the interval Z and to ηl

otherwise
η↑ (η↓) · · · Maximal (minimal) transmittance achievable by the TBS
ηX · · · Detection efficiency of the X -basis detector, including the TBS insertion

loss
ηZ · · · Detection efficiency of the Z-basis detector, including the TBS insertion

loss
ηr · · · ηr = ηX /ηZ

X X -basis detection interval The set of all modes detected by the X -basis detector: X = ∪d−1
k=0Xk

Z Z-basis detection interval The set of all modes detected by the Z-basis detector: Z = ∪d−1
j=0Zj

pX
d · · · Probability of a dark count in mode Xk of the X -basis detector, for all k

pZ
d · · · Probability of a dark count in mode Zj of the Z-basis detector, for all j

Total probability of a dark count in the X -basis (Z-basis) detector if no
pX

d (pZ
d ) · · · photon is localized in X (Z): pX

d = 1− (1− pZ
d )d (pZ

d = 1− (1− pZ
d )d)

W (W) · · · Upper (lower) bound on W: W ≥ W (W ≤ W)
· · · (≤ 1)-subspace The subspace with at most one photon localized in Z
[W]≤1

Z · · · W is restricted to the (≤ 1)-subspace
ẽX ,1 Phase error rate The crucial parameter to be estimated in the security proof
T · · · Random variable indicating whether Alice prepares a Z-basis state

(X -basis state): T = Z (T = X )
IA · · · Alice’s intensity choice in one round
NA · · · Number of photons sent by Alice in one round
ZA (XA) · · · Random variable storing Alice’s symbol encoded in a Z-basis state

(X -basis state)
ZB (XB) · · · Random variable storing the outcome of Bob’s Z-basis detector (X -basis

detector): ZB, XB ∈ {0, 1, . . . , d − 1, ∅}
GZ

μj ,(ηl,ηl)
Z-basis gain GZ

μj ,(ηl,ηl)
= Pr(ZB �= ∅|T = Z, IA = μj , (ηl, ηl))

GX ,�
μj ,(ηi,ηl)

X -basis gain GX ,�
μj ,(ηi,ηl)

= Pr(XB �= ∅, ZB �= ∅|T = X , IA = μj , (ηi, ηl))

GX ,∅
μj ,(ηi,ηl)

X -basis gain GX ,∅
μj ,(ηi,ηl)

= Pr(XB �= ∅, ZB = ∅|T = X , IA = μj , (ηi, ηl))

QZ,μj

QBER of the key
generation rounds QZ,μj = Pr(ZA �= ZB|T = Z, IA = μj , (η↓, η↓), ZB �= ∅)

QX ,μj ,(ηi,η↑),� X -basis QBER QX ,μj ,(ηi,η↑),� = Pr(XA �= XB|T = X , IA = μj , (ηi, η↑), XB �= ∅, ZB �= ∅)
QX ,μj ,(ηi,η↑),∅ X -basis QBER QX ,μj ,(ηi,η↑),∅ = Pr(XA �= XB|T = X , IA = μj , (ηi, η↑), XB �= ∅, ZB = ∅)

YZ
n,(ηl ,ηl)

n-photon Z-basis
yield YZ

n,(ηl,ηl)
= Pr(ZB �= ∅|T = Z, NA = n, (ηl, ηl))

YX ,�
n,(ηi ,ηl)

n-photon X -basis
yield (n = 1:
test-round yield) YX ,�

n,(ηi,ηl)
= Pr(XB �= ∅, ZB �= ∅|T = X , NA = n, (ηi, ηl))

YX ,∅
n,(ηi ,ηl)

n-photon X -basis
yield (n = 1:
test-round yield) YX ,∅

n,(ηi,ηl)
= Pr(XB �= ∅, ZB = ∅|T = X , NA = n, (ηi, ηl))

eX ,n,(ηi,ηl),�

n-photon X -basis bit
error rate (n = 1:

test-round bit error
rate) eX ,n,(ηi,ηl),� = Pr(XA �= XB|T = X , NA = n, (ηi, ηl), XB �= ∅, ZB �= ∅)

eX ,n,(ηi,ηl),∅

n-photon X -basis bit
error rate (n = 1:

test-round bit error
rate) eX ,n,(ηi,ηl),∅ = Pr(XA �= XB|T = X , NA = n, (ηi, ηl), XB �= ∅, ZB = ∅)

�2 Group delay dispersion coefficient Group delay dispersion coefficient of the setup simulated in Fig. 5
�j (�k) Time-bin width The widths of the time bins in Bob’s time-of-arrival measurement for the

Z basis (X basis), used to generate Fig. 5

044011-16



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

We introduce an upper bound on the weight of the average state received by Bob (when Alice sends one photon) in the
subspace with two or more photons localized in Z:

w>1
Z = min

⎧⎨
⎩1,

(η↑ − η↓)YZ
1,(η2,η2) − (1− η2)(YZ

1,(η↓,η↓) − YZ
1,(η↑,η↑))− (η↑ − η↓)pZ

d

(1− pZ
d )(η↑ − η↓)(1− η2)(1+ η2 − η↑ − η↓)

⎫⎬
⎭ . (B5)

Similarly, we report the following upper and lower bounds on the weight of the average state received by Bob, in the
subspace with zero photons or one photon localized in Z:

w0
Z = min

⎧⎨
⎩1,

η↓YZ
1,(η↑,η↑) − η↑(1− η↑)YZ

1,(η↓,η↓) + η↑(1− η↑)− η↓ + η2
↑η↓(1− pZ

d )

(1− pZ
d )(1− η↑)

[
η↑ − η↓(1+ η↑)

]
⎫⎬
⎭ , (B6)

w0
Z = max

⎧⎨
⎩0,
−
(
−η↓(1− η↓)YZ

1,(η↑,η↑) + η↑YZ
1,(η↓,η↓)

)
+ η↑ − η↓(1− η↓)− η2

↓η↑(1− pZ
d )

(1− pZ
d )(1− η↓)

[
η↑(1+ η↓)− η↓

]
⎫⎬
⎭ (B7)

and

w1
Z = min

⎧⎨
⎩1,
−(1− η2

↓)Y
Z
1,(η↑,η↑) + YZ

1,(η↓,η↓) − η2
↓p

Z
d

(1− pZ
d )(1− η↓)

[
η↑(1+ η↓)− η↓

]
⎫⎬
⎭ , (B8)

w1
Z = max

⎧⎨
⎩0,
−
(

YZ
1,(η↑,η↑) − (1− η2

↑)Y
Z
1,(η↓,η↓)

)
+ η2

↑p
Z
d

(1− pZ
d )(1− η↑)

[
η↑ − η↓(1+ η↑)

]
⎫⎬
⎭ , (B9)

respectively. These quantities appear in the upper bounds on the weight of the average state received by Bob in the
subspace with zero photons in X and zero photons or one photon in Z:

[
w0

X
]0
Z = min

⎧⎨
⎩w0

Z ,
(1− η↑ηr)Y

0
η↓ − η↓ηr(1− η↓ηr)Y

0
η↑ − w0

ZpX
d (1− η↑ηr)(1− η↓ηr)

2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ w0

Z
1− pX

d

⎫⎬
⎭ (B10)

and

[
w0

X
]1
Z = min

⎧⎨
⎩w1

Z ,
(1− η↑ηr)

[
η↓Y

1t
η↓ + (1− η↓)Y

1r
η↓

]
− η↓ηr(1− η↓ηr)

[
η↑Y1t

η↑ + (1− η↑)Y1r
η↑

]
η↓ηr(1− pX

d )(2η↑ηr − 1− η2
r η↑η↓)

− w1
ZpX

d (1− η↑ηr)(1− η↓ηr)
2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ w1

Z
1− pX

d

}
, (B11)

respectively. The bounds in Eqs. (B10) and (B11) contain bounds on the quantities Y0
ηl

, Y1t
ηl

, and Y1r
ηl

. Such quantities are
linked to the test-round yields as follows:

Y
0
ηl

:= min

{
w0

Z ,
√

η2η↓(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

)[YX ,∅
1,(η↑,ηl)

]≤1

Z

−
√

η↑η↓(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η2,ηl)

]≤1

Z

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,ηl)

]≤1

Z

}
, (B12)
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Y0
ηl

:= max

{
0,

√
η2η↓(√

η↑ − √η2
) (√

η↑ − √η↓
) (

1− pZ
d

)[YX ,∅
1,(η↑,ηl)

]≤1

Z

−
√

η↑η↓(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η2,ηl)

]≤1

Z

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,ηl)

]≤1

Z

}
(B13)

and

Y
1t
ηl

:= min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,∅

1,(η↑,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+

[
YX ,∅

1,(η↓,ηl)

]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (B14)

Y
1r
ηl

:= min

{
w1

Z ,
1

1− η↓

[
YX ,�

1,(η↓,ηl)

]≤1

Z
− pZ

d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,ηl)

]≤1

Z

}
, (B15)

Y1t
ηl

:= max

⎧⎪⎪⎨
⎪⎪⎩

0,

[
YX ,∅

1,(η↑,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+

[
YX ,∅

1,(η↓,ηl)

]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (B16)

Y1r
ηl

:= max

{
0,

1
1− η↓

[
YX ,�

1,(η↓,ηl)

]≤1

Z
− pZ

d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,ηl)

]≤1

Z

}
. (B17)

In particular, the bounds on the test-round yields restricted to the (≤ 1)-subspace read

[
YX ,�

1,(ηi,ηl)

]≤1

Z
= max

{
0, YX ,�

1,(ηi,ηl)
−
√

w>1
Z − w>1

Z

}
, (B18)

[
YX ,�

1,(ηi,ηl)

]≤1

Z
= min

{
1, YX ,�

1,(ηi,ηl)
+
√

w>1
Z

}
, (B19)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
= max

{
0, YX ,∅

1,(ηi,ηl)
−
√

w>1
Z − w>1

Z

}
, (B20)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
= min

{
1, YX ,∅

1,(ηi,ηl)
+
√

w>1
Z

}
. (B21)

044011-18



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

We now report the expressions for the remaining quantities in Eq. (B1) that have not yet been defined, namely,
E

0
η↑ ,E

0,1
η↑ ,E

1t
η↑ , and E

1r
η↑ . These are related to the products of the test-round yields and bit error rates as follows:

E
0
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w0
Z ,

√
η2η↓
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
√

η↑η↓
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,η↑)eX ,1,(η↓,η↑),∅

]≤1

Z

}
, (B22)

E
0,1
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z
(1− pZ

d )
√

η↑
,−

(
√

η2 +√η↓)
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

)

+
(
√

η↑ + √η↓)
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

) −
(
√

η↑ + √η2)
[
YX ,∅

1,(η↓,η↑)eX ,1,(η↓,η↑),∅
]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (B23)

E
1t
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+ 1(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,η↑)eX ,1,(η↓,η↑),∅

]≤1

Z

}
, (B24)

E
1r
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,�

1,(η↓,η↑)eX ,1,(η↓,η↑),�
]≤1

Z
1− η↓

− pZ
d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,η↑)eX ,1,(η↓,η↑),∅
]≤1

Z

⎫⎪⎪⎬
⎪⎪⎭

, (B25)

where the bounds on the products of yields and error rates, restricted to the (≤ 1)-subspace, are given by

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
= max

{
0, YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),� −

√
w>1

Z − w>1
Z

}
, (B26)

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
= min

{
1, YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),� +

√
w>1

Z

}
, (B27)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
= max

{
0, YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅ −

√
w>1

Z − w>1
Z

}
, (B28)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
= min

{
1, YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅ +

√
w>1

Z

}
. (B29)

Finally, the upper and lower bounds on the yields and on the product of yields and bit error rates appearing in this appendix
are obtained with the decoy-state method and are reported in Appendix D.
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APPENDIX C: SECURITY PROOF

In this appendix we prove the security of Protocol 1.
The DW bound [46] provides a lower bound on the

asymptotic secret key rate of a QKD protocol subjected to
collective attacks. According to the protocol’s description,
the shared secret key is extracted from the key genera-
tion rounds, i.e., the rounds where T = Z, the TBS is set
to (η↓, η↓), and ZB �= ∅. To keep the notation concise, we
define the following intersections of events:

�Z := [T = Z] ∩ (η↓, η↓), (C1)

�Z := �Z ∩ [ZB �= ∅]. (C2)

The DW bound of our protocol then reads [55]

r ≥ Pr(�Z)
[
H(ZA|IAE)ρ|�Z − H(ZA|IAZB)ρ|�Z

]
, (C3)

where H(ZA|IAE) [H(ZA|IAZB)] is the von Neumann
entropy of Alice’s key outcome ZA conditioned on Eve’s
(Bob’s) total side information, while the subscript in the
entropies indicates that they are computed on the state ρ

shared by Alice, Bob, and Eve, conditioned on the event
�Z . Since Alice (Bob) chooses the setting T = Z [(η↓, η↓)]
with probability pZ , we have

Pr(�Z) = p2
Z Pr(ZB �= ∅|�Z). (C4)

The remainder of the proof consists in deriving appropriate
bounds on the two entropies in Eq. (C3) to show that r∞,
given in Eq. (17), is a lower bound on the DW rate (C3),
hence proving the protocol’s security.

1. Computing the postselected state

The first step is to obtain a mathematical expression for
the quantum state ρZAIAZBE|�Z on which the two entropies
in Eq. (C3) are computed.

To start with, we express the state of Alice’s classical
registers (ZA, IA) and of Bob’s (B) and Eve’s (E) quantum
systems in a Z-basis round as follows:

ρZAIANABE =
d−1∑
j=0

∑
μi∈S

pμi

d
|j 〉〈j |ZA ⊗ |μi〉〈μi |IA

⊗
∞∑

n=0

Pr(n|μi)|n〉〈n|NA ⊗ UBE|nZj 〉〈nZj |B

⊗ |0〉〈0|EU†
BE . (C5)

Some comments are due. First, we added a classical reg-
ister NA, inaccessible to Alice, that contains the exact
number of photons sent by Alice. Moreover, we modeled
Eve’s collective attack as a unitary acting on systems BE,
which is not restrictive since we make no assumption on

the dimension of Eve’s quantum register E. Finally, the
factor 1/d is due to the uniform probability with which
Alice selects the symbol ZA.

We mathematically describe Bob’s measurement in
terms of the following POVM:

{
M (ηi,ηl)

j ,k , M (ηi,ηl)
j ,∅ , M (ηi,ηl)

∅,k , M (ηi,ηl)
∅,∅

}
, (C6)

where the POVM element M (ηi,ηl)
j ,k represents the out-

come ZB = j , XB = k when Bob selects (ηi, ηl) as the TBS
setting. Similarly, M (ηi,ηl)

j ,∅ represents the outcome ZB = j
and no click in the X -basis detector (XB = ∅) with TBS
setting (ηi, ηl). And so on for the others. From Eq. (C6),
we can define a POVM that focuses on the outcomes of the
Z-basis detector under the TBS setting (η↓, η↓) and can be
considered the effective POVM performed by Bob in the
key generation rounds:

{Z0, Z1, . . . , Zd−1, Z∅} , (C7)

with

Zj = M
(η↓,η↓)
j ,∅ +

d−1∑
k=0

M
(η↓,η↓)
j ,k , (C8)

Z∅ = M
(η↓,η↓)
∅,∅ +

d−1∑
k=0

M
(η↓,η↓)
∅,k . (C9)

For this, we call such a reduced measurement the “key gen-
eration measurement” of Bob. From Eq. (C7), in turn, we
define the key generation measurement map EZ

B→B̃ZB
. This

map acts between the input system B and two classical
output systems, ZB and B̃, where B̃ is a classical register
that contains coarse-grained information about the mea-
surement outcome, namely, whether the detector clicked
(B̃ = �) or did not click (B̃ = ∅). We thus have

EZ
B→B̃ZB

(·) =
d−1∑
j=0

TrB[Zj · ]|�〉〈�|B̃ ⊗ |j 〉〈j |ZB

+ TrB[Z∅ · ]|∅〉〈∅|B̃ ⊗ |∅〉〈∅|ZB . (C10)

We now recast Bob’s key generation measurement map as
the concatenation of two quantum maps by following the
formalism developed in Refs. [8,14]: EZ

B→B̃ZB
= EZ

B̃B→B̃ZB
◦

EZ
B→B̃B

. The first map that is applied can be viewed as a
coarse-grained measurement:

EZ
B→B̃B(·) = |∅〉〈∅|B̃ ⊗

√
Z∅ ·
√

Z∅ + |�〉〈�|B̃
⊗
√

Z� ·
√

Z�, (C11)
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where

Z� =
∑d−1

j=0Zj . (C12)

The second map replaces the coarse-grained outcomes of
the first map with the actual outcomes of Bob’s measure-
ment and traces out the quantum system B. Let 1Z� be
the projector on the support of the operator Z�. Then the
second map reads

EZ
B̃B→B̃ZB

(·) =
d−1∑
j=0

|j 〉〈j |ZB ⊗ TrB
[(|�〉〈�|B̃ ⊗ Z̃j

)

· (|�〉〈�|B̃ ⊗ 1B
)]+ |∅〉〈∅|ZB ⊗ |∅〉〈∅|B̃

× TrB[ · ] |∅〉〈∅|B̃, (C13)

where

Z̃j = (
√

Z�)−1Zj (
√

Z�)−1 ⊕ 1⊥Z�
d

, (C14)

with (
√

Z�)−1 the inverse of
√

Z� over its support,√
Z�(
√

Z�)−1 = (
√

Z�)−1√Z� = 1Z� , and with 1⊥Z� the
projector on the complement of the support of Z�. With the
definition in Eq. (C14), both maps in Eqs. (C11) and (C13)
are completely positive and trace preserving (CPTP) and
their concatenation returns the original map (C10).

In a similar manner, from Eq. (C6) we can define a
POVM that focuses on the outcomes of the X -basis detec-
tor, which would play the role of Bob’s complementary
measurement in a traditional QKD security proof:

{X0, X1, . . . , Xd−1, X∅}, (C15)

with

Xk = M
(η↑,η↑)
∅,k +

d−1∑
j=0

M
(η↑,η↑)
j ,k , (C16)

X∅ = M
(η↑,η↑)
∅,∅ +

d−1∑
j=0

M
(η↑,η↑)
j ,∅ . (C17)

For this reason, we call this POVM the “test measurement”
of Bob. We emphasize that the information gathered by the
parties in the rounds labeled as test rounds exceeds what
can be obtained by the above POVM, where the Z-basis
detector outcomes are ignored and the TBS setting is fixed.
Nevertheless, we are free to choose Bob’s complementary
measurement when defining the phase error rate, and our
choice will be a POVM connected to Eq. (C15). The goal
of the security proof will then be to show how the resulting
phase error rate can be estimated from the full statistics
observed in the test rounds.

We can thus define Bob’s test measurement map as the
quantum map implementing the POVM in Eq. (C15)

EX
B→B̃XB

(·) =
d−1∑
k=0

TrB[Xk · ]|�〉〈�|B̃ ⊗ |k〉〈k |XB

+ TrB[X∅ · ]|∅〉〈∅|B̃ ⊗ |∅〉〈∅|XB , (C18)

and decompose it as the concatenation of two CPTP maps:

EX
B→B̃XB

= EX
B̃B→B̃XB

◦ EX
B→B̃B, (C19)

where the first map reads

EX
B→B̃B(·) = |∅〉〈∅|B̃ ⊗

√
X∅ ·
√

X∅ + |�〉〈�|B̃
⊗
√

X� ·
√

X�, (C20)

with

X� =
∑d−1

k=0Xk, (C21)

while the second map reads

EX
B̃B→B̃XB

(·) =
d−1∑
k=0

|k〉〈k |XB ⊗ TrB
[(|�〉〈�|B̃ ⊗ X̃k

)

· (|�〉〈�|B̃ ⊗ 1B
)]

+ |∅〉〈∅|XB ⊗ |∅〉〈∅|B̃ TrB[ · ] |∅〉〈∅|B̃,
(C22)

where

X̃k = (
√

X�)−1Xk(
√

X�)−1 ⊕ 1⊥X�
d

, (C23)

with (
√

X�)−1 the inverse of
√

X� over its support and
1⊥X� the projector on the complement of the support of X�.

At this point, we can express the state of Alice’s and
Bob’s classical registers ZA and ZB and Eve’s quantum
system E in a Z-basis round where Bob selected the TBS
setting (η↓, η↓) as follows:

ρZAIANAB̃ZBE|�Z
= EZ

B→B̃ZB

(
ρZAIANABE

)
, (C24)

where ρZAIANABE is given in Eq. (C5) and where we used
the definition of �Z in Eq. (C1). To obtain the state on
which the entropies in Eq. (C3) are computed, we must
postselect the state in Eq. (C24) on a detection in the Z-
basis detector (ZB �= ∅). For this, we perform the projective
measurement {|∅〉〈∅|B̃, |�〉〈�|B̃} on system B̃ and select
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the state conditioned on the outcome B̃ = � through the
nonlinear map

P(·) = |�〉〈�|B̃ · |�〉〈�|B̃
Tr[ · |�〉〈�|B̃]

(C25)

such that the state of a key generation round (i.e., condi-
tioned on the event �Z) is given by [55]

ρZAIANAB̃ZBE|�Z
= P

(
ρZAIANAB̃ZBE|�Z

)

= 〈�|ρZAIANAB̃ZBE|�Z
|�〉

B̃
⊗ |�〉〈�|B̃

Pr(ZB �= ∅|�Z)
,

(C26)

where Pr(ZB �= ∅|�Z) = Tr[ρZAIANAB̃ZBE|�Z
|�〉〈�|B̃]. The

state in Eq. (C26) is the one needed to compute the
entropies in Eq. (C3).

2. Computing the leakage

We first focus on the second entropy in Eq. (C3), which
quantifies the optimal leakage due to error correction in the
asymptotic regime and is computed on a reduced state of
Eq. (C26), namely,

ρZAIAZB|�Z =
〈�|TrNAE[ρZAIANAB̃ZBE|�Z

]|�〉
B̃

Pr(ZB �= ∅|�Z)
. (C27)

By explicitly calculating the above state through Eq. (C24),
we obtain the expression

ρZAIAZB|�Z =
∑
μi∈S

pμi

Pr(ZB �= ∅|�Z)
|μi〉〈μi |IA

⊗
d−1∑

j ,j ′=0

TrB[Zj ′ζB|μi,j ]
d

|j 〉〈j |ZA ⊗ |j ′〉〈j ′ |ZB ,

(C28)

where ζB|μi,j is the state received by Bob when Alice pre-
pared the weak coherent pulse (WCP) with intensity μi
encoding the symbol ZA = j :

ζB|μi,j :=
∞∑

n=0

Pr(n|μi) TrE[UBE(|nZj 〉〈nZj | ⊗ |0〉〈0|)U†
BE].

(C29)

Hence, we recognize that TrB[Zj ′ζB|μi,j ] = Pr(ZB = j ′|�Z ,
IA = μi, ZA = j ) is the probability that Bob obtains out-
come ZB = j ′, given that Alice sent the symbol ZA = j
encoded in a WCP of intensity μi and Bob chose the setting

(η↓, η↓). From this quantity we recover the Z-basis gain

GZ
μi,(η↓,η↓) = Pr(ZB �= ∅|�Z , IA = μi)

=
d−1∑

j ,j ′=0

TrB[Zj ′ζB|μi,j ]
d

, (C30)

and recast the state in Eq. (C28) as

ρZAIAZB|�Z =
∑
μi∈S

Pr(μi|�Z)|μi〉〈μi |IA

⊗
d−1∑

j ,j ′=0

TrB[Zj ′ζB|μi,j ]
dGZ

μi,(η↓,η↓)
|j 〉〈j |ZA ⊗ |j ′〉〈j ′ |ZB ,

(C31)

where we used Bayes’s rule and the definition of �Z in
Eq. (C2) to define

Pr(μi|�Z) =
pμiG

Z
μi,(η↓,η↓)

Pr(ZB �= ∅|�Z)
. (C32)

Then we observe that the state in Eq. (C31) is a classical-
quantum state of the form

∑
x px|x〉〈x | ⊗ ρx with ρx nor-

malized states, where the role of x is played by μi.
Therefore, we can express its conditional entropy as

H(ZA|IAZB)ρ|�Z =
∑
μi∈S

Pr(μi|�Z)H(ZA|ZB)ρ|�Z ,μi

≤
∑
μi∈S

Pr(μi|�Z)[h(QZ,μi)

+ QZ,μi log2(d − 1)]

≤
∑
μi∈S

pμiG
Z
μi,(η↓,η↓)

Pr(ZB �= ∅|�Z)
u(QZ,μi), (C33)

where we used Fano’s inequality, with QZ,μi being the
QBER of the key generation rounds where Alice used
the intensity μi, Eq. (14). In the last inequality we used
Eq. (C32) and the definition of u(x) in Eq. (20).

3. Lower-bounding Eve’s uncertainty

a. Discarding multiphoton contributions

We now turn our attention to the first conditional entropy
in Eq. (C3), representing Eve’s uncertainty about Alice’s
key bit ZA in a key generation round. The goal is to obtain
a lower bound that depends only on the statistics observed
in the protocol. By the strong subadditivity, we can lower-
bound the conditional entropy as follows:

H(ZA|IAE)ρ|�Z ≥ H(ZA|IANAE)ρ|�Z , (C34)

where the right-hand side describes Eve’s uncertainty
about ZA if Eve knew the exact photon number NA of the
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signal sent by Alice. We now observe that the reduced state
on which the conditional entropy is computed, which by
definition (C26) reads

ρZAIANAE|�Z = TrB̃ZB

[
P ◦ EZ

B̃B→B̃ZB
◦ EZ

B→B̃B

(
ρZAIANABE

)]
,

(C35)

is equivalent to

ρZAIANAE|�Z = TrBB̃

[P ◦ EZ
B→B̃B

(
ρZAIANABE

)]
. (C36)

In other words, the second part of Bob’s key generation
measurement map (EZ

B̃B→B̃ZB
) has no effect on the reduced

state required by the calculation of the conditional entropy

in Eq. (C34). Since this state is conditioned on the event
�Z corresponding to a Z-basis detection without speci-
fying the outcome, the coarse-grained measurement map
(EZ

B→B̃B
) is enough to fix the state. By using Eq. (C5), we

can express the state in Eq. (C36) as follows:

ρZAIANAE|�Z =
1

Pr(ZB �= ∅|�Z)

d−1∑
j=0

∑
μi∈S

pμi

d
|j 〉〈j |ZA

⊗ |μi〉〈μi |IA ⊗
∞∑

n=0

Pr(n|μi)|n〉〈n|NA

⊗ Pr(ZB �= ∅|�Z , NA = n, ZA = j ) φE|n,j ,�Z ,
(C37)

where we introduced the normalized state φE|n,j ,�Z held by Eve in a key generation round, given that Alice sent the symbol
ZB = j encoded in n photons

φE|n,j ,�Z :=
TrB

[
(
√

Z� ⊗ 1E)UBE|nZj 〉〈nZj |B ⊗ |0〉〈0|EU†
BE(
√

Z� ⊗ 1E)
]

Pr(ZB �= ∅|�Z , NA = n, ZA = j )
, (C38)

and the probability

Pr(ZB �= ∅|�Z , NA = n, ZA = j )

= Tr
[
(Z� ⊗ 1E)UBE|nZj 〉〈nZj |B ⊗ |0〉〈0|EU†

BE

]
.

(C39)

We can view the state in Eq. (C37) as a classical-quantum
state between the systems NA and ZAIAE by recasting it as

follows:

ρZAIANAE|�Z =
∞∑

n=0

Pr(n|�Z)|n〉〈n|NA ⊗ ρZAIAE|n,�Z ,

(C40)

where we defined the probability of Alice sending exactly
n photons, given a key generation round,

Pr(n|�Z) =
∑

μi∈S pμi Pr(n|μi)
∑d−1

j=0 Pr(ZB �= ∅|�Z , NA = n, ZA = j )/d

Pr(ZB �= ∅|�Z)
, (C41)

and the normalized state

ρZAIAE|n,�Z =
d−1∑
j=0

Pr(ZB �= ∅|�Z , NA = n, ZA = j )/d
Pr(ZB �= ∅|�Z) Pr(n|�Z)

|j 〉〈j |ZA ⊗
∑
μi∈S

pμi Pr(n|μi)|μi〉〈μi |IA ⊗ φE|n,j ,�Z . (C42)

Having expressed the state as a classical-quantum state in
Eq. (C40), we can decompose its entropy as follows:

H(ZA|IANAE)ρ|�Z =
∞∑

n=0

Pr(n|�Z)H(ZA|IAE)ρ|n,�Z ,

(C43)

where H(ZA|IAE)ρ|n,�Z is computed on the state (C42),
which we recast as

ρZAIAE|n,�Z = ρIA|n,�Z ⊗ ρZAE|n,�Z , (C44)
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where we defined the normalized states

ρIA|n,�Z =
∑
μi∈S

pμi Pr(n|μi)

Pr(n)
|μi〉〈μi |IA , (C45)

ρZAE|n,�Z =
d−1∑
j=0

Pr(n) Pr(ZB �= ∅|�Z , NA = n, ZA = j )/d
Pr(ZB �= ∅|�Z) Pr(n|�Z)

× |j 〉〈j |ZA ⊗ φE|n,j ,�Z

=
d−1∑
j=0

Pr(ZB �= ∅|�Z , NA = n, ZA = j )∑d−1
l=0 Pr(ZB �= ∅|�Z , NA = n, ZA = l)

× |j 〉〈j |ZA ⊗ φE|n,j ,�Z , (C46)

where we used Eq. (C41) and

Pr(n) =
∑
μi∈S

pμi Pr(n|μi). (C47)

From Eq. (C44) we observe that the state of IA is a tensor
product with the state of ZAE, which implies that

H(ZA|IAE)ρ|n,�Z = H(ZA|E)ρ|n,�Z . (C48)

By combining Eqs. (C43) and (C48), we obtain

H(ZA|IANAE)ρ|�Z =
∞∑

n=0

Pr(n|�Z)H(ZA|E)ρ|n,�Z , (C49)

where the entropy on the right-hand side is computed in
Eq. (C46).

By combining Eqs. (C34) and (C49), we can lower
bound the first entropy in Eq. (C3) as follows:

H(ZA|IAE)ρ|�Z ≥
∞∑

n=0

Pr(n|�Z)H(ZA|E)ρ|n,�Z

=
∞∑

n=0

YZ
n,(η↓,η↓) Pr(n)

Pr(ZB �= ∅|�Z)
H(ZA|E)ρ|n,�Z ,

(C50)

where we used Eq. (C41) and defined the n-photon Z-basis
yield as the detection probability of Bob’s key generation
measurement when Alice selects the Z basis and sends n
photons as

YZ
n,(η↓,η↓) := Pr(ZB �= ∅|�Z , NA = n)

=
d−1∑
j=0

Pr(ZB �= ∅|�Z , NA = n, ZA = j )
1
d

. (C51)

Note that the yields are not directly observed and are
instead estimated with the decoy-state method. More-
over, note that the yield in Eq. (C51) is well defined

since 1/d = Pr(ZA = j ) = Pr(ZA = j |NA = n), where the
last equality is because the distribution of the symbols and
photons prepared by Alice is factorized: Pr(ZA = j , NA =
n) = Pr(ZA = j ) Pr(NA = n).

We can further lower-bound the entropy in Eq. (C50)
by using the fact that H(ZA|E)ρ|n,�Z ≥ 0 since ρZAE|n,�Z is
classical on ZA. We obtain

H(ZA|IAE)ρ|�Z ≥
YZ

0,(η↓,η↓) Pr(0)

Pr(ZB �= ∅|�Z)
H(ZA|E)ρ|0,�Z

+
YZ

1,(η↓,η↓) Pr(1)

Pr(ZB �= ∅|�Z)
H(ZA|E)ρ|1,�Z ,

(C52)

where we discarded all the terms corresponding to events
where Alice sends n ≥ 2 photons. This is done because our
ability to find a nontrivial lower bound on H(ZA|E)σ |n,�Z
for n ≥ 2 is limited by the fact that we cannot apply the
uncertainty relation on such entropies. Indeed, the states
sent by Alice in key generation rounds and test rounds
can be seen as originating from the same entangled state
(which is a precondition for using the uncertainty relation)
only at the single-photon level. In addition, in the event
that n ≥ 2, Eve can perform a photon-number-splitting
attack and learn ZA while remaining undetected, which
implies that H(ZA|E)σ |n,�Z = 0 for n ≥ 2.

We observe that the state ρZAE|0,�Z in Eq. (C46) factor-
izes in the case that Alice sends the vacuum

ρZAE|0,�Z = ρZA|0,�Z ⊗ ρE|0,�Z , (C53)

because Eve’s state (C38), φE|0,j ,�Z , is independent of j .
This reflects the fact that Eve is uncorrelated with Alice’s
outcome ZA when Alice sends the vacuum. Therefore, we
have

H(ZA|E)ρ|0,�Z = H(ZA)ρ|0,�Z

= H

⎛
⎝
{

Pr(ZB �= ∅|�Z , NA = 0, ZA = j )∑d−1
l=0 Pr(ZB �= ∅|�Z , NA = 0, ZA = l)

}d−1

j=0

⎞
⎠ ,

(C54)

where the entropy in the second line is the Shannon
entropy of the enclosed distribution. From Eq. (C39) we
observe that Pr(ZB �= ∅|�Z , NA = 0, ZA = j ) = Pr(ZB �=
∅|�Z , NA = 0), i.e., the distribution is independent of the
symbol ZA when Alice sends the vacuum. Thus, the dis-
tribution in the Shannon entropy simplifies to a uniform
distribution of d outcomes, and we obtain

H(ZA|E)ρ|0,�Z = log2 d. (C55)
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By using Eq. (C55) in Eq. (C52), we obtain

H(ZA|IAE)ρ|�Z ≥
YZ

0,(η↓,η↓) Pr(0)

Pr(ZB �= ∅|�Z)
log2 d

+
YZ

1,(η↓,η↓) Pr(1)

Pr(ZB �= ∅|�Z)
H(ZA|E)ρ|1,�Z .

(C56)

b. Using uncertainty relations

We are left to find a lower bound on the entropy
H(ZA|E)ρ|1,�Z of Alice’s outcome ZA of a key generation
round where she sends exactly one photon, conditioned on
Eve’s quantum side information. The entropy is computed
on the state in Eq. (C46), which for n = 1 can be recast as

ρZAE|1,�Z =
d−1∑
j=0

1
dYZ

1,(η↓,η↓)
|j 〉〈j |ZA

⊗ TrB

[
(
√

Z� ⊗ 1E)UBE|1Zj 〉〈1Zj |

⊗ |0〉〈0|EU†
BE(
√

Z� ⊗ 1E)
]

, (C57)

where we used Eqs. (C51) and (C38). The sought bound is
obtained through the uncertainty relation for entropies with
quantum side information, whose statement is reported
below.

Lemma 1 (entropic uncertainty relation [48–51]). Let
σABE be a normalized quantum state and let {M Z

j }j and
{M X

k }k be two POVMs on A. It holds that

H(ZA|E)σ + H(XA|B)σ ≥ log2
1

maxj ,k

∥∥∥√M Z
j

√
M X

k

∥∥∥2

∞

,

(C58)

where the first entropy and the second entropy are com-
puted on the classical-quantum states:

σZAE =
∑

j

|j 〉〈j |ZA ⊗ TrAB

[
(M Z

j ⊗ 1BE)σABE

]
, (C59)

σXAB =
∑

k

|k〉〈k |XA ⊗ TrAE
[
(M X

k ⊗ 1BE)σABE
]

, (C60)

respectively.

We choose an appropriate state σABE and POVMs on
A such that the first entropy in Eq. (C58) coincides with
the entropy we need to bound in Eq. (C56). To this aim,

we define the average state sent by Alice in any round,
restricted to the single-photon subspace,

τ := 1
d

d−1∑
j=0

|1Zj 〉〈1Zj | =
1
d

d−1∑
k=0

|1Xk 〉〈1Xk |, (C61)

where the equality between the average state of Z-basis
rounds and the average state of X -basis rounds is due to the
assumption (7). We then define τAB = |�τ 〉〈�τ | to be the
purification of τ and define the POVMs {M Z

j }j and {M X
k }k

acting on the purifying system A:

M Z
j =

1
d
(
τ−1/2)T (|1Zj 〉〈1Zj |

)T (
τ−1/2)T , (C62)

M X
k =

1
d
(
τ−1/2)T (|1Xk 〉〈1Xk |

)T (
τ−1/2)T , (C63)

where the superscript “T ” represents the transpose with
respect to the Schmidt basis of τAB. Then, according to
Lemma 14 in Ref. [8], the reduced states on B, after appli-
cation of the POVMs (C62) and (C63) on system A of
τAB, are exactly the states Alice prepares in the one-photon
subspace (multiplied by their probability):

TrA

[
(M Z

j ⊗ 1B)τAB

]
= |1Zj 〉〈1Zj |

d
, (C64)

TrA
[
(M X

k ⊗ 1B)τAB
] = |1Xk 〉〈1Xk |

d
. (C65)

Moreover, Lemma 14 in Ref. [8] shows that

max
j ,k

∥∥∥∥
√

M Z
j

√
M X

k

∥∥∥∥
2

∞

= max
0≤j ,k≤d−1

∥∥|1Zj 〉〈1Zj |S−1|1Xk 〉〈1Xk |
∥∥2

∞

= c (C66)

for the above-defined POVMs, where S is given in Eq. (7),
‖A‖∞ is the largest singular value of A, and c is given in
Eq. (18).

Remark 1. As discussed in Sec. III, the protocol’s key
rate (17) is maximized when the compatibility coefficient
c is minimal: c = 1/d. Here we show that a sufficient con-
dition to attain this is that Alice’s one-photon states form
two mutually unbiased sets:

∣∣〈1Zj |1Xk 〉
∣∣2 = 1

d
for all j , k. (C67)

Proof. The proof hinges on the fact that when two sets
of vectors, {|1Zj 〉}j and {|1Xk 〉}k, sum to the same operator
S by Eq. (7) and are mutually unbiased (C67), then they
are orthogonal sets.
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To see this, consider the scalar 〈1Zj |S|1Zj 〉. By virtue of
S =∑k |1Xk 〉〈1Xk | and Eq. (C67), we get 〈1Zj |S|1Zj 〉 = 1.
At the same time, by using the other expression for S, we

get 〈1Zj |S|1Zj 〉 = 1+∑j ′ �=j

∣∣∣〈1Zj |1Zj ′ 〉
∣∣∣2, which implies

that
∑

j ′ �=j

∣∣∣〈1Zj |1Zj ′ 〉
∣∣∣2 = 0. This implies that the set of

vectors {|1Zj 〉}j is orthonormal:

∣∣∣〈1Zj |1Zj ′ 〉
∣∣∣2 = δj ,j ′ . (C68)

Similarly for the set {|1Xk 〉}k,

∣∣〈1Xk |1Xk′ 〉
∣∣2 = δk,k′ . (C69)

Thus, we deduce that S is the identity in the subspace
defined by {|1Zj 〉}j (or {|1Xk 〉}k), which simplifies Eq. (18)
as follows:

c = max
0≤j ,k≤d−1

∣∣〈1Zj | |1Xk 〉
∣∣2

= 1
d

, (C70)

where in the second equality we used Eq. (C67). �

Therefore, we define the state σABE = |�σ 〉〈�σ |, with

|�σ 〉 = 1√
YZ

1,(η↓,η↓)

(1AE ⊗
√

Z�)(1A ⊗ UBE) |�τ 〉AB

⊗ |0〉E , (C71)

and apply the uncertainty relation on σABE with the POVMs
(C62) and (C63). By computing the states (C59) and (C60)
with these choices and by using Eqs. (C64) and (C65), we
get

σZAE =
d−1∑
j=0

|j 〉〈j |ZA ⊗ TrAB

[
(M Z

j ⊗ 1BE)|�σ 〉〈�σ |
]

= ρZAE|1,�Z , (C72)

where we used Eq. (C57) and

σXAB =
d−1∑
k=0

|k〉〈k |XA ⊗ TrAE
[
(M X

k ⊗ 1BE)|�σ 〉〈�σ |
]

= 1
YZ

1,(η↓,η↓)d

d−1∑
k=0

|k〉〈k |XA ⊗
√

Z�σk
√

Z�, (C73)

respectively, where we defined σk as

σk := TrE

[
UBE|1Xk 〉〈1Xk |B ⊗ |0〉〈0|EU†

BE

]
. (C74)

Note that, because of the assumption (7) and the definition
(C51) of yields for rounds with �Z , we have

d−1∑
k=0

Tr[Z�σk] =
d−1∑
j=0

Pr(ZB �= ∅|�Z , NA = 1, ZA = j )

= YZ
1,(η↓,η↓)d, (C75)

which confirms that the state in Eq. (C73) is properly
normalized. Thus, the uncertainty relation (C58) yields a
lower bound on the entropy of interest:

H(ZA|E)ρ|1,�Z = H(ZA|E)σ

≥ log2
1
c
− H(XA|B)σ , (C76)

where we used Eqs. (C72) and (C66) and where the
entropy on the right-hand side is computed on the state
(C73). The rest of the proof is devoted to finding an upper
bound on H(XA|B)σ in terms of observed statistics.

Since the entropy H(XA|B)σ is defined on a classical-
quantum state (C73), we can apply a measurement map
EX

B→X̃B
on its conditioning system that cannot reduce the

entropy [52]:

H(XA|B)σ ≤ H(XA|X̃B)EX (σ ), (C77)

where X̃B is now a classical random variable resulting from
a fictitious test measurement. Intuitively, a sensible choice
for the fictitious measurement on system B could be Bob’s
test measurement (C18), defined earlier as the reduced
POVM of Bob that focuses on the outcomes of the X -basis
detector, from which Bob can try to guess the symbol XA
sent by Alice in an X -basis round. However, the states of
system B in Eq. (C73) undergo a postselection correspond-
ing to a detection in Bob’s key generation measurement.
This postselection can be described in terms of the first
map (C11) composing Bob’s key generation measurement
map and of the postselection map (C25), such that the state
in Eq. (C73) can be recast as

σXAB = TrB̃ ◦P ◦ EZ
B→B̃B

(
1
d

d−1∑
k=0

|k〉〈k |XA ⊗ σk

)
. (C78)

Therefore, the application of Bob’s test measurement map
(C18), EX

B→B̃XB
, on the state in Eq. (C78) would not return a

classical state whose correlations are observed experimen-
tally. In other words, while the state

σ ′XAXBB̃ = EX
B→B̃XB

(
1
d

d−1∑
k=0

|k〉〈k |XA ⊗ σk

)
(C79)
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could be characterized experimentally with traditional
QKD techniques such as the decoy-state method, the state

σ ′′XAXBB̃ = EX
B→B̃XB

(
σXAB
)

(C80)

cannot, due to the additional maps TrB̃ ◦P ◦ EZ
B→B̃B

enact-
ing the postselection of a detection in Bob’s key generation
measurement. According to this observation, the measure-
ment map EX

B→X̃B
to be applied in Eq. (C77) should not be

chosen to be Bob’s test measurement: EX
B→X̃B

�= EX
B→B̃XB

.
Nevertheless, recall that Bob’s test measurement can be

decomposed into two CPTP maps (C19), where the first
map (C20), EX

B→B̃B
, is a coarse-grained map that describes

only whether there is a detection in the X detector. Let us
assume for the moment that the detection probability of
Bob’s key generation and test measurements coincides for
every input state, i.e., the assumption in Eq. (34), which is
often implicit in standard QKD security proofs. Under the
assumption (34), we observe that the following two maps
coincide:

TrB̃ ◦P ◦ EZ
B→B̃B = TrB̃ ◦P ◦ EX

B→B̃B, (C81)

i.e., postselection on a detection in the key generation mea-
surement and in the test measurement has the same effect.
This fact suggests a better choice for the fictitious mea-
surement (EX

B→X̃B
) to be applied on Eq. (C78): the second

CPTP map of the decomposition of Bob’s test measure-
ment, i.e., the map EX

B̃B→B̃XB
, given in Eq. (C22). More

precisely, since the state in Eq. (C78) is already postse-
lected on a detection of the test measurement—provided
that the assumption (34) holds—we choose EX

B→X̃B
to be

the restriction of EX
B̃B→B̃XB

to the subspace with B̃ = 1:

EX
B→X̃B

(·) :=
d−1∑
k̃=0

Tr
[
X̃k̃ ·
] |k̃〉〈k̃ |X̃B

, (C82)

with X̃k̃ defined in Eq. (C23). With the above fictitious
measurement map and under the assumption (34), the state
σXAB transforms to

EX
B→X̃B

(σXAB)

= EX
B→X̃B

◦ TrB̃ ◦P ◦ EZ
B→B̃B

(
1
d

d−1∑
k=0

|k〉〈k |XA ⊗ σk

)

= EX
B→X̃B

◦ TrB̃ ◦P ◦ EX
B→B̃B

(
1
d

d−1∑
k=0

|k〉〈k |XA ⊗ σk

)

= TrB̃ ◦P ◦ EX
B→B̃XB

(
1
d

d−1∑
k=0

|k〉〈k |XA ⊗ σk

)

= TrB̃ ◦P(σ ′XAXBB̃), (C83)

which can be characterized experimentally by traditional
QKD methods. In our proof, however, we avoid making
the assumption in Eq. (34), and hence the classical state
arising from EX

B→X̃B
(σXAB), with the fictitious measurement

in Eq. (C82), cannot be directly estimated like in most
QKD proofs. Nevertheless, we maintain the choice of a fic-
titious measurement map as given in Eq. (C82), such that
our proof can reduce to standard QKD proofs in the special
case where the assumption (34) holds.

With our choice of fictitious test measurement, the
entropy on the right-hand side of Eq. (C77) is computed
on the normalized state:

σXAX̃B
= EX

B→X̃B
(σXAB)

=
d−1∑

k,k̃=0

Tr
[
X̃k̃
√

Z�σk
√

Z�
]

YZ
1,(η↓,η↓)d

|k〉〈k |XA ⊗ |k̃〉〈k̃ |X̃B
, (C84)

where we used Eq. (C73). Since Eq. (C84) corresponds to
a classical-classical state, we can upper-bound its condi-
tional Shannon entropy by using Fano’s inequality,

H(XA|X̃B)EX (σ ) ≤ u(ẽX ,1), (C85)

where u(x) is given in Eq. (20) and where we introduced
the phase error rate

ẽX ,1 :=
d−1∑
k=0

∑
k̃ �=k

Tr
[
X̃k̃
√

Z�σk
√

Z�
]

YZ
1,(η↓,η↓)d

. (C86)

By combining Eqs. (C76), (C77), and (C85), we obtain
the following lower bound on the remaining entropy in
Eq. (C56):

H(ZA|E)ρ|1,�Z ≥ log2
1
c
− u(ẽX ,1). (C87)

c. Reduction of phase error rate

The derived bound does not yet conclude the proof,
since the phase error rate, as defined in Eq. (C86), cannot
be directly estimated with the decoy-state method. The rea-
son is that the probability distribution on which the phase
error rate is defined is not directly accessible, in general.
Indeed, Bob never actually performs the POVM {X̃k̃}k̃ after
postselecting the state on a detection in the key genera-
tion measurement. This complication, however, vanishes
in the proofs that assume that the detection probability is
independent of the measurement basis, as explained in the
following remark.

Remark 2. Standard QKD security proofs [8,9] assume
equality between the detection probabilities of Bob’s key
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generation measurement (C7) and Bob’s test measurement
(C15) for any input state. That is, they assume the equality

Z� = X�, (C88)

where Z� (X�) is the POVM element corresponding to
a detection of the key generation (test) measurement.
Equipped with the condition in Eq. (C88), one can imme-
diately verify that the phase error rate can be directly
estimated from the decoy-state method applied on the
statistics of Bob’s test measurements, thereby completing
the security proof.

To see this, we consider the one-photon bit error rate of
Bob’s test measurement (C15), which can be defined as

eX ,1 := Pr
(
XA �= XB|T = X , NA = 1, (η↑, η↑), XB �= ∅

)

=
d−1∑
k=0

∑
k′ �=k

Pr(XA = k, XB = k′|T = X ,

NA = 1, (η↑, η↑), XB �= ∅)

=
d−1∑
k=0

∑
k′ �=k

Tr[Xk′σk]
YX

1,(η↑,η↑)d
, (C89)

where we introduced the one-photon X -basis yield:

YX
1,(η↑,η↑)

:=
d−1∑
k=0

Pr(XB �= ∅|T = X , NA = 1, XA = k, (η↑, η↑))
1
d

=
d−1∑
k=0

1
d

Tr
[
(X� ⊗ 1E)UBE|1Xk 〉〈1Xk |B ⊗ |0〉〈0|EU†

BE

]
.

(C90)

The one-photon Z-basis yield (C51), with Eq. (C39), can
be expressed as

YZ
1,(η↓,η↓)

=
d−1∑
j=0

1
d

Tr
[
(Z� ⊗ 1E)UBE|1Zj 〉〈1Zj |B ⊗ |0〉〈0|EU†

BE

]

=
d−1∑
k=0

1
d

Tr
[
(X� ⊗ 1E)UBE|1Xk 〉〈1Xk |B ⊗ |0〉〈0|EU†

BE

]

= YX
1,(η↑,η↑), (C91)

where in the second equality we used the assumption
in Eq. (C88) together with Eq. (7). At the same time,
the assumption in Eq. (C88) allows us to simplify the

following expression:

Tr
[
X̃k̃

√
Z�σk

√
Z�
]
= Tr[Xk̃σk], (C92)

where we used Eq. (C23). By using Eqs. (C91) and (C92)
in the expression for the phase error rate (C86), we obtain

ẽX ,1 =
d−1∑
k=0

∑
k̃ �=k

Tr[Xk̃σk]
YX

1,(η↑,η↑)d
= eX ,1, (C93)

i.e., the phase error rate reduces to the bit error rate of
Bob’s test measurement, which can be estimated with the
decoy-state method. This fact would thus conclude the
security proof of the protocol, since the phase error rate
would be experimentally estimated.

The absence of the assumption (C88) makes the estima-
tion of the phase error rate in Eq. (C86) considerably more
challenging in our proof, as it cannot be identified anymore
with the bit error rate of Bob’s test measurement. In the
next subsection we show how we can make use of the full
statistics collected in the test rounds to provide an accurate
estimation of the phase error rate.

4. Phase error rate estimation

In this subsection we develop a method to derive an
upper bound on the phase error rate as a function of
quantities that can be obtained experimentally with the
decoy-state method, without assuming basis-independent
detection probabilities, i.e., the assumption in Eq. (C88).
For clarity, we report the definition of the phase error rate
from Eq. (C86):

ẽX ,1 =
∑d−1

k=0
∑

k′ �=k Tr
[
X̃k′
√

Z�σk
√

Z�
]

YZ
1,(η↓,η↓)d

, (C94)

where Z� is given in Eq. (C12), {σk}k is given in Eq. (C74),
and X̃k given in Eq. (C23) and forms a POVM {X̃k}d−1

k=0.
We start with a general overview of the argument, after

which we detail all the steps of the derivation.

a. Overview of the argument

Let us consider the subspace with zero photons or one
photon localized in Z , which we recall being the set of
modes detected by the Z-basis detector. For brevity, we
name this subspace the “(≤ 1)-subspace” and label the
average state received by Bob, when Alice sends one

044011-28



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

photon, as follows:

σ̄ =∑d−1
k=0

σk

d
(C95)

=∑d−1
k=0 TrE

[
UBE
|1Xk 〉〈1Xk |B

d
⊗ |0〉〈0|EU†

BE

]

=∑d−1
j=0 TrE

[
UBE
|1Zj 〉〈1Zj |B

d
⊗ |0〉〈0|EU†

BE

]
, (C96)

where in the last equality we used Eq. (7).
The first step in estimating the phase error rate con-

sists in reducing the calculation of the phase error rate in
Eq. (C86) to the (≤ 1)-subspace. The details of this step
are provided in Appendixes C 4 b–C 4 e. Indeed, we expect
most of the state σ̄ to lie in the (≤ 1)-subspace in an honest
implementation of the protocol.

To this aim, we define 
α
Z to be the projector of n = α

photons in the set Z and the identity elsewhere, such that
the (≤ 1)-subspace is the support of 
0

Z +
1
Z . Then we

can express Z� in terms of 
α
Z as follows:

Z� =
∑∞

α=0p�|α
α
Z , (C97)

where p�|α is the probability that the Z-basis detector
clicks, given that Bob’s input state contains α photons
localized in Z . The expression for p�|α is determined by
the dark count probability pZ

d and the mode-independent
detection efficiency ηZ of the Z-basis detector, as well as
the TBS transmittance η↓, and is given in Eq. (C181) in
Appendix C 4 c (in reality, p�|α does not depend on ηZ
since the loss of Bob’s Z-basis detector is factored out of
Bob’s apparatus and assigned to the quantum channel; see
Appendix C 4 b). By using the expansion (C97) of Z� in
the phase error rate (C86), we can isolate the contribution
to the phase error rate given by the fraction of the states
σk existing in the (≤ 1)-subspace. We cannot assume that
the states σk are completely confined to that subspace due
to potential attacks by Eve, which may, for example, add
photons to Alice’s pulses. Therefore, in Appendix C 4 d
we show how to use the detection statistics of the Z-
basis detector, with the TBS settings (η↓, η↓), (η↑, η↑),
and (η2, η2), to derive an upper bound on the weight of
σ̄ outside the (≤ 1)-subspace. Our method draws inspira-
tion from the detector decoy technique [28] and leads to
the following bound [see Eq. (C217) in Appendix C 4 d]:

∑∞
α=2 Tr[σ̄
α

Z ] ≤ w>1
Z , (C98)

where w>1
Z is reported in Eq. (C218) in terms of quan-

tities that can be directly estimated with the decoy-state
method (the Z-basis yields). In Appendix C 4 e we obtain
the following upper bound on the phase error rate (C86),
which uses Eqs. (C97) and (C98) to reduce the evaluation

of the error rate to the (≤ 1)-subspace [see Eq. (C247) in
Appendix C 4 e]:

ẽX ,1YZ
1,(η↓,η↓) ≤

1
d
∑d−1

k=0 Tr
[
σkM≤1

Z
∑

k′ �=kX̃k′M
≤1
Z
]

+�2 + w>1
Z , (C99)

where �2 is a function of w>1
Z and YZ

1,(η↓,η↓) given in
Eq. (C248), and where the support of the operator

M≤1
Z = √p�|0
0

Z +
√

p�|1
1
Z (C100)

is the (≤ 1)-subspace.
In Appendix C 4 j, we simplify the expression in

Eq. (C99) by computing explicitly the POVM element X̃k
given in Eq. (30). To this aim, similarly to the introduction
of 
α

Z for the Z-basis detector, we introduce the projector



β
X , which projects on the subspace with β photons in the

set of modes X and acts as the identity elsewhere. Then
the POVM element Xk of Bob’s test measurement can be
written in terms of (1) projectors similar to 


β
X , (2) the

total dark count probability (pX
d ) of the X -basis detector,

(3) the TBS transmittance η↑, and (4) the ratio between
the mode-independent detection efficiency of the X -basis
detector and the mode-independent detection efficiency of
the Z-basis detector (since we factored out the efficiency
of the Z-basis detector):

ηr = ηX

ηZ
. (C101)

Note that, by assumption, ηr ≤ 1. The calculation of X̃k in
Appendix C 4 j leads to the following operator upper bound
[see Eq. (C386)]:

∑
k′ �=kX̃k′ ≤

∑
k′ �=kXk′

pX
d + ηrη↑(1− pX

d )

+ ηrη↑(1− pX
d )

pX
d + ηrη↑(1− pX

d )

0

X . (C102)

When this is used in Eq. (C99), it yields the following
upper bound on the phase error rate:

ẽX ,1YZ
1,(η↓,η↓) ≤

∑d−1
k=0 Tr

[
σk
d M≤1

Z
∑

k′ �=kXk′M
≤1
Z
]

pX
d + ηrη↑(1− pX

d )

+ ηrη↑(1− pX
d )

pX
d + ηrη↑(1− pX

d )
Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]

+�2 + w>1
Z . (C103)
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We now focus on estimating the first term on the right-hand
side of Eq. (C103). This term is clearly linked to the one-
photon bit error rate of Bob’s test measurement, Eq. (35).
However, note that we must estimate such an error rate
when restricting the input state to the (≤ 1)-subspace, due
to the presence of the operator M≤1

Z . To this aim, we intro-
duce the one-photon X -basis bit error rates eX ,1,(ηi,ηl),� and
eX ,1,(ηi,ηl),∅, which we simply refer to as the “test-round bit
error rates” and that correspond to the bit error rate in the
X basis when the Z-basis detector has a detection or no
detection, respectively. They can be expressed as follows
[see Eqs. (C274) and (C275) in Appendix C 4 f]:

eX ,1,(ηi,ηl),� =
∑d−1

k=0 Tr
[

σk
d

∑
k′ �=kX (ηi,ηl)

k′,�

]

YX ,�
1,(ηi,ηl)

, (C104)

eX ,1,(ηi,ηl),∅ =
∑d−1

k=0 Tr
[

σk
d

∑
k′ �=kX (ηi,ηl)

k′,∅
]

YX ,∅
1,(ηi,ηl)

, (C105)

where we call YX ,�
1,(ηi,ηl)

and YX ,∅
1,(ηi,ηl)

the “test-round yields”

and where X (ηi,ηl)
k′,� (X (ηi,ηl)

k′,∅ ) is Bob’s POVM element
describing a detection of outcome k′ in the X -basis detec-
tor and a detection (no detection) in the Z-basis detector,
given that the TBS is set to (ηi, ηl). See Appendix A for
a precise definition of the test-round yields and bit error
rates. Note that, with this formalism, by definition it holds
that

Xk′ = X
(η↑,η↑)

k′,� + X
(η↑,η↑)

k′,∅ . (C106)

The two test-round bit error rates contain more informa-
tion about the protocol’s statistics than the bit error rate of
Bob’s test measurement alone, Eq. (C93), and this will be
crucial to accurately estimate the phase error rate.

Similarly to the bound on the phase error rate in
Eq. (C99) through the expansion (C97), we can use the
relation: 1 = 


≤1
Z +
>1

Z , with 

≤1
Z = 
0

Z +
1
Z , to iso-

late the contribution of the (≤ 1)-subspace to the test-
round bit error rates (C104) and (C105). We do so
in Appendix C 4 g, where we obtain in Eqs. (C286)
and (C290) tight upper and lower bounds on the following
quantities:
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z

=∑d−1
k=0 Tr

[σk

d


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 


≤1
Z
]

, (C107)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z

=∑d−1
k=0 Tr

[σk

d


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,∅ 


≤1
Z
]

, (C108)

where the notation [·]≤1
Z indicates that the enclosed quan-

tity is calculated only in the (≤ 1)-subspace. The bounds
on the above quantities are reported in Eqs. (B26)–(B29).
Importantly, they can be directly estimated from the proto-
col’s statistics, as they are given in terms of the test-round
yields and bit error rates as well as of w>1

Z .
Unfortunately, the restricted test-round bit error rates in

Eqs. (C107) and (C108) cannot be directly used to quantify
the first term on the right-hand side of Eq. (C103). This
is because the latter is restricted to the (≤ 1)-subspace by
the operator in Eq. (C100), while the error rates in Eqs.
(C107) and (C108) are restricted to the same subspace via
the projector 


≤1
Z .

This prompts us to expand both the term in Eq. (C103)
and the restricted test-round bit error rates with Eq. (C100)
and 


≤1
Z = 
0

Z +
1
Z , respectively, such that each term in

the expansion contains either a projection on 
0
Z , or a pro-

jection on 
1
Z , or the off-diagonal blocks. For the restricted

test-round bit error rates, we obtain

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
=
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0

Z

+
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
+
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
,

(C109)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
=
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0

Z

+
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
+
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]1

Z
,

(C110)

where we defined
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]α
Z

=∑d−1
k=0 Tr

[σk

d

α

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
α

Z
]

, (C111)

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z

=∑d−1
k=0 Tr

[σk

d

(

0

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
1

Z + H.c.
)]

(C112)

for α = 0, 1, and similarly for the terms relative to no click
in the Z-basis detector. We note that Eq. (C112) is not
null, in general, since the POVM elements X (ηi,ηl)

k′,� are not
necessarily block diagonal in the subspaces defined by 
α

Z .
For the first term on the right-hand side of Eq. (C103),

the expansion through Eq. (C100) produces the following
expression:

044011-30



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=kXk′M
≤1
Z
]
=∑1

α=0p�|α
([

YX ,�
1,(η↑,η↑)eX ,1,(η↑,η↑),�

]α
Z
+
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]α
Z

)

+√p�|0p�|1

([
YX ,�

1,(η↑,η↑)eX ,1,(η↑,η↑),�
]0,1

Z
+
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]0,1

Z

)
, (C113)

where we used the definitions (C111) and (C112) and the
equality (C106).

By comparing the expansions of the restricted test-
round bit error rates (C109) and (C110) with the expansion
(C113) of the term coming from the right-hand side of
Eq. (C103), we conclude that an accurate estimation of
the latter requires individually estimating each of the three
terms in the expansions (C109) and (C110) of the restricted
test-round bit error rates.

The method that we use to estimate each of the three
terms on the right-hand side of Eqs. (C109) and (C110)
represents one of the novelties of our security proof. The
method is based on the observation that when the state
(on which the three terms are computed) is projected
on the subspaces with zero photons or one photon in
Z , then the unitary action of the TBS on the photons
localized in Z can be factored out and reduces to a simple
prefactor.

More specifically, recall that the TBS setting (ηi, ηl)

means that the TBS acts as a beam splitter with
transmittance ηi (ηl) for photons localized in (out-
side) Z . For illustrative purposes, let us consider the

term
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
, which can be interpreted as

the probability of the following intersection of events
[averaged over Alice’s random selection of the symbol
XA = k): the input state σk of Bob contains one photon
localized in Z , the Z-basis detector clicks, and the X -basis
detector clicks with an erroneous outcome k′ �= k (all with
the TBS setting (ηi, ηl)]. By following Fig. 1, we see that
either the single photon localized in Z is transmitted by the
TBS with probability ηi, in which case the Z-basis detector
click is caused by a dark count, or the photon is reflected
by the TBS with probability 1− ηi, causing a click in
the Z-basis detector (recall that the efficiency ηZ of the
Z-basis detector is factored out in the quantum channel).
Besides, the erroneous outcome in the X -basis detector
could be caused by the transmitted photon localized in
Z , but also by a dark count or by any number of pho-
tons not localized in Z . Then, the probability term that we

considered can be expressed as a sum of two terms corre-
sponding to the scenarios with the transmitted or reflected
photon:

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
= pZ

d ηi E
1t
ηl
+ (1− ηi)E

1r
ηl

,

(C114)
where the action of the TBS on the single photon in
Z is made explicit by the prefactors ηi and 1− ηi. In
Eq. (C114), the quantities E1t

ηl
and E1r

ηl
depend on the

input states σk and their interaction with the X -basis detec-
tor, but also nontrivially depend on the TBS transmittance
ηl—indeed, σk can contain an arbitrary number of photons
outside Z . In Appendix C 4 h we provide a rigorous proof
of the result in Eq. (C114) and derive similar decomposi-
tions for the other terms in Eqs. (C109) and (C110) [see
Eqs. (C350)–(C355)]:

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0

Z
= pZ

d E0
ηl

, (C115)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0

Z
= (1− pZ

d )E0
ηl

, (C116)
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
= pZ

d
√

ηi E
0,1
ηl

, (C117)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
= (1− pZ

d )
√

ηi E
0,1
ηl

, (C118)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]1

Z
= (1− pZ

d )ηi E
1t
ηl

, (C119)

where again the action of the TBS on the photon localized
in Z is singled out by the factors containing ηi.

The notable fact from Eqs. (C114)–(C119) is that ηi is
factored out of the variables E0

ηl
,E0,1

ηl
,E1r

ηl
, and E1t

ηl
. There-

fore, any choice of ηi affects the test-round bit error rates
only through the coefficients with which the variables E0

ηl
,

E0,1
ηl

, E1r
ηl

, and E1t
ηl

appear in Eqs. (C114)–(C119). Thus,
by using Eqs. (C114)–(C119) in the expansions (C109)
and (C110), we can derive a linear system of equations
[see Eq. (C356)]

⎧⎪⎨
⎪⎩
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
= pZ

d

(
E0

ηl
+√ηi E0,1

ηl
+ ηi E1t

ηl

)
+ (1− ηi)E1r

ηl
,[

YX ,∅
1,(ηi,ηl)

eX ,1,(ηi,ηl),∅
]≤1

Z
= (1− pZ

d )
(
E0

ηl
+√ηi E0,1

ηl
+ ηi E1t

ηl

) (C120)
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in the variables E0
ηl

, E0,1
ηl

, E1r
ηl

, and E1t
ηl

by simply choos-
ing different values of ηi. In particular, each equation in
the above system corresponds to three different equations
depending on the setting ηi ∈ {η↑, η↓, η2}. Note that the
left-hand sides, i.e., the test-round bit error rates restricted
to the (≤ 1)-subspace (C107) and (C108), can be con-
sidered as known quantities since they have been tightly
bounded with upper and lower bounds that are given in
terms of observed statistics.

In Appendix C 4 i, we solve the linear system in
Eq. (C120) and provide the solution for E0

ηl
, E0,1

ηl
, E1r

ηl
,

and E1t
ηl

in terms of the test-round bit error rates restricted
to the (≤ 1)-subspace. Subsequently, we replace the lat-
ter with their respective upper or lower bound in such a
way that the resulting expressions are upper bounds on
the quantities E0

ηl
, E0,1

ηl
, E1r

ηl
, and E1t

ηl
. We indicate such

bounds with E
0
ηl

, E
0,1
ηl

, E
1r
ηl

, and E
1t
ηl

and report them in
Eqs. (B22)–(B25). The variables E0

ηl
, E0,1

ηl
, E1r

ηl
, and E1t

ηl
appear with positive signs in the phase error rate and thus
should be replaced by their upper bounds if they cannot be
computed explicitly.

We can now use the bounds E
0
ηl

, E
0,1
ηl

, E
1r
ηl

, and E
1t
ηl

to obtain an upper bound on the first term of the phase
error rate bound in Eq. (C103). Indeed, by combining
Eqs. (C114)–(C119) with Eq. (C113), we obtain the upper
bound:

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=kXk′M
≤1
Z
]

≤ p�|0E
0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑

+ p�|1
(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)
, (C121)

where each quantity on the right-hand side is either known
or directly expressed in terms of observed statistics. Recall
that p�|α was introduced after Eq. (C97).

The remaining term to be estimated, in order to complete
the estimation of the phase error rate, is the second term in
the phase error rate bound (C103), which can be interpreted
as the weight of the average state received by Bob in the
subspace with zero photons in the modes X , restricted to
the (≤ 1)-subspace. By expanding it through Eq. (C100),
we obtain three terms

Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]
= p�|0 Tr

[
σ̄
0

Z
0
X
0

Z
]

+√p�|0p�|1 Tr
[
σ̄
(

0

Z
0
X
1

Z + H.c.
)]

+ p�|1 Tr
[
σ̄
1

Z
0
X
1

Z
]

, (C122)

corresponding to the projections in the subspaces of 
0
Z ,

and 
1
Z , or the off-diagonal term. We deduce that a cor-

rect estimation of the term of interest requires estimating
individually the three terms on the right-hand side of

Eq. (C122). To this aim, we need to combine two meth-
ods that have already been used in the proof, namely, the
detector decoy technique [used to extract the weight of σ̄

outside the (≤ 1)-subspace with Eq. (C98)] and the method
based on linear equations [used to estimate the single terms
in the expansion (C113)]. For this reason, the accurate esti-
mation of the three terms in Eq. (C122) can be seen as the
more sophisticated procedure of the whole proof.

The first step considers the test-round yields YX ,�
1,(ηl,ηl)

and
YX ,∅

1,(ηl,ηl)
, i.e., the probability that the X -basis detector clicks

and the Z-basis detector clicks or does not click, respec-
tively (see Appendix A). Their sum can be expressed in
terms of Bob’s POVM elements:

YX ,�
1,(ηl,ηl)

+ YX ,∅
1,(ηl,ηl)

= Tr

[
σ̄

d−1∑
k=0

(
X (ηl,ηl)

k,� + X (ηl,ηl)
k,∅

)]
.

(C123)

In Appendix C 4 f we show that the following equality
holds:

∑d−1
k=0X (ηl,ηl)

k,� + X (ηl,ηl)
k,∅

=∑∞β=0

[
1− (1− pX

d )(1− ηrηl)
β
]



β
X , (C124)

which can be seen as the POVM element corresponding to
a detection in the X -basis detector when the TBS setting
is (ηl, ηl). From the last expression, we can immediately
obtain the POVM element describing no detection in the
X -basis detector:

1−∑d−1
k=0

(
X (ηl,ηl)

k,� + X (ηl,ηl)
k,∅

)

= (1− pX
d )
∑∞

β=0(1− ηrηl)
β


β
X , (C125)

where we used the fact that
∑∞

β=0 

β
X = 1. Now, we real-

ize that the three terms in Eq. (C122) can be recovered
from the right-hand side of Eq. (C125) if we project the
operator on the subspaces of 
0

Z or 
1
Z . By doing so

on both sides of the operator equation in Eq. (C125), we
obtain


α
Z −
α

Z
(∑d−1

k=0X (ηl,ηl)
k,� + X (ηl,ηl)

k,∅
)


α
Z

= (1− pX
d )
∑∞

β=0(1− ηrηl)
β
α

Z

β
X
α

Z (C126)

for α = 0, 1. We can now take the expectation value of the
operator in Eq. (C126) on the state σ̄ and obtain the fol-
lowing equation, which contains two of the three terms in
Eq. (C122):
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Tr[σ̄
α
Z ]−

([
YX ,�

1,(ηl,ηl)

]α
Z
+
[
YX ,∅

1,(ηl,ηl)

]α
Z

)

= (1− pX
d )
∑∞

β=0(1− ηrηl)
β Tr
[
σ̄
α

Z

β
X
α

Z
]

,

(C127)

where we introduced, similarly to Eq. (C111), the test-
round yields of the states projected on the subspaces of

0

Z and 
1
Z (for α = 0, 1),

[
YX ,�

1,(ηi,ηl)

]α
Z
= Tr

[
σ̄
α

Z
∑d−1

k=0X (ηi,ηl)
k,� 
α

Z
]

, (C128)
[
YX ,∅

1,(ηi,ηl)

]α
Z
= Tr

[
σ̄
α

Z
∑d−1

k=0X (ηi,ηl)
k,∅ 
α

Z
]

. (C129)

We now show that the left-hand side of Eq. (C127) is
known by linking it to observed quantities. In particular,
the quantity Tr[σ̄
α

Z ] is nothing more than the weight of
the average state received by Bob in the subspace with
α photons in Z . In Appendix C 4 d, in a manner similar
to the derivation of the bound in Eq. (C98), we use the
detector decoy technique [28] to obtain tight upper (wα

Z )
and lower (wα

Z ) bounds on Tr[σ̄
α
Z ] in terms of quantities

estimated with the decoy-state method—the Z-basis yields.
The bounds are reported in Eqs. (B6)–(B9).

In parallel, we can again use the relation 1 = 

≤1
Z +


>1
Z , with 


≤1
Z = 
0

Z +
1
Z , to isolate the contribution of

the (≤ 1)-subspace to the test-round yields in Eq. (C123).
In particular, in Appendix C 4 g we derive tight upper and
lower bounds [summarized in Eqs. (B18)–(B21)] on the
left-hand sides of the equalities

[
YX ,�

1,(ηi,ηl)

]≤1

Z
=
[
YX ,�

1,(ηi,ηl)

]0

Z
+
[
YX ,�

1,(ηi,ηl)

]0,1

Z
+
[
YX ,�

1,(ηi,ηl)

]1

Z
,

(C130)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
=
[
YX ,∅

1,(ηi,ηl)

]0

Z
+
[
YX ,∅

1,(ηi,ηl)

]0,1

Z
+
[
YX ,∅

1,(ηi,ηl)

]1

Z
(C131)

in terms of observed statistics and of w>1
Z , where we

defined
[
YX ,�

1,(ηi,ηl)

]0,1

Z
= Tr

[
σ̄
(

0

Z
∑d−1

k=0X (ηi,ηl)
k,� 
1

Z + H.c.
)]

,

(C132)

and similarly for the case with no Z-basis detection.
With the same argument as used in Eqs. (C114) to single

out the effect of the TBS on the single photon localized in
Z , we can express the test-round yields projected by 
α

Z
in terms of some variables Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
as [see

Eq. (C327) and thereafter in Appendix C 4 h]

[
YX ,�

1,(ηi,ηl)

]0

Z
= pZ

d Y0
ηl

, (C133)
[
YX ,∅

1,(ηi,ηl)

]0

Z
= (1− pZ

d )Y0
ηl

, (C134)
[
YX ,�

1,(ηi,ηl)

]0,1

Z
= pZ

d
√

ηi Y
0,1
ηl

, (C135)
[
YX ,∅

1,(ηi,ηl)

]0,1

Z
= (1− pZ

d )
√

ηi Y
0,1
ηl

, (C136)
[
YX ,�

1,(ηi,ηl)

]1

Z
= pZ

d ηi Y
1t
ηl
+ (1− ηi)Y

1r
ηl

, (C137)
[
YX ,∅

1,(ηi,ηl)

]1

Z
= (1− pZ

d )ηi Y
1t
ηl

(C138)

such that Eqs. (C130) and (C131) can be interpreted as a
linear system in the variables Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
[see

Eq. (C337)]:

⎧⎪⎨
⎪⎩
[
YX ,�

1,(ηi,ηl)

]≤1

Z
= pZ

d

(
Y0

ηl
+√ηi Y0,1

ηl
+ ηi Y1t

ηl

)
+ (1− ηi)Y1r

ηl
,[

YX ,∅
1,(ηi,ηl)

]≤1

Z
= (1− pZ

d )
(
Y0

ηl
+√ηi Y0,1

ηl
+ ηi Y1t

ηl

)
,

(C139)

where each of the equations actually corresponds to three
equations depending on the choice of ηi ∈ {η↑, η↓, η2}. In
Appendix C 4 i we solve the system in Eq. (C139) for the
variables Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
. Given that we pre-

viously obtained tight upper and lower bounds on the
left-hand sides of the system, this translates to accurate
upper and lower bounds on the variables Y0

ηl
, Y0,1

ηl
, Y1t

ηl
,

and Y1r
ηl

, reported in Eqs. (B12)–(B17).
We have thus argued how to obtain good bounds on the

terms on the left-hand side of Eq. (C127). By using Eqs.

(C133)–(C138) in Eq. (C127), we can express the equation
for the case α = 0 as

Tr[σ̄
0
Z ]−Y0

ηl

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
0

Z

β
X
0

Z
]

(C140)

and the equation for the case α = 1 as
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Tr[σ̄
1
Z ]−

[
ηlY

1t
ηl
+ (1− ηl)Y

1r
ηl

]

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
1

Z

β
X
1

Z
]

,

(C141)

where Tr[σ̄
α
Z ] is bounded from above and below in

Eqs. (B6)–(B9), while Y0
ηl

, Y1t
ηl

, and Y1r
ηl

are bounded
in Eqs. (B12)–(B17). This allows us to consider the left-
hand sides in Eqs. (C140) and (C141) as known quantities,
thus enabling us to perform the detector decoy tech-
nique independently on the two equations, as illustrated in
Appendix C 4 k. In this way, we are able to obtain accurate
upper bounds on Tr

[
σ̄
0

Z
0
X
0

Z
]

and Tr
[
σ̄
1

Z
0
X
1

Z
]

in terms of observed statistics:

Tr
[
σ̄
0

Z
0
X
0

Z
] ≤ [w0

X
]0
Z (C142)

and

Tr
[
σ̄
1

Z
0
X
1

Z
] ≤ [w0

X
]1
Z , (C143)

where the explicit expressions for
[
w0

X
]0
Z and

[
w0

X
]1
Z are

given in Eqs. (B10) and (B11).
After having obtained the upper bounds in Eqs. (C142)

and (C143), we now focus on deriving an upper bound
on the remaining expectation value in Eq. (C122), namely,
Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
]
. To this aim, we define

z := Tr
[
σ̄
0

Z
0
X
1

Z
]

(C144)

such that the expectation value of interest can be bounded
as follows:

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] = z + z∗

= 2Re(z)

≤ 2|z|
= 2
∣∣Tr
[
σ̄
0

Z
0
X
1

Z
]∣∣ .

(C145)

We can use the Cauchy-Schwarz inequality in the follow-
ing form:

∣∣Tr[A†B]
∣∣ ≤ √Tr[A†A] Tr[B†B], (C146)

where we choose A = √σ̄ and B = 
0
Z
0

X
1
Z
√

σ̄ . We
obtain

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] ≤ 2

√
Tr
[
σ̄
1

Z
0
X
0

Z
0
X
1

Z
]

≤ 2
√

Tr
[
σ̄
1

Z
0
X
1

Z
]
,
(C147)

where we used the fact that 
0
Z ≤ 1. Finally, we use the

bound already established in Eq. (C143) and obtain the
bound on the remaining expectation value:

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] ≤ 2

( [
w0

X
]1
Z

) 1
2

, (C148)

where
[
w0

X
]1
Z is given in Eq. (B11).

By combining Eqs. (C142), (C143), and (C148) with
Eq. (C122), we obtain an upper bound on the second term
in Eq. (C103):

Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]
≤ p�|0

[
w0

X
]0
Z + p�|1

[
w0

X
]1
Z

+ 2
√

p�|0p�|1

( [
w0

X
]1
Z

) 1
2

, (C149)

which is given in terms of observed statistics.
Finally, we use the results in Eqs. (C121) and (C149)

in Eq. (C103), which provides us with the following
upper bound on the phase error rate [see Eq. (C437) in
Appendix C 4 m]:

ẽX ,1 ≤ ẽX ,1, (C150)

where

ẽX ,1 = 1
YZ

1,(η↓,η↓)[p
X
d + ηrη↑(1− pX

d )]

[
p�|0E

0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)]

+ ηrη↑(1− pX
d )

YZ
1,(η↓,η↓)[p

X
d + ηrη↑(1− pX

d )]

[
p�|0
[
w0

X
]0
Z + 2

√
p�|0p�|1

( [
w0

X
]1
Z

) 1
2
+ p�|1

[
w0

X
]1
Z

]

+ 1
YZ

1,(η↓,η↓)

(
�2 + w>1

Z
)

, (C151)
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vac vac

vac

FIG. 6. Bob’s measurement apparatus. In each round, the
incoming signal (mode a) enters a TBS described by the uni-
tary U(ηi ,ηl), where (ηi, ηl) is the TBS setting for that particular
round. The transmitted mode (mode c) is detected by an X -basis
detector with efficiency ηX and dark count probability pX

d for
each outcome. This is modeled by a beam splitter [U(ηX )] fol-
lowed by a perfect detector with dark count probability pX

d . The
reflected mode (mode c′) is detected by a Z-basis detector with
efficiency ηZ and dark count probability pZX

d per outcome, which
is similarly modeled. Note that the insertion loss of the TBS is
accounted for in the efficiencies of the two detectors.

and where we replaced the one-photon Z-basis yield
with the corresponding lower bound from the decoy-state
method. We emphasize that all the quantities appearing in
Eq. (C151) are either known or obtained with the decoy-
state method (see Appendix D for the formulas for the
decoy-state method). This concludes the derivation of a
computable upper bound on the phase error rate.

b. Bob’s measurement apparatus

We now detail the missing steps of the argument. The
method that we introduce to estimate the phase error rate
relies on a partial characterization of Bob’s measurement
apparatus, as described in Sec. III. In Fig. 6, we provide a
model of Bob’s measurement apparatus. Here, the nonunit
detection efficiency of the Z-basis detector (X -basis detec-
tor) is modeled by a beam splitter with transmittance ηZ
(ηX ), described by the unitary U(ηZ) [U(ηX )]. The TBS
is described by a unitary U(ηi,ηl) acting on spatial-temporal
modes a†

t and b†
t as follows:

U(ηi,ηl) =
{

U(ηi) if t ∈ Z ,
U(ηl) if t /∈ Z , (C152)

where Z =∑d−1
j=0 Zj is the union of all the modes that

are detected by the Z-basis detector. In the case where the
Z-basis detection is a time-of-arrival measurement, Z cor-
responds to the union of all the time bins. We recall that, in
each round, Bob selects one of the following six TBS set-
tings: (ηi, η↑) and (ηi, η↓), with η1 = η↑, η3 = η↓, and η2
satisfying η↓ < η2 < η↑. Moreover, we recall that the TBS

vac vac vac

FIG. 7. Bob’s simplified measurement apparatus. Here the
common loss of the two detectors in Fig. 6—which amounts to
1− ηZ—has been factored outside Bob’s apparatus, leaving an
ideal detector in the Z basis and a lossy detector in the X basis
with efficiency ηr = ηX /ηZ .

settings and the detection efficiencies of the two detectors
must satisfy Eqs. (9) and (10).

In our formalism, the unitary U(η) maps the input
modes m†

1 = a†, c†, c′† and m†
2 = b†, d†, d′† to the output

modes M†
1 = c†, e†, e′† and M†

2 = c′†, f †, f ′†, respectively,
as follows:

(
M†

1
M†

2

)
= U(η)

(
m†

1
m†

2

)
,

with U(η) :=
( √

η −√1− η√
1− η

√
η

)
. (C153)

We simplify Bob’s measurement apparatus. The idea is to
factor out the common loss in the two detectors and view it
as loss occurring in the channel from Alice to Bob, before it
reaches Bob’s measurement apparatus. More specifically,
we define the ratio between the efficiency of the X -basis
detector and the efficiency of the Z-basis detector:

ηr := ηX

ηZ
, (C154)

where we have 0 < ηr < 1 since we assumed in Sec. III
that the detector used to generate key bits is more effi-
cient. This is a sensible assumption that typically leads to
better key rates; however, if not verified, one can always
exchange the roles of the two bases. Then, we can re-
express the efficiency of the X -basis detector as ηX =
ηZηr, which allows us to factor out the transmittance that is
shared by the two detectors, namely, ηZ . In particular, we
can equivalently describe Bob’s apparatus as depicted in
Fig. 7, where we introduced a beam splitter with transmit-
tance ηZ before Bob’s apparatus, which accounts for the
common loss of both detectors, and replaced the Z-basis
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detector (X -basis detector) detector with a lossless detec-
tor (lossy detector with efficiency ηr). This equivalence is
well known in quantum optics; see, e.g., Ref. [56].

Furthermore, we argue that it can be advantageous to
Eve only if we give her control over the beam splitter pre-
ceding Bob’s apparatus [U(ηZ)] by viewing it as part of the
insecure channel between Alice and Bob. Therefore, from
now on, we ignore the unitary U(ηZ) and describe Bob’s
apparatus as depicted in Fig. 7.

c. Bob’s Z-basis detector

The next step of the proof consists of a reduction of the
phase error rate to the subspace with at most one photon
in the interval Z , which we call the “(≤ 1)-subspace” for
brevity. Intuitively, this is the subspace where most of the
states in {σk}k should lie in the absence of an eavesdropper.

Remark 3. We recall that σk is the state received by
Bob when Alice encodes the test symbol XA = k on a
single photon. However, since we do not restrict Eve’s
collective attack, we cannot assume that the states {σk}k
are confined to, for example, the subspace with at most
one photon. Eve could perform attacks where she adds
photons to the states sent by Alice. This could allow her
to control the click probability of the two bases if they
have asymmetric detection efficiencies. We emphasize that
while previous analytical QKD proofs are restricted to
the one-photon subspace when dealing with detection effi-
ciency mismatches [11,33,34], our proof can accommodate
both mode-dependent and mode-independent mismatches
in the detection probability without posing any constraint
on the states received by Bob.

Because, as argued in Remark C3, we do not constrain
the states σk, we are forced to estimate their weight in the
(≤ 1)-subspace, enabling us to reduce the calculation of
the phase error rate to the (≤ 1)-subspace.

The estimation of the states’ weight in the (≤ 1)-
subspace is done from the statistics of the Z-basis
detector. Thus, as the first step, we derive an explicit
expression for some of the elements of the POVM
{(Z0)c′ , (Z1)c′ , . . . , (Zd−1)c′ , (Z∅)c′ } that describes Bob’s Z-
basis measurement in the reflected mode of the TBS,
where the subscript indicates the spatial mode on which
the operator acts (see Fig. 7).

Let 
α
Z be the projector of n = α photons in the global

detection interval Z , while acting as the identity outside
the interval Z . Then the POVM element corresponding to
a detection of one of the d outcomes would be (Z�)c′ =∑d−1

j=0(Zj )c′ =
∑∞

α=1(

α
Z)c′ in the absence of dark counts,

i.e., the projector in the subspace with at least one photon in
Z . Note that this is true since we assumed that multiclick
events are always mapped to a single outcome (see Sec.
III). However, since the detector has a dark count proba-
bility pZ

d per outcome, the POVM element corresponding

to a detection becomes

(Z�)c′ := pZ
d

[
1−

∞∑
α=1


α
Z

]
+
∞∑

α=1


α
Z

= pZ
d 1+ (1− pZ

d )

∞∑
α=1


α
Z , (C155)

where pZ
d is defined in Eq. (B2). Note that if the Z-basis

detector implemented a time-of-arrival measurement, the
projector 
α

Z would be given by


α
Z =

∞∑
n=α


α
Z ,n, (C156)

where 
α
Z ,n is the projector on the subspace of n photons,

with exactly α photons localized in the time interval Z:


α
Z ,n =

∫
Z

dt1 · · · dtα
α!

×
∫

Z

dtα+1 · · · dtn
(n− α)!

|1t1 , . . . , 1tn〉〈1t1 , . . . , 1tn |,

(C157)

where Z is the complement of Z in the time domain and
|1t〉 = a†

t |vac〉 represents the unphysical state of one pho-
ton at time t. We have that a†

t creates a photon at time t as
the Fourier transform of a photon with frequency f :

a†
t =

∞∫
−∞

dfe2π ifta†
f . (C158)

Moreover, it holds that [a†
t , a†

t′] = 0 and [at, a†
t′] = δ(t−

t′)1, which implies

〈1t1 , . . . , 1tn |1t′1 , . . . , 1t′k 〉
= δn,k

∑
π∈Sn

δ(t1 − t′π(1)) . . . δ(tn − t′π(n)), (C159)

where Sn is the set of all permutations of indexes in
{1, 2, . . . , n}. To familiarize ourselves with this formalism,
which allows n photons to be arbitrarily delocalized in
time, we can verify that

∞∑
α=0


α
Z = 1 (C160)

holds. The following proof is not essential to the remainder
of this appendix and can be skipped.
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Proof of Eq. (C160). By using Eq. (C156), we can
rewrite the sum over α as follows:

∞∑
α=0


α
Z =

∞∑
α=0

∞∑
n=α


α
Z ,n

=
∞∑

n=0

n∑
α=0


α
Z ,n. (C161)

By comparing the last expression with

1 =
∞∑

n=0


n, (C162)

where 
n is the projector on the subspace of n photons


n =
∞∫

−∞

dt1 · · · dtn
n!

|1t1 , . . . , 1tn〉〈1t1 , . . . , 1tn |, (C163)

we are left to prove that 
n =
∑n

α=0 
α
Z ,n, i.e., that

∞∫
−∞

dt1 · · · dtn
n!

|1t1 , . . . , 1tn〉〈1t1 , . . . , 1tn |

=
n∑

α=0

∫
Z

dt1 · · · dtα
α!

×
∫

Z

dtα+1 · · · dtn
(n− α)!

|1t1 , . . . , 1tn〉〈1t1 , . . . , 1tn |. (C164)

To prove Eq. (C164), we independently apply the left-hand
side and right-hand side on a generic state and verify that
the resulting states coincide. Let |�〉 be an n-photon state
defined as

|�〉 =
∞∫

−∞
dτ1 · · · dτnf (τ1, . . . , τn) |1τ1 , . . . , 1τn〉 , (C165)

where f (τ1, . . . , τn) is an arbitrary time distribution func-
tion. We have


n |�〉 =
∞∫

−∞

dt1 · · · dtn
n!

|1t1 , . . . , 1tn〉
∑
π∈Sn

f (tπ(1), . . . , tπ(n))

=
∞∫

−∞
dt1 · · · dtnf (t1, . . . , tn) |1t1 , . . . , 1tn〉 = |�〉 ,

(C166)

where we used Eq. (C159) in the first equality and renamed
tπ(1) → t1, . . . , tπ(n) → tn in the second equality. Now we
compute

n∑
α=0


α
Z ,n |�〉

=
n∑

α=0

∫
Z

dt1 · · · dtα
α!

∫

Z

dtα+1 · · · dtn
(n− α)!

|1t1 , . . . , 1tn〉

×
∑
π∈Sn

f (tπ(1), . . . , tπ(n))

=
n∑

α=0

∑
π∈Sn

∫
Z

dtπ(1) · · · dtπ(α)

α!

×
∫

Z

dtπ(α+1) · · · dtπ(n)

(n− α)!
|1t1 , . . . , 1tn〉 f (t1, . . . , tn),

(C167)

where we renamed tπ(1) → t1, . . . , tπ(n) → tn in the second
equality. Note that |1t1 . . . 1tn〉 remains unchanged because
it is permutationally invariant. Now we observe that the
following equality holds after expanding the left-hand side:
⎛
⎜⎝
∫
Z

dt1 +
∫

Z

dt1

⎞
⎟⎠ · · ·

⎛
⎜⎝
∫
Z

dtn +
∫

Z

dtn

⎞
⎟⎠

=
n∑

α=0

∑
π∈Sn

∫
Z

dtπ(1) · · · dtπ(α)

α!

∫

Z

dtπ(α+1) · · · dtπ(n)

(n− α)!
,

(C168)

where the division by α! and (n− α)! ensures that the per-
mutations where the only terms permuting are within the
same integration range are not counted more than once.
Then, by combining the previous equality with
⎛
⎜⎝
∫
Z

dt1 +
∫

Z

dt1

⎞
⎟⎠ · · ·

⎛
⎜⎝
∫
Z

dtn +
∫

Z

dtn

⎞
⎟⎠ =

∞∫
−∞

dt1 · · · dtn

(C169)

and using this in Eq. (C168), we obtain

n∑
α=0


α
Z ,n |�〉

=
∞∫

−∞
dt1 · · · dtnf (t1, . . . , tn) |1t1 , . . . , 1tn〉 = |�〉 ,

(C170)

which proves Eq. (C164) and thus concludes the
proof. �

Remark 4. Note that if Bob’s Z-basis measurement cor-
responds to measuring a different degree of freedom than
the arrival time of the signal, one can still use Eqs. (C155)
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and (C156) for other degrees of freedom, while the time
degree of freedom should be replaced by the measured
degree of freedom in Eq. (C157).

We have thus obtained the expression (C155) for the
POVM element representing a detection in the Z-basis
detector, acting on the reflected mode c′. However, the
actual measurement statistics are collected from Bob’s
global measurement on the received signal (mode a),
which comprises detections in both the Z-basis detector
and the X -basis detector and is formally introduced in
Eq. (C6). Nevertheless, similarly to Eq. (C7), from the
global POVM (C6) we can define a POVM element on
mode a that corresponds to a detection in the Z detector
and ignores the outcome of the X -basis detector:

Z(ηl,ηl)
� :=

d−1∑
j=0

M (ηl,ηl)
j ,∅ +

d−1∑
j ,k=0

M (ηl,ηl)
j ,k , (C171)

where the superscript indicates the TBS setting. Note that
Z

(η↓,η↓)
� = Z�, where Z� is the POVM element for a detec-

tion in Bob’s key generation measurement and it appears
in the phase error rate.

To obtain an explicit expression for Z(ηl,ηl)
� , we first note

that the one-photon Z-basis yield with TBS setting (ηl, ηl)

is, similarly to Eq. (C51), given by

YZ
1,(ηl,ηl)

=
d−1∑
j=0

1
d

Pr(ZB �= ∅|T = Z, NA = 1, ZA = j , (ηl, ηl))

=
d−1∑
j=0

1
d

Tr
[
(Z(ηl,ηl)

� ⊗ 1E)UBE|1Zj 〉〈1Zj |B

⊗ |0〉〈0|EU†
BE

]

= Tra

[
σ̄Z(ηl,ηl)

�

]
, (C172)

where in the second equality we used a generalization of
Eq. (C39) and in the third equality the fact that Eq. (7)
holds, together with a shorthand notation for the average
state received by Bob:

σ̄ := 1
d

d−1∑
k=0

σk, (C173)

with σk given in Eq. (C74). At the same time, by using the
scheme in Fig. 7 and the definition of the TBS unitary in

Eq. (C152), we have

YZ
1,(ηl,ηl)

= Trcc′
[
U(ηl)σ̄a ⊗ |vac〉〈vac|bU(ηl)

†1c ⊗ (Z�)c′
]

= Trab
[
σ̄a ⊗ |vac〉〈vac|bU(ηl)

†1c ⊗ (Z�)c′U(ηl)
]

= Tra
[
σ̄a 〈vac|b U(ηl)

†1c ⊗ (Z�)c′U(ηl) |vac〉b
]

.
(C174)

By comparing Eqs. (C172) and (C174), we deduce an
expression for the operator in Eq. (C171):

Z(ηl,ηl)
� = 〈vac|b U(ηl)

†1c ⊗ (Z�)c′U(ηl) |vac〉b
= pZ

d 1+ (1− pZ
d ) 〈vac|b U(ηl)

†1c

⊗
∞∑

α=1

(
α
Z)c′U(ηl) |vac〉b , (C175)

where in the second equality we used Eq. (C155). We now
define the following operator acting on mode a:

Q := 〈vac|b U(ηl)
†1c ⊗

∞∑
α=1

(
α
Z)c′U(ηl) |vac〉b . (C176)

We can explicitly calculate Q by applying the unitary
U(ηl) according to Eq. (C153). To do so, we make
(
α

Z)c′ and 1c explicit according to Eqs. (C156), (C157),
and (C160). Then, by linearity, we obtain some terms like
the following:

〈vac|b U†(ηl)c
†
t1 . . . c†

tn(c
′)†

t′1
. . . (c′)†

t′m
|vac〉

× 〈vac|ct1 . . . ctn(c
′)t′1 . . . (c′)t′mU(ηl) |vac〉b

= ηn
l (1− ηl)

m|1t1 , . . . , 1tn , 1t′1 , . . . , 1t′m〉
× 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′m |a, (C177)

which corresponds to a pure state on mode a. By using
Eq. (C177) in Eq. (C176) and by reparametrizing the
resulting sums, we obtain

Q =
∞∑

α=1

(1− ηα
l )(
α

Z)a. (C178)

By using this expression in Eq. (C175), we find the final
expression for the POVM element (C171) describing a
detection in the Z-basis detector with the TBS setting

044011-38



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

(ηl, ηl):

Z(ηl,ηl)
� = pZ

d 1+ (1− pZ
d )

∞∑
α=1

(1− ηα
l )
α

Z

=
∞∑

α=0

[
1− (1− pZ

d )ηα
l

]

α

Z . (C179)

This operator has a twofold purpose. First, by recalling
the definition of Bob’s key generation measurement in
Eq. (C7), it provides us with the explicit expression for the
operator Z� that appears in the phase error rate formula
(C94):

Z� = Z
(η↓,η↓)
�

=
∞∑

α=0

p�|α
α
Z , (C180)

where we identified p�|α as the probability of a detection
in the Z-basis detector, given that the state received by Bob
contains α photons localized in the detection interval Z ,

p�|α := 1− (1− pZ
d )ηα

↓. (C181)

We also specify the above expression for the cases α = 0
and α = 1:

p�|0 = pZ
d , (C182)

p�|1 = 1− (1− pZ
d )η↓. (C183)

Secondly, the operator in Eq. (C179) allows us to esti-
mate the weight of the states received by Bob in the (≤
1)-subspace, through the detector decoy technique [28].

d. The detector decoy technique applied on the Z-basis
detector statistics

The detector decoy technique [28] is a powerful tool that
allows one to estimate the weight of measured states in
various subspaces with a fixed photon number. In our case,
for the purpose of reducing the phase error rate calcula-
tion to the (≤ 1)-subspace, we are interested in estimating
the weight of the average state received by Bob in the
subspaces defined by 
0

Z and 
1
Z . More precisely, let

Tr
[
σ̄
α

Z
]

for α = 0, 1, . . . ,∞ (C184)

be the weight of σ̄ in the subspace with α photons localized
in Z . Then the goal is to derive upper and lower bounds on
Tr[σ̄
0

Z ] and Tr[σ̄
1
Z ].

To this aim, we will use the statistics of the no-detection
events in the Z-basis detector with TBS setting (ηl, ηl),

which are generated by the following POVM element:

Z(ηl,ηl)
∅ = 1− Z(ηl,ηl)

�

= (1− pZ
d )

∞∑
α=0

ηα
l 
α

Z , (C185)

where we used Eq. (C179). Therefore, the probability of
no detection in the Z-basis detector reads

1− YZ
1,(ηl,ηl)

= Tr
[
σ̄Z(ηl,ηl)
∅
]

= (1− pZ
d )

∞∑
α=0

ηα
l Tr[σ̄
α

Z ]. (C186)

The detector decoy technique is based on a set of equations
of the following form:

fl =
∞∑

α=0

ηα
l yα , (C187)

where fl are known quantities that are experimentally
observed, yα ∈ [0, 1] are the variables that are to be
bounded, and ηl is a parameter that can be fixed to dif-
ferent values by one varying l. In our case, Eq. (C186) can
be put in the form of Eq. (C187) by one identifying

fl =
1− YZ

1,(ηl,ηl)

1− pZ
d

, (C188)

yα = Tr[σ̄
α
Z ], (C189)

from which we deduce the normalization property of the
variables {yα}α:

∑∞
α=0yα = 1. (C190)

We now apply the idea of the detector decoy technique to
Eq. (C187) to derive an upper bound and a lower bound
on y0 and y1. We recall that among Bob’s possible choices
for the TBS setting (see Sec. III), we have η1 = η↑ and
η3 = η↓.

We start by deriving the upper bound on y0. Consider the
following system of two inequalities, obtained from Eqs.
(C187) and (C190):
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{
f1 ≤ y0 + η1y1 + η2

1(1− y0 − y1),
f3 ≥ y0 + η3y1

⇒
⎧⎨
⎩

y1 ≥ f1−y0−η2
1(1−y0)

η1(1−η1)
,

y0 + η3
f1−y0−η2

1(1−y0)

η1(1−η1)
≤ f3

⇒
⎧⎨
⎩

y1 ≥ f1−y0−η2
1(1−y0)

η1(1−η1)
,

y0

[
1− η3

1+η1
η1

]
≤ f3 − η3

f1
η1(1−η1)

+ η1η3
1−η1

,
(C191)

where in the second step we used the lower bound on y1 in the second inequality. From the bottom inequality in Eq. (C191),
we can derive an upper bound on y0, provided that its coefficient is positive. We thus require that

η1 − η3(1+ η1) > 0

⇐⇒ η↑ >
η↓

1− η↓
, (C192)

which is indeed satisfied since we assumed that the condition in Eq. (9) holds. Then the upper bound on y0 can be derived
from Eq. (C191) and reads

y0 ≤ η1f3 − η3f1 + η2
1(η3 − f3)

(1− η1) [η1 − η3(1+ η1)]
. (C193)

Finally, we substitute back the values for η1, η3, fl, and y0 and obtain the desired upper bound on the weight of the state in
the subspace with no photon in Z in terms of observed quantities:

Tr[σ̄
0
Z ] ≤ w0

Z , (C194)

with

w0
Z := min

⎧⎨
⎩1,

η↓YZ
1,(η↑,η↑) − η↑(1− η↑)YZ

1,(η↓,η↓) + η↑(1− η↑)− η↓ + η2
↑η↓(1− pZ

d )

(1− pZ
d )(1− η↑)

[
η↑ − η↓(1+ η↑)

]
⎫⎬
⎭ , (C195)

where we used the fact that 
0
Z ≤ 1 to impose that w0

Z ≤ 1 and where we replaced the terms containing the yields
YZ

1,(ηl,ηl)
—which are unobserved—with a bespoke upper bound obtained with the decoy-state method (see Appendix D),

such that the resulting expression is still a valid upper bound.
Now we derive the upper bound on y1. To this aim, we consider the following system of inequalities:

{
f3 ≤ y0 + η3y1 + η2

3(1− y0 − y1),

f1 ≥ y0 + η1y1

⇒

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

y0 ≥ f3 − y1η3(1− η3)− η2
3

1− η2
3

,

f3 − y1η3(1− η3)− η2
3

1− η2
3

+ η1y1 ≤ f1

⇒

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

y0 ≥ f3 − y1η3(1− η3)− η2
3

1− η2
3

,

y1

[
η1 − η3

1+ η3

]
≤ f1 − f3

1− η2
3
+ η2

3

1− η2
3

,

(C196)
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where we used the lower bound on y0 in the second inequality of the second step. From the bottom inequality in Eq. (C196),
we can derive an upper bound on y1, provided that its coefficient is positive, i.e., provided that

η↑ >
η↓

1+ η↓
(C197)

holds, which is indeed the case since η↑ > η↓. Then from Eq. (C196) we obtain the following upper bound on y1:

y1 ≤ f1 − f3 + η2
3(1− f1)

(1− η3) [η1(1+ η3)− η3]
. (C198)

In the original variables this becomes

Tr[σ̄
1
Z ] ≤ w1

Z , (C199)

with

w1
Z := min

⎧⎨
⎩1,
−(1− η2

↓)Y
Z
1,(η↑,η↑) + YZ

1,(η↓,η↓) − η2
↓p

Z
d

(1− pZ
d )(1− η↓)

[
η↑(1+ η↓)− η↓

]
⎫⎬
⎭ . (C200)

We now turn to the derivation of the lower bounds on y0 and y1. The lower bound on y1 can be obtained by one
substituting the upper bound on y0, Eq. (C193), into the lower bound on y1 in Eq. (C191). By doing so and by simplifying
the expression, we obtain

y1 ≥ f1 − f3 − η2
1(1− f3)

(1− η1) [η1 − η3(1+ η1)]
, (C201)

which in the original variables becomes

Tr[σ̄
1
Z ] ≥ w1

Z , with w1
Z := max

⎧⎨
⎩0,
−
(

YZ
1,(η↑,η↑) − (1− η2

↑)Y
Z
1,(η↓,η↓)

)
+ η2

↑p
Z
d

(1− pZ
d )(1− η↑)

[
η↑ − η↓(1+ η↑)

]
⎫⎬
⎭ . (C202)

In a similar manner, we can substitute the upper bound on y1, Eq. (C198), into the lower bound on y0 from Eq. (C196).
After some simplification, we obtain

y0 ≥ η1f3 − η3f1 − η2
3(η1 − f1)

(1− η3) [η1(1+ η3)− η3]
, (C203)

which in the original variables becomes

Tr[σ̄
0
Z ] ≥ w0

Z , with:

w0
Z := max

⎧⎨
⎩0,
−
(
−η↓(1− η↓)YZ

1,(η↑,η↑) + η↑YZ
1,(η↓,η↓)

)
+ η↑ − η↓(1− η↓)− η2

↓η↑(1− pZ
d )

(1− pZ
d )(1− η↓)

[
η↑(1+ η↓)− η↓

]
⎫⎬
⎭ . (C204)
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Finally, we derive the upper bound on the weight of the state σ̄ in the subspaces with two or more photons localized in Z .
To this aim, we consider the following combination from Eq. (C187):

f1 − η1 − η3

η2 − η3
f2 + η1 − η2

η2 − η3
f3 =

∞∑
α=0

yα

[
ηα

1 −
η1 − η3

η2 − η3
ηα

2 +
η1 − η2

η2 − η3
ηα

3

]

= y0

[
1− η1 − η3

η2 − η3
+ η1 − η2

η2 − η3

]
+ y1

[
η1 − η1 − η3

η2 − η3
η2 + η1 − η2

η2 − η3
η3

]

+
∞∑

α=2

yα

[
ηα

1 −
η1 − η3

η2 − η3
ηα

2 +
η1 − η2

η2 − η3
ηα

3

]

=
∞∑

α=2

yα

(η2 − η3)η
α
1 − (η1 − η3)η

α
2 + (η1 − η2)η

α
3

η2 − η3
, (C205)

from which we deduce

(η2 − η3)f1 − (η1 − η3)f2 + (η1 − η2)f3

=
∞∑

α=2

yα

[
(η2 − η3)η

α
1 − (η1 − η3)η

α
2 + (η1 − η2)η

α
3

]
. (C206)

Now consider the following combination:

f1(1− η3)− f3(1− η1) =
∞∑

α=0

yα

[
ηα

1 (1− η3)− ηα
3 (1− η1)

]

= (y0 + y1)(η1 − η3)+
∞∑

α=2

yα

[
ηα

1 (1− η3)− ηα
3 (1− η1)

]

= (η1 − η3)

(
1−

∞∑
α=2

yα

)
+
∞∑

α=2

yα

[
ηα

1 (1− η3)− ηα
3 (1− η1)

]
. (C207)

From this we deduce

f1(1− η3)− f3(1− η1)− (η1 − η3) =
∞∑

α=2

yα

[
ηα

1 (1− η3)− ηα
3 (1− η1)− (η1 − η3)

]
. (C208)

We can now combine the two equalities (C206) and (C208) by subtracting the latter from the former. We obtain

(η2 − η3)f1 − (η1 − η3)f2 + (η1 − η2)f3 − [f1(1− η3)− f3(1− η1)− (η1 − η3)]

=
∞∑

α=2

yα

[
(η2 − 1)ηα

1 − (η1 − η3)η
α
2 + (1− η2)η

α
3 + η1 − η3

]

=
∞∑

α=2

yα

[
(η1 − η3)(1− ηα

2 )− (1− η2)(η
α
1 − ηα

3 )
]

. (C209)

We now study the factors of the variables yα in the last expression. For brevity, we label them as

g(α) := (η1 − η3)(1− ηα
2 )− (1− η2)(η

α
1 − ηα

3 ) (C210)
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and view g(α) as a continuous function of α ≥ 2. First, we observe that g(α) is always non-negative:

g(α) ≥ 0

⇔ (η1 − η3)(1− ηα
2 ) ≥ (1− η2)(η

α
1 − ηα

3 )

⇔ (η1 − η3)(1− η2)(1+ η2 + · · · + ηα−1
2 )

≥ (1− η2)(η1 − η3)(η
α−1
1 + ηα−2

1 η3 + · · · + η1η
α−2
3 + ηα−1

3 ), (C211)

which is verified since 1 ≥ η1 and η2 ≥ η3. Then, we notice that g(α) is a nondecreasing function of α. Indeed, this
amounts to showing that

g(α + 1) ≥ g(α)

⇔ (η1 − η3)(1− ηα+1
2 )− (1− η2)(η

α+1
1 − ηα+1

3 ) ≥ (η1 − η3)(1− ηα
2 )− (1− η2)(η

α
1 − ηα

3 )

⇔ (η1 − η3)(1− η2)η
α
2 + (1− η2)(1− η1)η

α
1 − (1− η2)(1− η3)η

α
3 ≥ 0

⇔ (η1 − η3)η
α
2 + (1− η1)η

α
1 − (1− η3)η

α
3 ≥ 0, (C212)

and a sufficient condition to prove the last inequality is obtained by one replacing ηα
1 with ηα

2 in the second term (since
η1 > η2):

(η1 − η3)η
α
2 + (1− η1)η

α
2 − (1− η3)η

α
3 ≥ 0

⇔ (1− η3)η
α
2 − (1− η3)η

α
3 ≥ 0, (C213)

where the last inequality is true since η2 > η3. Hence, we showed that g(α) is a nondecreasing function of α and, in
particular, it holds that

g(α) ≥ g(2) for all α ≥ 2. (C214)

We now use the last expression in Eq. (C209) and derive the inequality

(η2 − η3)f1 − (η1 − η3)f2 + (η1 − η2)f3 − [f1(1− η3)− f3(1− η1)− (η1 − η3)]

≥ g(2)

∞∑
α=2

yα

= (η1 − η3)(1− η2)(1+ η2 − η1 − η3)

∞∑
α=2

yα , (C215)

which leads to the following upper bound on the weight of the state σ̄ outside the (≤ 1)-subspace:

∞∑
α=2

yα ≤ (η2 − η3)f1 − (η1 − η3)f2 + (η1 − η2)f3 − [f1(1− η3)− f3(1− η1)− (η1 − η3)]
(η1 − η3)(1− η2)(1+ η2 − η1 − η3)

= (1− η2)(f3 − f1)+ (η1 − η3)(1− f2)
(η1 − η3)(1− η2)(1+ η2 − η1 − η3)

. (C216)

Then the upper bound in the original variables reads

∞∑
α=2

Tr
[
σ̄
α

Z
] ≤ w>1

Z , (C217)

with

w>1
Z := min

⎧⎨
⎩1,

(η↑ − η↓)YZ
1,(η2,η2) − (1− η2)(YZ

1,(η↓,η↓) − YZ
1,(η↑,η↑))− (η↑ − η↓)pZ

d

(1− pZ
d )(η↑ − η↓)(1− η2)(1+ η2 − η↑ − η↓)

⎫⎬
⎭ , (C218)

where in Appendix D we derive an upper bound tailored to the specific combination of yields in the numerator.
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The bound in Eq. (C217) plays a crucial role in reducing the calculation of the phase error rate to the subspace with at
most one photon in Z , as we show in the next part of the proof.

e. Reduction of the phase error rate to the (≤1)-subspace

We now use Eq. (C180), derived for the detection POVM element Z�, in the numerator of the phase error rate (C94).
By combining this with the upper bound in Eq. (C217), we reduce the calculation of the phase error rate to the subspace
defined by 
0

Z +
1
Z .

To start with, from Eq. (C180) we compute

√
Z� = M≤1

Z +M>1
Z , (C219)

where we introduced two positive-semidefinite operators

M≤1
Z =

1∑
α=0

√
p�|α
α

Z , (C220)

M>1
Z =

∞∑
α=2

√
p�|α
α

Z . (C221)

With the use of Eq. (C219), the numerator of the phase error rate in Eq. (C94) decomposes into three contributions:

ẽX ,1YZ
1,(η↓,η↓) =

1
d
∑d−1

k=0 Tr
[
σk
√

Z�
∑

k′ �=kX̃k′
√

Z�
]
= �1 +�2 +�3, (C222)

where

�1 = 1
d
∑d−1

k=0 Tr
[
σkM≤1

Z
∑

k′ �=kX̃k′M
≤1
Z
]

, (C223)

�2 = 1
d
∑d−1

k=0 Tr
[
σk(M

≤1
Z
∑

k′ �=kX̃k′M>1
Z + H.c.)

]
, (C224)

�3 = 1
d
∑d−1

k=0 Tr
[
σkM>1

Z
∑

k′ �=kX̃k′M>1
Z
]

, (C225)

where “H.c.” stands for the Hermitian conjugate of the term in parentheses.
While for the term �1 the only components of the states σk that contribute are those localized in the (≤ 1)-subspace (due

to M≤1
Z ), the other two terms (�2 and �3) receive contributions from infinitely many subspaces with an arbitrary number

of photons in the interval Z . As we show later, the statistics collected for different TBS settings allow us to estimate
the contributions to the phase error rate coming from states in the (≤ 1)-subspace. Hence, we can precisely estimate the
value of �1. Conversely, we upper-bound �2 and �3 by virtue of our characterization of the weight of the states σk in the
subspace with more than one photon in Z , embodied by the upper bound (C217).

We start by deriving an upper bound on �3. The fact that 1−∑k′ �=kX̃k′ ≥ 0 holds implies that M>1
Z (1−∑

k′ �=kX̃k′)M>1
Z ≥ 0 also holds and thus that

M>1
Z
∑

k′ �=kX̃k′M>1
Z ≤ (M>1

Z )2

=
∞∑

α=2

p�|α
α
Z

≤
∞∑

α=2


α
Z , (C226)
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where we used the fact that 
α
Z are orthogonal projectors

and that p�|α are probabilities. Then Eq. (C226) implies
the following bound on �3:

�3 ≤
∞∑

α=2

Tr
[
σ̄
α

Z
]

≤ w>1
Z , (C227)

where we used Eqs. (C173) and (C217).
We now derive an upper bound on the term �2 in

Eq. (C222), taking inspiration from Appendix B in Ref.
[57]. First, we recast �2 as follows:

�2 = 1
d
∑d−1

k=0 Tr[Hk�k], (C228)

where for brevity we introduced the positive operator �k
and the self-adjoint operator Hk,

Hk := M≤1
Z σkM>1

Z + H.c., (C229)

�k :=∑k′ �=kX̃k′ . (C230)

Since Hk is self-adjoint, we can decompose it as

Hk = H+k − H−k (C231)

for some positive operators H+k and H−k . Then we can
upper-bound �2 by

�2 = 1
d
∑d−1

k=0

(
Tr[H+k �k]− Tr[H−k �k]

)

≤ 1
d
∑d−1

k=0 Tr[H+k �k]

≤ 1
d
∑d−1

k=0 Tr[H+k ], (C232)

where in the first inequality we used the fact that the trace
of the product of two positive operators is non-negative,
and in the second inequality that �k ≤ 1. Now we use
Eq. (C173) to define the self-adjoint operator

H := M≤1
Z σ̄M>1

Z + H.c. (C233)

and observe that H , through Eqs. (C229) and (C231), can
be written as the difference of two positive operators:

H = 1
d
∑d−1

k=0H+k −
1
d
∑d−1

k=0H−k (C234)

≡ H+−H−. (C235)

Hence, by definition of the one-norm, it holds that

‖H‖1 = Tr[H+]+ Tr[H−]. (C236)

Moreover, since Tr[H ] = 0 by the definition of H , we have

Tr[H+] = Tr[H−] = 1
2
‖H‖1 . (C237)

By using this in Eq. (C232), we obtain

�2 ≤ 1
2
‖H‖1 . (C238)

Now we use the definition of H in Eq. (C233) to compute

�2 ≤ 1
2

Tr[
√

H 2]

= 1
2

Tr
[√

M≤1
Z σ̄
(
M>1

Z
)2

σ̄M≤1
Z

]

+ 1
2

Tr

[√
M>1

Z σ̄
(

M≤1
Z
)2

σ̄M>1
Z

]

=
∥∥∥M≤1

Z σ̄M>1
Z
∥∥∥

1
, (C239)

where we used the fact that M≤1
Z and M>1

Z have orthogonal
support and that ‖A‖1 = Tr[

√
A†A] = Tr[

√
AA†]. From

Eq. (3) in Ref. [58], which we report here for clarity,

∥∥A†B
∥∥

1 ≤
√

Tr[AA†] Tr[BB†], (C240)

we can upper-bound the right-hand side of Eq. (C239) with
the choices A† = M≤1

Z
√

σ̄ and B = √σ̄M>1
Z as follows:

�2 ≤
√

Tr
[
σ̄
(

M≤1
Z
)2
]

Tr
[
σ̄
(
M>1

Z
)2]

=
√{

Tr [σ̄Z�]− Tr
[
σ̄
(
M>1

Z
)2]}Tr

[
σ̄
(
M>1

Z
)2],

(C241)

where in the last equality we used Eq. (C219). Now we
notice that Tr [σ̄Z�] = YZ

1,(η↓,η↓) by Eq. (C172). Moreover,
from the derivation of the bound on �3 we know that

0 ≤ Tr
[
σ̄
(
M>1

Z
)2] ≤ w>1

Z . (C242)

Thus, we can upper-bound the right-hand side of
Eq. (C241) as follows:

�2 ≤ max
x∈[0,w>1

Z ]

√(
YZ

1,(η↓,η↓) − x
)

x, (C243)
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where we replaced the yield with an upper bound derived with the decoy-state method (see Appendix D). Finally, we
solve the optimization in the last expression and obtain

�2 ≤

√√√√√
⎛
⎝YZ

1,(η↓,η↓) −min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭
⎞
⎠min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭. (C244)

In a similar way, one could derive a lower bound on �2. In particular, one can lower-bound �2 starting from Eq. (C232),

�2 = 1
d
∑d−1

k=0

(
Tr[H+k �k]− Tr[H−k �k]

)

≥ −1
d
∑d−1

k=0 Tr[H−k �k]

≥ −1
d
∑d−1

k=0 Tr[H−k ]

= −Tr[H−], (C245)

and then use the result in Eq. (C237) to upper-bound Tr[H−], thus obtaining

�2 ≥ −

√√√√√
⎛
⎝YZ

1,(η↓,η↓) −min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭
⎞
⎠min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭. (C246)

By using Eqs. (C227) and (C244) in Eq. (C222), we arrive at the following upper bound on the numerator of the phase
error rate:

ẽX ,1YZ
1,(η↓,η↓) ≤ �1 +�2 + w>1

Z , (C247)

where w>1
Z is given in Eq. (C218), while �2 and �1 are defined as

�2 =

√√√√√
⎛
⎝YZ

1,(η↓,η↓) −min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭
⎞
⎠min

⎧⎨
⎩w>1

Z ,
YZ

1,(η↓,η↓)

2

⎫⎬
⎭, (C248)

�1 = 1
d
∑d−1

k=0 Tr
[
σkM≤1

Z
∑

k′ �=kX̃k′M
≤1
Z
]

, (C249)

and M≤1
Z is given in Eq. (C220).

As anticipated, the right-hand side of the bound in Eq. (C247) depends (through �1) only on the statistics generated
by states that contain up to one photon in the interval Z . In particular, �1 is linked to the error rate in distinguishing the
X -basis states sent by Alice with Bob’s test measurement, Eq. (C15), and can be estimated with the rich statistics of the
test rounds. For this, we now focus on deriving explicit expressions for Bob’s POVM elements, Eq. (C6).

f. Bob’s X -basis detector

The detection statistics that are needed to estimate �1 are those generated by the following reduced POVM elements:

X (ηi,ηl)
k,� :=

d−1∑
j=0

M (ηi,ηl)
j ,k , (C250)

X (ηi,ηl)
k,∅ := M (ηi,ηl)

∅,k , (C251)
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where we ignore the specific outcome of the Z-basis detec-
tor and register onnly whether it clicks or does not click.
Note that Bob’s test measurement, as defined in Eq. (C15),
is recovered from Eqs. (C250) and (C251) as follows:

Xk = X
(η↑,η↑)

k,� + X
(η↑,η↑)

k,∅ . (C252)

Our goal is to derive explicit expressions for the POVM
elements (acting on mode a) given in Eqs. (C250)
and (C251).

The first step is to describe the ideal X -basis detector
acting on mode e in Fig. 7. Let D := {0, 1, . . . , d − 1} be
the set of outcomes of the X -basis detector on mode e and
let P(D) be the power set of D. Recall that we assumed
that Bob maps multiclick events K ∈ P(D), i.e., events
with clicks in the physical modes Xl, for l ∈ K , to a sin-
gle outcome. This can be formalized by an un-normalized
right stochastic matrix P ∈ MP(D)\∅× d, with elements

{P}K ,k := Pr(k|K) , (C253)

where Pr(k|K) represents the probability that the mul-
ticlick event K is mapped to the single outcome k. As
explained in Sec. III, we assume that the following holds:

d−1∑
k=0

Pr(k|K) = 1 for all K ∈ P(D) \ ∅, (C254)

i.e., that no event with at least one click is assigned to the
no-detection event. In other words, every time there is at
least one click (event K �= ∅), Bob assigns the event to
outcome k according to the distribution Pr(k|K). Then, the
POVM element corresponding to a detection of outcome
k, in the absence of dark counts, is given by

(Xk)e =
∑

K∈P(D)\∅
Pr(k|K) 


≥1
K , (C255)

where 

≥1
K is the projector on the subspace with at least

one photon in mode Xl for each l ∈ K , and no pho-
tons in the other measured modes Xm for m /∈ K . Note
that the event K = ∅ is excluded from Eq. (C255) since
no-detection events are not mapped to measurement out-
comes. We now consider that each mode Xk may click
with probability pX

d , given that no photon is in that mode.
Thus, we deduce that even the events where some of
the clicks are caused by dark counts are mapped accord-
ing to Eq. (C253), since Bob has no way to distinguish
dark counts from actual detections. Therefore, the POVM
element for outcome k in the presence of dark counts
becomes

(Xk)e =
∑

K∈P(D)\∅
Pr(k|K) XK , (C256)

where XK is the POVM element corresponding to the mul-
ticlick event K . Clearly, XK receives contributions from



≥1
K , but also from all the projectors 


≥1
S , where S ∈ P(K)

can be interpreted as the set of “genuine” clicks (i.e., clicks
caused by photons) in the multiclick event K , provided
that |K | − |S| dark counts also occur (|K | represents the
number of elements in K). In conclusion, we have

XK =
∑

S∈P(K)

(pX
d )|K |−|S|(1− pX

d )d−|K | 
≥1
S . (C257)

Remark 5. By using Eqs. (C256) and (C257) in the
computation of the POVM element corresponding to a
detection in any outcome, (X�)e, one obtains

(X�)e =
d−1∑
k=0

(Xk)e (C258)

= [1− (1− pX
d )d]
≥1

∅ +
∑

X ∈P(D)\∅


≥1
X , (C259)

which coincides with the analogous POVM element in the
Z basis, Eq. (C155), by using Eq. (B3) and by identi-
fying 


≥1
∅ = 
0

X and
∑

X ∈P(D)\∅

≥1
X =

∑∞
β=1 


β
X , with



β
X being the analogue for the X basis of 
α

Z for the Z
basis, namely, the projector on the subspace with β pho-
tons in the interval X and any number of photons outside
X . With these substitutions, we obtain

(X�)e = pX
d 1+ (1− pX

d )

∞∑
β=1



β
X . (C260)

Now we can compute the POVM element corresponding
to outcome k in the X -basis detector, acting on the trans-
mitted mode c. According to the model in Fig. 7 and by
one following the same approach that led to the derivation
of Eq. (C175) this will be given by

(Xk)c = 〈vac|d U†(ηr)(Xk)e ⊗ 1f U(ηr) |vac〉d . (C261)

Alternatively, a faster way to obtain (Xk)c is to observe that
when each photon can be lost independently with prob-
ability 1− ηr, the POVM element XK of the multiclick
event K receives contributions from any possible configu-
ration of photons arriving at the detector. Thus, the relevant
projector to express the operator in Eq. (C261) becomes



α0,α1,...,αd−1
X , (C262)

which is defined as the projector on the subspace with αk
photons in mode Xk, for k = 0, . . . , d − 1. Moreover, we
note that XK will have the same structure as in Eq. (C257)
if we interpret S as the set of modes that contain at least one
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photon after considering the detector’s nonunit efficiency
[i.e., after applying U(ηr)]:

XK =
∑

S∈P(K)

(pX
d )|K |−|S|(1− pX

d )d−|K | M≥1
S , (C263)

where M≥1
S is the POVM element of at least one photon in

mode Xs, after loss, for every s ∈ S. Thus, we can easily
express M≥1

S in terms of the projectors (C262) as follows:

M≥1
S =

∞∑
α0,α1,...,αd−1=0



α0,α1,...,αd−1
X

∏
s∈S

[1− (1− ηr)
αs]

×
∏
r∈Sc

(1− ηr)
αr , (C264)

where Sc = D \ S is the complement of S in D.
In conclusion, the POVM element for outcome k in

the X -basis detector with efficiency ηr and dark count
probability pX

d per mode is given by

(Xk)c =
∑

K∈P(D)\∅
Pr(k|K)

×
∑

S∈P(K)

(pX
d )|K |−|S|(1− pX

d )d−|K | M≥1
S , (C265)

with M≥1
S given in Eq. (C264). Moreover, it will turn out

to be useful to calculate the POVM element corresponding
to a detection of any outcome in mode c. This is achieved
from Eq. (C261) as follows:

(X�)c =
d−1∑
k=0

(Xk)c

= 〈vac|d U†(ηr)(X�)e ⊗ 1f U(ηr) |vac〉d
= pX

d 1c + (1− pX
d ) 〈vac|d U†(ηr)

×
∞∑

β=1

(

β
X )e ⊗ 1f U(ηr) |vac〉d , (C266)

where we used Eq. (C260) from Remark 5 in the last equal-
ity. Now we use the fact that a calculation similar to the one
above has already been done for computing Eq. (C176) and
resulted in Eq. (C178). Analogously, we obtain

(X�)c = pX
d 1c + (1− pX

d )

∞∑
β=1

[
1− (1− ηr)

β
]
(


β
X )c

=
∞∑

β=0

[
1− (1− pX

d )(1− ηr)
β
]
(


β
X )c. (C267)

Now we have all the ingredients to compute the POVM
elements defined in Eqs. (C250) and (C251). According to

the scheme in Fig. 7, we have

X (ηi,ηl)
k,� = 〈vac|b U†

(ηi,ηl)
(Xk)c ⊗ (Z�)c′U(ηi,ηl) |vac〉b ,

(C268)

X (ηi,ηl)
k,∅ = 〈vac|b U†

(ηi,ηl)
(Xk)c ⊗ (Z∅)c′U(ηi,ηl) |vac〉b ,

(C269)

where (Xk)c is given in Eq. (C265), (Z�)c′ is given in
Eq. (C155), and (Z∅)c′ = 1c′ − (Z�)c′ .

Now that we have derived the POVM elements of
interest, in the following subsection we link them to the
corresponding one-photon yields and bit error rates, which
in turn will be used to bound �1 in Eq. (C247).

g. One-photon X -basis yields and bit error rates

By applying the decoy-state method on the detection
statistics of the test rounds (see Appendix D), Alice and
Bob can estimate the following one-photon X -basis yields,
which we call the “test-round yields”:

YX ,�
1,(ηi,ηl)

=∑d−1
k=0 Tr

[σk

d
X (ηi,ηl)

�,�

]
, (C270)

YX ,∅
1,(ηi,ηl)

=∑d−1
k=0 Tr

[σk

d
X (ηi,ηl)

�,∅
]

, (C271)

where we defined

X (ηi,ηl)
�,� =

d−1∑
k=0

X (ηi,ηl)
k,� , (C272)

X (ηi,ηl)
�,∅ =

d−1∑
k=0

X (ηi,ηl)
k,∅ . (C273)

Similarly, by applying the decoy-state method on the X -
basis gains (12) and (13) and on the X -basis QBERs (15)
and (16), the parties can estimate the following one-photon
X -basis bit error rates, also called the “test-round bit error
rates”:

eX ,1,(ηi,ηl),� =
∑d−1

k=0 Tr
[

σk
d

∑
k′ �=kX (ηi,ηl)

k′,�

]

YX ,�
1,(ηi,ηl)

, (C274)

eX ,1,(ηi,ηl),∅ =
∑d−1

k=0 Tr
[

σk
d

∑
k′ �=kX (ηi,ηl)

k′,∅
]

YX ,∅
1,(ηi,ηl)

. (C275)

We observe that the test-round yields, Eqs. (C270)
and (C271), and the test-round bit error rates, Eqs. (C274)
and (C275), do not depend only on the component of σk in
the (≤ 1)-subspace.
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Conversely, this is the only component that matters when one is computing �1 [see Eq. (C249)]. Therefore, similarly to
the derivation of the upper bound on the phase error rate (C247), we now derive upper and lower bounds on the test-round
yields and test-round bit error rates such that they depend only on the (≤ 1)-subspace component of σk. The derivation
of the bounds is identical for each of the four equations— Eqs. (C270), (C271), (C274), and (C275); thus, we focus on
deriving the bounds for Eq. (C274). The first step entails our using the fact that

∑∞
α=0 
α

Z = 1, such that the numerator
in (C274) can be recast as follows:

YX ,�
1,(ηi,ηl)

eX ,1,(ηi,ηl),� =
∑d−1

k=0 Tr
[σk

d
(
∑∞

α=0

α
Z)
∑

k′ �=kX (ηi,ηl)
k′,� (

∑∞
α=0


α
Z)
]

=∑d−1
k=0 Tr

[σk

d


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 


≤1
Z
]
+∑d−1

k=0 Tr
[σk

d

(


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z + H.c.
)]

+∑d−1
k=0 Tr

[σk

d

>1

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z
]

, (C276)

where we defined the projectors



≤1
Z := 
0

Z +
1
Z , (C277)


>1
Z :=

∞∑
α=2


α
Z . (C278)

The three terms in Eq. (C276) closely resemble the three terms �1, �2, and �3 defined in Eq. (C222) for the phase error
rate. One can easily verify that the second and third terms in Eq. (C276) can be bounded in an analogous manner to �2
and �3. In particular, for the third term we obtain

∑d−1
k=0 Tr

[σk

d

>1

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z
]
≤ w>1

Z , (C279)

where we used Eq. (C227). For the second term we can follow the derivation of the bound on �2 until Eq. (C241), which
in this case becomes

∑d−1
k=0 Tr

[σk

d

(


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z + H.c.
)]
≤
√{

1− Tr
[
σ̄
>1

Z
]}

Tr
[
σ̄
>1

Z
]

≤
√

w>1
Z . (C280)

By using Eqs. (C280) and (C279) in Eq. (C276), we obtain the following upper bound on the numerator of the test-round
bit error rate:

YX ,�
1,(ηi,ηl)

eX ,1,(ηi,ηl),� ≤
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
+
√

w>1
Z + w>1

Z , (C281)

where w>1
Z is given in Eq. (C218) and where we defined

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
:=∑d−1

k=0 Tr
[σk

d


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 


≤1
Z
]

(C282)

as the numerator of the bit error rate when the state is restricted to the (≤ 1)-subspace. To derive a lower bound on the
numerator of the test-round bit error rate, we use the fact that

∑d−1
k=0 Tr

[σk

d

>1

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z
]
≥ 0, (C283)

since 
>1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z ≥ 0. For the second term in Eq. (C276), we can obtain a lower bound in an way analogous to
the derivation of the lower bound on �2 in Eq. (C246). We obtain

∑d−1
k=0 Tr

[σk

d

(


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 
>1

Z + H.c.
)]
≥ −
√

w>1
Z . (C284)
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By using Eqs. (C283) and (C284) in Eq. (C276), we obtain the following lower bound on the numerator of the test-round
bit error rate:

YX ,�
1,(ηi,ηl)

eX ,1,(ηi,ηl),� ≥
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
−
√

w>1
Z . (C285)

Bounds similar to Eqs. (C281) and (C285) can be obtained for the other test-round bit error rate (C275) and for the
test-round yields (C270) and (C271). Such bounds are important as they allow us to estimate the test-round yields and the
(numerator of) the test-round bit error rates, when restricted to the (≤ 1)-subspace, with significant accuracy. Indeed, we
can derive a narrow interval of existence for the quantity defined in Eq. (C282) by combining Eqs. (C281) and (C285):

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
≤
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
≤
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
, (C286)

where we defined

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
:= max

{
0, YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),� −

√
w>1

Z − w>1
Z

}
, (C287)

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
:= min

{
1, YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),� +

√
w>1

Z

}
, (C288)

and used the fact that 0 ≤ 

≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,� 


≤1
Z ≤ 1. Note that we replaced the product of the test-round yield and bit

error rate with the respective upper or lower bound obtained from the decoy-state method (derived in Appendix D), such
that Eqs. (C287) and (C288) are exclusively given in terms of observed quantities.

Analogously, we define the restriction of the test-round bit error rate in Eq. (C275) to the (≤1)-subspace as

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
:=∑d−1

k=0 Tr
[σk

d


≤1
Z
∑

k′ �=kX (ηi,ηl)
k′,∅ 


≤1
Z
]

, (C289)

and derive the interval of existence:

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
≤
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
≤
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
, (C290)

with

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
:= max

{
0, YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅ −

√
w>1

Z − w>1
Z

}
, (C291)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
:= min

{
1, YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅ +

√
w>1

Z

}
. (C292)

Similarly, we define the restriction of the test-round yields to the (≤ 1)-subspace:

[
YX ,�

1,(ηi,ηl)

]≤1

Z
:=∑d−1

k=0 Tr
[σk

d


≤1
Z X (ηi,ηl)

�,� 

≤1
Z
]

, (C293)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
:=∑d−1

k=0 Tr
[σk

d


≤1
Z X (ηi,ηl)

�,∅ 

≤1
Z
]

. (C294)

Then we can obtain tight intervals of existence for such quantities:

[
YX ,�

1,(ηi,ηl)

]≤1

Z
≤
[
YX ,�

1,(ηi,ηl)

]≤1

Z
≤
[
YX ,�

1,(ηi,ηl)

]≤1

Z
, (C295)
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[
YX ,∅

1,(ηi,ηl)

]≤1

Z
≤
[
YX ,∅

1,(ηi,ηl)

]≤1

Z
≤
[
YX ,∅

1,(ηi,ηl)

]≤1

Z
, (C296)

with
[
YX ,�

1,(ηi,ηl)

]≤1

Z
:= max

{
0, YX ,�

1,(ηi,ηl)
−
√

w>1
Z − w>1

Z

}
, (C297)

[
YX ,�

1,(ηi,ηl)

]≤1

Z
:= min

{
1, YX ,�

1,(ηi,ηl)
+
√

w>1
Z

}
, (C298)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
:= max

{
0, YX ,∅

1,(ηi,ηl)
−
√

w>1
Z − w>1

Z

}
, (C299)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
:= min

{
1, YX ,∅

1,(ηi,ηl)
+
√

w>1
Z

}
. (C300)

Importantly, we expect the intervals in Eqs. (C286), (C290), (C295), and (C296) to collapse to a single point under
nominal conditions since Tr[σ̄
>1

Z ] = 0 if there is no eavesdropper adding photons and the bound Tr[σ̄
>1
Z ] ≤ w>1

Z in
Eq. (C218) is tight under such conditions.

Having obtained narrow intervals for the test-round yields and bit error rates restricted to the (≤ 1)-subspace, we are
one step closer to estimating �1 as defined in Eq. (C249). We observe, however, that the definition of �1 restricts the
states to the (≤ 1)-subspace through the positive-semidefinite operators M≤1

Z , defined in Eq. (C220) and reported here for
clarity,

M≤1
Z = √p�|0 
0

Z +
√

p�|1 
1
Z , (C301)

rather than through the projectors 

≤1
Z = 
0

Z +
1
Z . Therefore, we cannot directly use the bounds derived on the

restricted test-round yields and bit error rates to compute �1 since the latter lack the prefactors √p�|0 and √p�|1 in
their definitions, Eqs. (C293), (C294), (C282), and (C289).

Therefore, to obtain a precise estimation of �1, we need to expand each quantity restricted to the (≤ 1)-subspace,
namely, Eqs. (C293), (C294), (C282), and (C289), through the equality 


≤1
Z = 
0

Z +
1
Z and then individually estimate

the three resulting terms. The three terms can then be multiplied by the appropriate prefactor in �1 after our expanding
�1 in a similar way through Eq. (C301). We detail this in the following subsection.

h. Expanding the test-round yields and bit error rates restricted to the (≤1)-subspace

Here we expand the expectation values in Eqs. (C293), (C294), (C282), and (C289) through 

≤1
Z = 
0

Z +
1
Z . We

show that they result in three independent terms that can be individually estimated thanks to the different statistics collected
by our tuning the TBS.

We start by expanding the test-round yield defined in Eq. (C293). The other test-round yield and bit error rates follow
a similar pattern. By using 


≤1
Z = 
0

Z +
1
Z and Eq. (C173), we get three terms:

[
YX ,�

1,(ηi,ηl)

]≤1

Z
=
[
YX ,�

1,(ηi,ηl)

]0

Z
+
[
YX ,�

1,(ηi,ηl)

]0,1

Z
+
[
YX ,�

1,(ηi,ηl)

]1

Z
, (C302)

where we defined [
YX ,�

1,(ηi,ηl)

]0

Z
:= Tr

[
σ̄
0

ZX (ηi,ηl)
�,� 
0

Z
]

, (C303)
[
YX ,�

1,(ηi,ηl)

]0,1

Z
:= Tr

[
σ̄
(

0

ZX (ηi,ηl)
�,� 
1

Z + H.c.
)]

, (C304)
[
YX ,�

1,(ηi,ηl)

]1

Z
:= Tr

[
σ̄
1

ZX (ηi,ηl)
�,� 
1

Z
]

. (C305)

We note that we can easily derive nontrivial intervals of existence for the three terms in Eq. (C302). In particular, we have
(for α = 0, 1)

0 ≤
[
YX ,�

1,(ηi,ηl)

]α
Z
≤ wα

Z , (C306)
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where we used the fact that X (ηi,ηl)
�,� ≤ 1 and the upper bounds in Eqs. (C194) and (C199). By combining Eqs. (C302)

and (C306), we obtain an interval for the remaining term:

[
YX ,�

1,(ηi,ηl)

]≤1

Z
− (w0

Z + w1
Z) ≤

[
YX ,�

1,(ηi,ηl)

]0,1

Z
≤
[
YX ,�

1,(ηi,ηl)

]≤1

Z
. (C307)

For each of the terms in Eq. (C302), we use Eq. (C272) combined with Eqs. (C268) and (C155) to recast the terms as
follows:

[
YX ,�

1,(ηi,ηl)

]0

Z
= Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(X�)c ⊗ (pZ
d 
0

Z +
∑∞

α=1

α
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
,

(C308)[
YX ,�

1,(ηi,ηl)

]0,1

Z
= Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(X�)c ⊗ (pZ
d 
0

Z +
∑∞

α=1

α
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]

+ Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(X�)c ⊗ (pZ
d 
0

Z +
∑∞

α=1

α
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
,

(C309)[
YX ,�

1,(ηi,ηl)

]1

Z
= Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(X�)c ⊗ (pZ
d 
0

Z +
∑∞

α=1

α
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]
.

(C310)

Then we observe that the unitary action of the TBS, as defined in Eq. (C152), preserves the temporal localization of
each photon. In other words, if there are ζ incoming photons localized in Z among the two incoming modes, then there
must also be ζ outgoing photons in Z in the two outgoing modes. Therefore, by recalling that 1 =∑α 
α

Z , we can write

U(ηi,ηl) = 1c ⊗ 1c′U(ηi,ηl)1a ⊗ 1b

=
∞∑

ζ=0

ζ∑
β=0

(

β
Z)c ⊗ (


ζ−β
Z )c′U(ηi,ηl)

ζ∑
α=0

(
α
Z)a ⊗ (


ζ−α
Z )b, (C311)

where the last expression implements the above observation. We now apply the observation in Eq. (C311) to compute the
following quantities appearing in Eq. (C302):

U(ηi,ηl)(

0
Z)a ⊗ |vac〉〈vac|b = (
0

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b, (C312)

U(ηi,ηl)(

1
Z)a ⊗ |vac〉〈vac|b =

[
(
0

Z)c ⊗ (
1
Z)c′ + (
1

Z)c ⊗ (
0
Z)c′
]

U(ηi,ηl)(

1
Z)a ⊗ |vac〉〈vac|b. (C313)

By taking the Hermitian conjugate of the above expressions, we obtain

(
0
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
= (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
Z)c ⊗ (
0

Z)c′ , (C314)

(
1
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
= (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

[
(
0

Z)c ⊗ (
1
Z)c′ + (
1

Z)c ⊗ (
0
Z)c′
]

. (C315)
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By using Eqs. (C312)–(C315) in Eqs. (C308)–(C310), we rewrite the three terms in Eq. (C302) as follows:

[
YX ,�

1,(ηi,ηl)

]0

Z
= pZ

d Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
ZX�
0

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
,

(C316)[
YX ,�

1,(ηi,ηl)

]1

Z
= pZ

d Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
1
ZX�
1

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]

+ Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
ZX�
0

Z)c ⊗ (
1
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]
,

(C317)[
YX ,�

1,(ηi,ηl)

]0,1

Z
= pZ

d Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
ZX�
1

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]

+ pZ
d Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
1
ZX�
0

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
.

(C318)

Remark 6. We emphasize that
[
YX ,�

1,(ηi,ηl)

]0,1

Z
is, in general, not null. The operator (X�)c, representing a detection in

the X -basis detector and reported in Eq. (C267), may not be diagonal in the eigenbasis {
α
Z}∞α=0 of the operator (Z�)c′ ,

representing a detection in the Z-basis detector and reported in Eq. (C155).

In a similar manner, we expand the other test-round yield in Eq. (C294) as follows:

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
=
[
YX ,∅

1,(ηi,ηl)

]0

Z
+
[
YX ,∅

1,(ηi,ηl)

]0,1

Z
+
[
YX ,∅

1,(ηi,ηl)

]1

Z
, (C319)

with intervals of existence given by

0 ≤
[
YX ,∅

1,(ηi,ηl)

]α
Z
≤ wα

Z , (C320)

[
YX ,∅

1,(ηi,ηl)

]≤1

Z
− (w0

Z + w1
Z) ≤

[
YX ,∅

1,(ηi,ηl)

]0,1

Z
≤
[
YX ,∅

1,(ηi,ηl)

]≤1

Z
, (C321)

and where Eq. (C269) and the application of the rules in Eqs. (C312)–(C315) leads to

[
YX ,∅

1,(ηi,ηl)

]0

Z
= Tr

[
σ̄
0

ZX (ηi,ηl)
�,∅ 
0

Z
]

= (1− pZ
d ) Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
ZX�
0

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
,

(C322)[
YX ,∅

1,(ηi,ηl)

]1

Z
= Tr

[
σ̄
1

ZX (ηi,ηl)
�,∅ 
1

Z
]

= (1− pZ
d ) Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
1
ZX�
1

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]
,

(C323)
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[
YX ,∅

1,(ηi,ηl)

]0,1

Z
= Tr

[
σ̄
(

0

ZX (ηi,ηl)
�,∅ 
1

Z + H.c.
)]

= (1− pZ
d ) Trab

[
(σ̄ ⊗ 1b) (
0

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
0
ZX�
1

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

]

+ (1− pZ
d ) Trab

[
(σ̄ ⊗ 1b) (
1

Z)a ⊗ |vac〉〈vac|bU†
(ηi,ηl)

(
1
ZX�
0

Z)c ⊗ (
0
Z)c′U(ηi,ηl)(


0
Z)a ⊗ |vac〉〈vac|b

]
.

(C324)

We now show that each of the three terms in Eqs. (C302) and (C319) can be estimated by our solving a system of linear
equations. To see this, we compute each expectation value forming the three terms in Eqs. (C302) and (C319), bearing
in mind that they are repeated in the two expressions. To do so, we use the definition of U†

(ηi,ηl)
given in Eq. (C152) to

replace the creation operators c† and (c′)† with the creation operators a† and b†. More precisely, we replace the creation
operators of only the outer kets and bras in the operators sandwiched by U†

(ηi,ηl)
and U(ηi,ηl). Our computation starts from

the following operator, appearing in Eqs. (C304) and (C324), and uses the explicit expression for 
α
Z given in Eq. (C156):

(
0
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
(
0

ZX�
1
Z)c ⊗ (
0

Z)c′U(ηi,ηl)(

1
Z)a ⊗ |vac〉〈vac|b

=
∞∑

n,n′=0

∞∑
m=1

∫

Z

dt1 · · · dtn
n!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

〈1t1 , . . . , 1tn |X� |1τ1 , . . . , 1τm〉 ,

(
0
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
(|1t1 , . . . , 1tn〉 〈1τ1 , . . . , 1τm |)c ⊗ (|1t′1 , . . . , 1t′

n′
〉〈1t′1 , . . . , 1t′

n′
|)c′U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

=
∞∑

n,n′=0

∞∑
m=1

∫

Z

dt1 · · · dtn
n!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

〈1t1 , . . . , 1tn |X� |1τ1 , . . . , 1τm〉 ,

(
0
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
c†

t1 . . . c†
tn ⊗ c′†t′1

. . . c′†t′
n′
|vac〉〈vac|cτ1 . . . cτm ⊗ c′t′1 . . . c′t′

n′
U(ηi,ηl)(


1
Z)a ⊗ |vac〉〈vac|b

=
∞∑

n,n′=0

∞∑
m=1

∫

Z

dt1 · · · dtn
n!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

〈1t1 , . . . , 1tn |X� |1τ1 , . . . , 1τm〉

× √ηi(1− ηl)
n′(
√

ηl)
n+m−1 |1t1 , . . . , 1tn , 1t′1 , . . . , 1t′

n′
〉 〈1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
|
a
⊗ |vac〉〈vac|b. (C325)

Similarly, for the other operator appearing in Eqs. (C304) and (C324), we obtain

(
1
Z)a ⊗ |vac〉〈vac|bU†

(ηi,ηl)
(
1

ZX�
0
Z)c ⊗ (
0

Z)c′U(ηi,ηl)(

0
Z)a ⊗ |vac〉〈vac|b

=
∞∑

n,n′=0

∞∑
m=1

∫

Z

dt1 · · · dtn
n!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

〈1τ1 , . . . , 1τm |X� |1t1 , . . . , 1tn〉

× √ηi(1− ηl)
n′(
√

ηl)
n+m−1 |1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
〉 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′

n′
|
a
⊗ |vac〉〈vac|b. (C326)

The important point of the last two calculations is the realization that the action of the TBS generates a prefactor
√

ηi,

such that
[
YX ,�

1,(ηi,ηl)

]0,1

Z
and
[
YX ,∅

1,(ηi,ηl)

]0,1

Z
can be rewritten as

[
YX ,�

1,(ηi,ηl)

]0,1

Z
= pZ

d
√

ηi Y
0,1
ηl

, (C327)
[
YX ,∅

1,(ηi,ηl)

]0,1

Z
= (1− pZ

d )
√

ηi Y
0,1
ηl

(C328)
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for some real number Y0,1
ηl

that mathematically corresponds to

Y0,1
ηl
=

∞∑
n,n′=0

∞∑
m=1

∫

Z

dt1 · · · dtn
n!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

(1− ηl)
n′(
√

ηl)
n+m−1

×
(
〈1τ1 , . . . , 1τm |X� |1t1 , . . . , 1tn〉 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′

n′
| σ̄ |1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
〉 + c.c.

)
(C329)

but that, we emphasize, cannot be directly observed experimentally—analogously to the test-round yields restricted by a
combination of 
0

Z and 
1
Z .

Nevertheless, in a similar manner, we compute the other terms in Eqs. (C302) and (C319) and obtain

[
YX ,�

1,(ηi,ηl)

]0

Z
= pZ

d Y0
ηl

, (C330)
[
YX ,∅

1,(ηi,ηl)

]0

Z
= (1− pZ

d )Y0
ηl

(C331)

for a non-negative real number

Y0
ηl
=

∞∑
n,n′=0

∞∑
m=0

∫

Z

dt1 · · · dtn
n!

∫

Z

dτ1 · · · dτm

m!

∫

Z

dt′1 · · · dt′n′
n′!

(1− ηl)
n′(
√

ηl)
n+m

× 〈1τ1 , . . . , 1τm |X� |1t1 , . . . , 1tn〉 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′
n′
| σ̄ |1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
〉 , (C332)

and

[
YX ,�

1,(ηi,ηl)

]1

Z
= pZ

d ηi Y
1t
ηl
+ (1− ηi)Y

1r
ηl

, (C333)
[
YX ,∅

1,(ηi,ηl)

]1

Z
= (1− pZ

d )ηi Y
1t
ηl

, (C334)

for non-negative real numbers

Y1t
ηl
=

∞∑
n′=0

∞∑
n,m=1

∫
Z

dt1
∫

Z

dt2 · · · dtn
(n− 1)!

∫
Z

dτ1

∫

Z

dτ2 · · · dτm

(m− 1)!

∫

Z

dt′1 · · · dt′n′
n′!

(1− ηl)
n′(
√

ηl)
n+m−2

× 〈1τ1 , . . . , 1τm |X� |1t1 , . . . , 1tn〉 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′
n′
| σ̄ |1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
〉 , (C335)

Y1r
ηl
=

∞∑
n,m=0

∞∑
n′=1

∫

Z

dt1 · · · dtn
n!

∫

Z

dτ1 · · · dτm

m!

∫
Z

dt′1

∫

Z

dt′2 · · · dt′n′
(n′ − 1)!

(1− ηl)
n′−1(
√

ηl)
n+m

× 〈1τ1 , . . . , 1τm |X� |1t1 , . . . , 1tn〉 〈1t1 , . . . , 1tn , 1t′1 , . . . , 1t′
n′
| σ̄ |1τ1 , . . . , 1τm , 1t′1 , . . . , 1t′

n′
〉 , (C336)

where the superscript t (r) stands for the fact that the photon localized in Z is transmitted (reflected) by the TBS.
As already argued, we cannot directly learn the values of Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
from the experiment statistics.

However, we know that the sum of Eqs. (C327), (C330), and (C333) [respectively, Eqs. (C328), (C331), and (C334)]

is equal to
[
YX ,�

1,(ηi,ηl)

]≤1

Z

([
YX ,∅

1,(ηi,ηl)

]≤1

Z

)
, which we managed to tightly bound from above and from below in Eq. (C295)

[respectively, Eq. (C296)] in terms of observed statistics. Thus, for the moment, we treat
[
YX ,�

1,(ηi,ηl)

]≤1

Z
and
[
YX ,∅

1,(ηi,ηl)

]≤1

Z
as

044011-55



FEDERICO GRASSELLI et al. PHYS. REV. APPLIED 23, 044011 (2025)

known quantities and write down the following linear system of equations that follows from Eqs. (C302) and (C319):
⎧⎪⎨
⎪⎩
[
YX ,�

1,(ηi,ηl)

]≤1

Z
= pZ

d

(
Y0

ηl
+√ηi Y0,1

ηl
+ ηi Y1t

ηl

)
+ (1− ηi)Y1r

ηl
,[

YX ,∅
1,(ηi,ηl)

]≤1

Z
= (1− pZ

d )
(
Y0

ηl
+√ηi Y0,1

ηl
+ ηi Y1t

ηl

)
,

(C337)

where the left-hand sides are known, while the unknowns are the variables Y0
ηl

, Y0,1
ηl

, Y1t
ηl

, and Y1r
ηl

. Note that the system
is composed of pairs of equations like the ones reported, each pair fixed by a choice of ηi, thus totaling six equations
(recall that Bob can select ηi ∈ {η↑, η↓, η2}). By solving the system of equations for Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
, we can

deduce the values of each of the three terms in the expansions (C302) and (C319) and use the latter to compute �1.
In a way similar to what is done for the test-round yields, we can expand the test-round bit error rates in Eqs. (C282)

and (C289) into three terms:
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
=
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0

Z

+
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
+
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
, (C338)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
=
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0

Z

+
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
+
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]1

Z
, (C339)

where the first term represents the test-round bit error rate restricted by the projector 
0
Z ,

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0

Z
:=∑d−1

k=0 Tr
[σk

d

0

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
0

Z
]

, (C340)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0

Z
:=∑d−1

k=0 Tr
[σk

d

0

Z
∑

k′ �=kX (ηi,ηl)
k′,∅ 
0

Z
]

, (C341)

while the third term is restricted by 
1
Z :

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
:=∑d−1

k=0 Tr
[σk

d

1

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
1

Z
]

, (C342)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]1

Z
:=∑d−1

k=0 Tr
[σk

d

1

Z
∑

k′ �=kX (ηi,ηl)
k′,∅ 
1

Z
]

, (C343)

and the second term is restricted by a combination of 
0
Z and 
1

Z ,

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
:=∑d−1

k=0 Tr
[σk

d

(

0

Z
∑

k′ �=kX (ηi,ηl)
k′,� 
1

Z + H.c.
)]

, (C344)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
:=∑d−1

k=0 Tr
[σk

d

(

0

Z
∑

k′ �=kX (ηi,ηl)
k′,∅ 
1

Z + H.c.
)]

. (C345)

Similarly to Eqs. (C320) and (C321), we can derive intervals of existence for each of the above terms:

0 ≤
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]α
Z
≤ wα

Z , (C346)

0 ≤
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]α
Z
≤ wα

Z , (C347)

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
− (w0

Z + w1
Z) ≤

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
≤
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
, (C348)

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
− (w0

Z + w1
Z) ≤

[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
≤
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]≤1

Z
. (C349)
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By performing calculations analogous to those done for the test-round yields, each term in the expansions (C338)
and (C339) can be recast as

[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0

Z
= pZ

d E0
ηl

, (C350)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0

Z
= (1− pZ

d )E0
ηl

, (C351)
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]0,1

Z
= pZ

d
√

ηi E
0,1
ηl

, (C352)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]0,1

Z
= (1− pZ

d )
√

ηi E
0,1
ηl

, (C353)
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]1

Z
= pZ

d ηi E
1t
ηl
+ (1− ηi)E

1r
ηl

, (C354)
[
YX ,∅

1,(ηi,ηl)
eX ,1,(ηi,ηl),∅

]1

Z
= (1− pZ

d )ηi E
1t
ηl

(C355)

for some real numbers E0
ηl

, E0,1
ηl

, E1t
ηl

, and E1r
ηl

, where again the action of the TBS on the photon localized in Z is singled
out by the factors containing ηi. Therefore, we can use Eqs. (C350)–(C355) in the expansions (C338) and (C339) to derive
the following linear system of equations:

⎧⎪⎨
⎪⎩
[
YX ,�

1,(ηi,ηl)
eX ,1,(ηi,ηl),�

]≤1

Z
= pZ

d

(
E0

ηl
+√ηi E0,1

ηl
+ ηi E1t

ηl

)
+ (1− ηi)E1r

ηl
,[

YX ,∅
1,(ηi,ηl)

eX ,1,(ηi,ηl),∅
]≤1

Z
= (1− pZ

d )
(
E0

ηl
+√ηi E0,1

ηl
+ ηi E1t

ηl

)
.

(C356)

Analogously to the system in Eq. (C337) for the test-round yields, the left-hand sides can be treated as known quantities
as they are tightly bounded in Eqs. (C286) and (C290). Hence, we can solve the system for E0

ηl
, E0,1

ηl
, E1t

ηl
, and E1r

ηl
, such

that we learn individually each term in the expansions (C338) and (C339).

i. Solving the linear systems

In this section, we solve the linear systems in Eqs. (C337) and (C356). Since the two systems are formally identical,
we discuss the solution of the one in Eq. (C337) and apply the result to the other system.

The linear system in Eq. (C337) can be put in the following form, where we selected the second equation three times
(for three values of ηi) and we selected the first equation for ηi = η3:

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

[
YX ,∅

1,(η1,ηl)

]≤1

Z[
YX ,∅

1,(η2,ηl)

]≤1

Z[
YX ,∅

1,(η3,ηl)

]≤1

Z[
YX ,�

1,(η3,ηl)

]≤1

Z

⎞
⎟⎟⎟⎟⎟⎟⎟⎠
= �

⎛
⎜⎜⎝
Y0

ηl
Y0,1

ηl
Y1t

ηl
Y1r

ηl

⎞
⎟⎟⎠ , (C357)

with the coefficient matrix given by

� :=

⎛
⎜⎜⎜⎝

(1− pZ
d ) (1− pZ

d )
√

η1 (1− pZ
d )η1 0

(1− pZ
d ) (1− pZ

d )
√

η2 (1− pZ
d )η2 0

(1− pZ
d ) (1− pZ

d )
√

η3 (1− pZ
d )η3 0

pZ
d pZ

d
√

η3 pZ
d η3 1− η3

⎞
⎟⎟⎟⎠ , (C358)
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where the three choices of ηi correspond to (see Sec III)

η1 = η↑, (C359)

η3 < η2 < η1, (C360)

η3 = η↓. (C361)

The system is solved by one inverting the coefficient matrix. In the protocol’s description (Sec. III), we noted that the
optimal choice for η2 is given by η2 = 1

4 (
√

η↑ + √η↓)2, which maximizes the absolute value of the determinant of �

(and corresponds to the mean of the geometric mean and arithmetic mean of η↑ and η↓). The solution of the system in
Eq. (C337) reads

Y0
ηl
=

√
η2η3(√

η1 −√η2
) (√

η1 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η1,ηl)

]≤1

Z
−

√
η1η3(√

η1 −√η2
) (√

η2 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η2,ηl)

]≤1

Z

+
√

η1η2(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

]≤1

Z
, (C362)

Y0,1
ηl
= −

√
η2 +√η3(√

η1 −√η2
) (√

η1 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η1,ηl)

]≤1

Z
+

√
η1 +√η3(√

η1 −√η2
) (√

η2 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η2,ηl)

]≤1

Z

−
√

η1 +√η2(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

]≤1

Z
, (C363)

Y1t
ηl
= 1(√

η1 −√η2
) (√

η1 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η1,ηl)

]≤1

Z
− 1(√

η1 −√η2
) (√

η2 −√η3
) (

1− pZ
d

) [YX ,∅
1,(η2,ηl)

]≤1

Z

+ 1(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

]≤1

Z
, (C364)

Y1r
ηl
=

[
YX ,�

1,(η3,ηl)

]≤1

Z
1− η3

+

[
YX ,∅

1,(η3,ηl)

]≤1

Z
1− η3

(
1− 1

1− pZ
d

)
. (C365)

In the exact same fashion, we solve the linear system in Eq. (C356) and obtain

E0
ηl
=

√
η2η3

[
YX ,∅

1,(η1,ηl)
eX ,1,(η1,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η1 −√η3

) (
1− pZ

d

) −
√

η1η3

[
YX ,∅

1,(η2,ηl)
eX ,1,(η2,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η2 −√η3

) (
1− pZ

d

)

+
√

η1η2(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

eX ,1,(η3,ηl),∅
]≤1

Z
, (C366)

E0,1
ηl
= −

(
√

η2 +√η3)
[
YX ,∅

1,(η1,ηl)
eX ,1,(η1,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η1 −√η3

) (
1− pZ

d

) + (
√

η1 +√η3)
[
YX ,∅

1,(η2,ηl)
eX ,1,(η2,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η2 −√η3

) (
1− pZ

d

)

−
√

η1 +√η2(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

eX ,1,(η3,ηl),∅
]≤1

Z
, (C367)

E1t
ηl
=

[
YX ,∅

1,(η1,ηl)
eX ,1,(η1,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η1 −√η3

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,ηl)
eX ,1,(η2,ηl),∅

]≤1

Z(√
η1 −√η2

) (√
η2 −√η3

) (
1− pZ

d

)

+ 1(√
η1 −√η3

) (√
η2 −√η3

) (
1− pZ

d

) [YX ,∅
1,(η3,ηl)

eX ,1,(η3,ηl),∅
]≤1

Z
, (C368)

E1r
ηl
=

[
YX ,�

1,(η3,ηl)
eX ,1,(η3,ηl),�

]≤1

Z
1− η3

+

[
YX ,∅

1,(η3,ηl)
eX ,1,(η3,ηl),∅

]≤1

Z
1− η3

(
1− 1

1− pZ
d

)
. (C369)
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Remark 7. With the choices made for η1, η2, and η3
in Eqs. (C359)–(C361), one can verify that the sign of
each coefficient, of the restricted test-round yields in Eqs.
(C362)–(C365), and of the restricted test-round bit error
rates in Eqs. (C362)–(C365), is determined and known.

We observe that the explicit expressions found for the
variables Y0

ηl
, Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
(E0

ηl
, E0,1

ηl
, E1t

ηl
, and

E1r
ηl

) are given in terms of the test-round yields (test-round
bit error rates) restricted to the (≤ 1)-subspace, which are
not known exactly but are tightly bounded in Eqs. (C295)
and (C296) [Eqs. (C286) and (C290)]. Then, by virtue of
Remark 7, we can easily replace the restricted test-round
yields (test-round bit error rates) with the respective upper
or lower bound, depending on whether the yields (bit error
rates) contribute positively or negatively to the phase error
rate.

In the following, we use the expressions derived for Y0
ηl

,
Y0,1

ηl
, Y1t

ηl
, and Y1r

ηl
(E0

ηl
, E0,1

ηl
, E1t

ηl
, and E1r

ηl
) to obtain

the individual values of the three terms in the yields’
expansions (C302) and (C319) [bit error rates’ expansions
(C338) and (C339)]. These are then used to derive an upper
bound on �1, where it will become clear how to replace
the restricted yields (bit error rates) with their respec-
tive bounds from Eqs. (C295) and (C296) [Eqs. (C286)
and (C290)].

j. Upper bound on �1: Part 1

Here we derive an upper bound on the remaining con-
tribution that is left to be estimated in the phase error rate
upper bound, Eq. (C247), namely, �1 given in Eq. (C249).
Initially, we aim at calculating an upper bound on the oper-
ator
∑

k′ �=k X̃k′ appearing in �1, where X̃k is the POVM
element defined in Eq. (C23) and reported here for clarity:

X̃k = (
√

X�)−1Xk(
√

X�)−1 ⊕ 1⊥X�
d

, (C370)

where both Xk and X� =
∑

k Xk are taken from Bob’s
test measurement, Eq. (C252). According to Eqs. (C268)
and (C269), we can obtain an expression for the POVM
element Xk of Bob’s test measurement, which corresponds
to outcome XB = k in the X -basis detector regardless of
what happens in the Z-basis detector and for the TBS
setting (η↑, η↑), as follows:

Xk = 〈vac|b U(η↑)†(Xk)c ⊗ 1c′U(η↑) |vac〉b , (C371)

where U(η↑) describes the unitary action of the TBS and
where (Xk)c is given in Eq. (C261). By using Eqs. (C261)
in Eq. (C371), we notice that Xk on mode a is just the oper-
ator (Xk)e, after letting the incoming mode traverse two
lossy elements represented by beam splitters with trans-
mittances ηr and η↑, respectively. Thus, equivalently, we

can compute Xk as resulting from (Xk)e after one lossy ele-
ment with a combined transmittance of ηrη↑, represented
by a unitary U(ηrη↑) mapping modes a and b to modes e
and f . Thus, we obtain

Xk = 〈vac|b U†(ηrη↑)(Xk)e ⊗ 1f U(ηrη↑) |vac〉b . (C372)

Then, by analogy with (Xk)c in Eq. (C261), we can use the
result in Eq. (C265) to deduce the final form of Xk on mode
a:

Xk =
∑

K∈P(D)\∅
Pr(k|K)

×
∑

S∈P(K)

(pX
d )|K |−|S|(1− pX

d )d−|K | (M≥1
S )a, (C373)

where (M≥1
S )a is defined as

(M≥1
S )a =

∞∑
α0,α1,...,αd−1=0



α0,α1,...,αd−1
X

∏
s∈S

[
1− (1− ηrη↑)αs

]

×
∏
r∈Sc

(1− ηrη↑)αr . (C374)

In a similar manner, we can obtain the expression for
X�, i.e., the POVM element corresponding to a detection
in the X -basis detector, regardless of what happens in the
Z-basis detector and for a TBS setting (η↑, η↑). Indeed,
from Eq. (C372) we have

X� = 〈vac|b U(ηrη↑)†(X�)e ⊗ 1f U(ηrη↑) |vac〉b ,
(C375)

with (X�)e given in Eq. (C260). Then, in analogy with the
calculation performed for (X�)c that led to Eq. (C267),
from the last expression we obtain the desired expression:

X� =
∞∑

β=0

[
1− (1− pX

d )(1− ηrη↑)β
]
(


β
X )a. (C376)

From Eq. (C376), we can easily obtain the inverse of its
square root:

(
√

X�)−1 =
∞∑

β=0

(

β
X )a√

1− (1− pX
d )(1− ηrη↑)β

, (C377)

where we used the fact that the projectors 

β
X are orthog-

onal. Moreover, since
∑∞

β=0 

β
X = 1, we deduce that X�

has support on the whole Hilbert space:
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1X� = 1. (C378)

To calculate Eq. (C370) we recast the operator in Eq. (C374) as

(M≥1
S )a =

∞∑
β=0

∑
α0,α1,...,αd−1:∑

i αi=β



α0,α1,...,αd−1
X

∏
s∈S

[
1− (1− ηrη↑)αs

]
(1− ηrη↑)β−

∑
s∈S αs (C379)

such that, together with Eq. (C377), we get

(
√

X�)−1(M≥1
S )a(

√
X�)−1

=
∞∑

β=0

1
1− (1− pX

d )(1− ηrη↑)β
∑

α0,α1,...,αd−1:∑
i αi=β



α0,α1,...,αd−1
X

∏
s∈S

[
1− (1− ηrη↑)αs

]
(1− ηrη↑)β−

∑
s∈S αs

≤ 1
pX

d

0

X δS,∅ + 1
1− (1− pX

d )(1− ηrη↑)

×
∞∑

β=1

∑
α0,α1,...,αd−1:∑

i αi=β



α0,α1,...,αd−1
X

∏
s∈S

[
1− (1− ηrη↑)αs

]
(1− ηrη↑)β−

∑
s∈S αs

=
(

1
pX

d
− 1

1− (1− pX
d )(1− ηrη↑)

)

0

X δS,∅ + 1
1− (1− pX

d )(1− ηrη↑)
(M≥1

S )a, (C380)

where in the inequality we pulled out the first term in the sum over β, noting that it always equals zero except when the
set S is empty, and multiplied all the other terms in the sum over β by the largest coefficient in the sum. By using the
simplifications

1
pX

d
− 1

1− (1− pX
d )(1− ηrη↑)

= ηrη↑(1− pX
d )

pX
d [pX

d + ηrη↑(1− pX
d )]

, (C381)

1
1− (1− pX

d )(1− ηrη↑)
= 1

pX
d + ηrη↑(1− pX

d )
(C382)

in Eq. (C380), we obtain

(
√

X�)−1(M≥1
S )a(

√
X�)−1 ≤ ηrη↑(1− pX

d )

pX
d [pX

d + ηrη↑(1− pX
d )]


0
X δS,∅ + 1

pX
d + ηrη↑(1− pX

d )
(M≥1

S )a. (C383)

By using the last expression, together with Eqs. (C373) and (C378), in Eq. (C370), we can derive an upper bound on
the following operator that appears in �1:

∑
k′ �=kX̃k′ ≤ 1

pX
d + ηrη↑(1− pX

d )

∑
k′ �=kXk′

+ ηrη↑(1− pX
d )

pX
d [pX

d + ηrη↑(1− pX
d )]

∑
K∈P(D)\∅

(∑
k′ �=k Pr(k′|K)

) ∑
S∈P(K)

(pX
d )|K |−|S|(1− pX

d )d−|K |
0
X δS,∅. (C384)

By using Eq. (C254), which implies that
∑

k′ �=k Pr(k′|K) ≤ 1, we can further simplify the last expression as follows:

∑
k′ �=kX̃k′ ≤

∑
k′ �=kXk′

pX
d + ηrη↑(1− pX

d )
+
0

X
ηrη↑(1− pX

d )

pX
d [pX

d + ηrη↑(1− pX
d )]

∑
K∈P(D)\∅

(pX
d )|K |(1− pX

d )d−|K |. (C385)

Now consider that the terms in the sum over the sets K depend only on the cardinality of K . Thus, we can turn the sum
into a sum over the allowed cardinalities by introducing a binomial coefficient that accounts for the number of different
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sets K that can be selected for a given cardinality. This leads to the following chain of equalities:

∑
k′ �=kX̃k′ ≤

∑
k′ �=kXk′

pX
d + ηrη↑(1− pX

d )
+
0

X
ηrη↑(1− pX

d )

pX
d [pX

d + ηrη↑(1− pX
d )]

d∑
r=1

(
d
r

)
(pX

d )r(1− pX
d )d−r

= 1
pX

d + ηrη↑(1− pX
d )

∑
k′ �=kXk′ +
0

X
ηrη↑(1− pX

d )

pX
d [pX

d + ηrη↑(1− pX
d )]

[
1− (1− pX

d )d]

= 1
pX

d + ηrη↑(1− pX
d )

∑
k′ �=kXk′ +
0

X
ηrη↑(1− pX

d )

pX
d [pX

d + ηrη↑(1− pX
d )]

pX
d

= 1
pX

d + ηrη↑(1− pX
d )

∑
k′ �=k

(
X

(η↑,η↑)
k′,� + X

(η↑,η↑)
k′,∅

)
+ ηrη↑(1− pX

d )

pX
d + ηrη↑(1− pX

d )

0

X , (C386)

where in the third line we used Eq. (B3) and in the fourth line we used the definition of Bob’s test measurement from
Eq. (C252).

By using the operator inequality derived in Eq. (C386) in the expression for �1, Eq. (C249), we obtain the following
upper bound on �1:

�1 ≤ 1
pX

d + ηrη↑(1− pX
d )

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=k

(
X

(η↑,η↑)
k′,� + X

(η↑,η↑)
k′,∅

)
M≤1

Z
]

+ ηrη↑(1− pX
d )

pX
d + ηrη↑(1− pX

d )
Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]

, (C387)

where M≤1
Z is given in Eq. (C220) and where we used Eq. (C173). Now the goal is to link the expectation values on the

right-hand side of Eq. (C387) to quantities that are observed in the experiment. For the expectation values in the first
addend, we expand M≤1

Z according to Eq. (C220) and use the definitions in Eq. (C340)–(C345), thus obtaining

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=k

(
X

(η↑,η↑)
k′,� + X

(η↑,η↑)
k′,∅

)
M≤1

Z
]

= p�|0

([
YX ,�

1,(η↑,η↑)eX ,1,(η↑,η↑),�
]0

Z
+
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]0

Z

)

+√p�|0p�|1

([
YX ,�

1,(η↑,η↑)eX ,1,(η↑,η↑),�
]0,1

Z
+
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]0,1

Z

)

+ p�|1

([
YX ,�

1,(η↑,η↑)eX ,1,(η↑,η↑),�
]1

Z
+
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]1

Z

)
. (C388)

Now we use the results in Eqs. (C350)–(C355), obtained for the bit error rates restricted by the projectors 
0
Z and 
1

Z , to
recast the last expression as follows:

∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=k

(
X

(η↑,η↑)
k′,� + X

(η↑,η↑)
k′,∅

)
M≤1

Z
]

= p�|0E0
η↑ +

√
p�|0p�|1

√
η↑E0,1

η↑ + p�|1
(
η↑E1t

η↑ + (1− η↑)E1r
η↑

)
, (C389)

where the variables E0
η↑ , E0,1

η↑ , E1t
η↑ , and E1r

η↑ have been obtained in terms of the test-round bit error rates, restricted to the
(≤ 1)-subspace, in Eqs. (C366)–(C369). We recall that while the test-round bit error rates restricted to the (≤ 1)-subspace
are not directly observed, they must belong to tight intervals as derived in Eqs. (C286) and (C290).

Therefore, we now replace the variables E0
η↑ , E0,1

η↑ , E1t
η↑ , and E1r

η↑ in Eq. (C389) with the respective upper bounds: E
0
η↑ ,

E
0,1
η↑ , E

1t
η↑ , and E

1r
η↑ . These bounds are obtained from Eqs. (C366)–(C369) by our substituting each test-round bit error rate,

restricted to the (≤ 1)-subspace, with the appropriate extremal point from the intervals (C286) and (C290), such that the
resulting expression is an upper bound on the original expression. By doing so, we obtain an upper bound on Eq. (C389)
that is entirely given in terms of observed quantities and reads
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∑d−1
k=0 Tr

[σk

d
M≤1

Z
∑

k′ �=k

(
X

(η↑,η↑)
k′,� + X

(η↑,η↑)
k′,∅

)
M≤1

Z
]

≤ p�|0E
0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)
, (C390)

where in the definitions of the following upper bounds, we replace η1 and η3 with Eq. (C359) and Eq. (C361), respectively:

E
0
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w0
Z ,

√
η2η↓
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
√

η↑η↓
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,η↑)eX ,1,(η↓,η↑),∅

]≤1

Z

}
, (C391)

E
0,1
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z
(1− pZ

d )
√

η↑
,−

(
√

η2 +√η↓)
[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

)

+
(
√

η↑ + √η↓)
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

) −
(
√

η↑ + √η2)
[
YX ,∅

1,(η↓,η↑)eX ,1,(η↓,η↑),∅
]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (C392)

E
1t
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,∅

1,(η↑,η↑)eX ,1,(η↑,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,η↑)eX ,1,(η2,η↑),∅
]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+ 1(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,η↑)eX ,1,(η↓,η↑),∅

]≤1

Z

}
, (C393)

E
1r
η↑ := min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,�

1,(η↓,η↑)eX ,1,(η↓,η↑),�
]≤1

Z
1− η↓

− pZ
d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,η↑)eX ,1,(η↓,η↑),∅
]≤1

Z

⎫⎪⎪⎬
⎪⎪⎭

. (C394)

In the last expression, the upper and lower bounds on
the test-round bit error rates are reported in Eqs. (C287),
(C288), (C291), and (C292). Moreover, we used the inter-
vals of existence in Eqs. (C346)–(C349) to obtain nontriv-
ial ranges for the upper bounds in Eqs. (C391)–(C394). For
example, Eq. (C351) combined with the interval (C347)
implies the following upper bound:

E0
η↑ ≤ w0

Z/(1− pZ
d ). (C395)

However, since the upper bound provided by the inter-
val (C347) is independent of pZ

d and since E0
η↑ does

not implicitly depend on pZ
d , we can set pZ

d → 0 in
the upper bound (C395), thereby obtaining the condition
in Eq. (C391). The same can be argued for E1t

η↑ and
E1r

η↑ . Conversely, the upper bound on E0,1
η↑ implied by

Eq. (C349) in general depends on pZ
d and η↑; therefore,

the two parameters cannot be set to arbitrary values in the
denominator of the first term in Eq. (C392).
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Similarly to Eq. (C388), we can expand the second
expectation value in Eq. (C387) as follows:

Tr
[
σ̄M≤1

Z 
0
XM≤1

Z
]

= p�|0 Tr
[
σ̄
0

Z
0
X
0

Z
]

+√p�|0p�|1 Tr
[
σ̄
(

0

Z
0
X
1

Z + H.c.
)]

+ p�|1 Tr
[
σ̄
1

Z
0
X
1

Z
]

. (C396)

The three expectation values on the right-hand side are not
directly observed experimentally and can be interpreted as
the weights of the average state received by Bob in the sub-
space with no photons in X (which is the total set of modes
measured by the X -basis detector) when restricted by the
projectors 
0

Z and 
1
Z . To estimate such quantities, in the

following we link them to the test-round yields restricted
to the (≤ 1)-subspace [Eqs. (C293) and (C294)] through
the detector decoy technique [28].

k. Detector decoy technique applied on the X -basis
detector statistics

The statistic collected in the test rounds that is required
to estimate the three expectation values in Eq. (C396) is
the detection probability in the X -basis detector, given the
TBS setting (ηl, ηl) and regardless of the measurement out-
come in the Z-basis detector. This probability is generated
by the following POVM element:

X (ηl,ηl)
� :=

d−1∑
k=0

(
X (ηl,ηl)

k,� + X (ηl,ηl)
k,∅

)

= 〈vac|b U†(ηl)(X�)c ⊗ 1c′U(ηl) |vac〉b, (C397)

where in the second equality we used Eqs. (C268)
and (C269). By using the same observation made earlier
in Eq. (C372) to compute an explicit expression for the
POVM element Xk of Bob’s test measurement, we can
view X (ηl,ηl)

� as resulting from (X�)e when preceded by two
lossy elements with transmittances ηl and ηr, respectively.
Therefore, we can recast the last expression as follows:

X (ηl,ηl)
� = 〈vac|b U†(ηrηl)(X�)e ⊗ 1f U(ηrηl) |vac〉b

=
∞∑

β=0

[
1− (1− pX

d )(1− ηrηl)
β
]



β
X , (C398)

where in the second equality we used the similar result
obtained for X� in Eq. (C376). From Eq. (C398) we obtain
the POVM element corresponding to no detection in the

X -basis detector with TBS setting (ηl, ηl):

X (ηl,ηl)
∅ := 1− X (ηl,ηl)

�

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β


β
X . (C399)

Thus, the probability of no detection in the X -basis detec-
tor generated by the average state σ̄ reads

1−
(

YX ,�
1,(ηl,ηl)

+ YX ,∅
1,(ηl,ηl)

)

= Tr
[
σ̄X (ηl,ηl)
∅

]

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄


β
X
]

, (C400)

where we used the definition of test-rounds yields in Eqs.
(C270) and (C271).

From Eq. (C400) we realize that the expectation values
required in Eq. (C396) are not exactly related to the test-
round yields, but rather are related to their restrictions in
the subspace with zero photons or one photon in Z . By
projecting the state in Eq. (C400) through 
0

Z or 
1
Z , we

obtain the following expressions, where on the right-hand
side we recover the expectation values of Eq. (C396):

Tr[σ̄
0
Z ]−

([
YX ,�

1,(ηl,ηl)

]0

Z
+
[
YX ,∅

1,(ηl,ηl)

]0

Z

)

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
0

Z

β
X
0

Z
]

,

(C401)

Tr[σ̄
1
Z ]−

([
YX ,�

1,(ηl,ηl)

]1

Z
+
[
YX ,∅

1,(ηl,ηl)

]1

Z

)

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
1

Z

β
X
1

Z
]

,

(C402)

where we used the definitions of the restricted test-round
yields in Eqs. (C303) and (C305). We link the yields
restricted to the subspace with either zero photons or one
photon in Z to the variables Y0

ηl
, Y1t

ηl
, and Y1r

ηl
via the

relations (C330), (C331), (C333), and (C334). We obtain

Tr[σ̄
0
Z ]−Y0

ηl

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
0

Z

β
X
0

Z
]

,

(C403)
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Tr[σ̄
1
Z ]−

[
ηlY

1t
ηl
+ (1− ηl)Y

1r
ηl

]

= (1− pX
d )

∞∑
β=0

(1− ηrηl)
β Tr
[
σ̄
1

Z

β
X
1

Z
]

.

(C404)

We emphasize that the left-hand sides of the last two equa-
tions can be considered, for the moment, to be known
quantities. Indeed, the variables Y0

ηl
, Y1t

ηl
, and Y1r

ηl
are

expressed in terms of the test-round yields restricted to the
(≤ 1)-subspace via the solutions (C362)–(C365) to the lin-
ear system (C337). In turn, the test-round yields restricted
to the (≤ 1)-subspace are tightly bounded by observed
quantities in Eqs. (C295) and (C296). At the same time, the
weights of the average state with zero photons or one pho-
ton in Z , namely, Tr[σ̄
0

Z ] and Tr[σ̄
1
Z ], were already

bounded in Eqs. (C194), (C199), (C202), and (C204) when
we applied the detector decoy technique to the statistics of
the Z-basis detector.

We can thus use Eqs. (C403) and (C404) to derive an
upper bound on the expectation values Tr

[
σ̄
0

Z
0
X
0

Z
]

and Tr
[
σ̄
1

Z
0
X
1

Z
]
. To this aim, we observe that Eqs.

(C403) and (C404) are of the form

fl =
∞∑

β=0

tβk xβ , (C405)

which allows us to apply the detector decoy technique,
where we identified

fl =
Tr[σ̄
0

Z ]−Y0
ηl

1− pX
d

or

fl =
Tr[σ̄
1

Z ]−
[
ηlY1t

ηl
+ (1− ηl)Y1r

ηl

]
1− pX

d
, (C406)

tk = 1− ηrηl, (C407)

xβ = Tr
[
σ̄
0

Z

β
X
0

Z
]

or xβ = Tr
[
σ̄
1

Z

β
X
1

Z
]

,

(C408)

from which we deduce the following conditions on xβ :

xβ ≥ 0, (C409)
∞∑

β=0

xβ = C , with C = Tr[σ̄
0
Z ] or C = Tr[σ̄
1

Z ].

(C410)

We now apply the detector decoy technique to derive an
upper bound on x0, and thereby on two of the expectation
values in Eq. (C396). We recall that η1 = η↑ and η3 = η↓

(see Sec. III). From Eqs. (C405) and (C410) we obtain the
following system of inequalities:

{
f3 ≤ x0 + t3x1 + t23(C− x0 − x1),
f1 ≥ x0 + t1x1

⇒

⎧⎪⎪⎨
⎪⎪⎩

x1 ≥ f3 − x0(1− t23)− Ct23
t3(1− t3)

,

x0 + t1
f3 − x0(1− t23)− Ct23

t3(1− t3)
≤ f1

⇒

⎧⎪⎪⎨
⎪⎪⎩

x1 ≥ f3 − x0(1− t23)− Ct23
t3(1− t3)

,

x0

[
1− t1(1+ t3)

t3

]
≤ f1 − t1

f3 − Ct23
t3(1− t3)

,
(C411)

where in the second step we used the lower bound on x1
in the second inequality. From the bottom inequality in
Eq. (C411), we can derive an upper bound on x0 provided
that its coefficient is positive. We thus require that

1− t1
1+ t3

t3
> 0 (C412)

⇐⇒ t3 − t1(1+ t3) > 0 (C413)

⇐⇒ t3(1− t1) > t1 (C414)

⇐⇒ (1− η↓ηr)η↑ηr > 1− η↑ηr (C415)

⇐⇒ − η2
r (η↓η↑)+ 2ηrη↑ − 1 > 0 (C416)

⇐⇒ ηr >

1−
√

1− η↓
η↑

η↓
, (C417)

which is indeed satisfied since we assumed that the con-
dition in Eq. (10) is satisfied. Then the upper bound on x0
follows from the bottom inequality in Eq. (C411) and reads

x0 ≤ t3f1 − t1f3 + t23(Ct1 − f1)
(1− t3)[t3 − t1(1+ t3)]

. (C418)

By substituting the original variables through Eqs. (C406),
(C407), and (C408), we obtain the desired upper bound on
the weight of the state in the subspace with no photons in
X and in Z:
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Tr
[
σ̄
0

Z
0
X
0

Z
]

≤
(1− η↑ηr)Y0

η↓ − (1− η↓ηr)Y0
η↑ + Tr[σ̄
0

Z ](η↑ − η↓)ηr + (1− η↓ηr)
2
{
Y0

η↑ − Tr[σ̄
0
Z ][pX

d + η↑ηr(1− pX
d )]
}

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)

=
(1− η↑ηr)Y0

η↓ − η↓ηr(1− η↓ηr)Y0
η↑ − Tr[σ̄
0

Z ]pX
d (1− η↑ηr)(1− η↓ηr)

2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ Tr[σ̄
0

Z ]
1− pX

d

≤ [w0
X
]0
Z , (C419)

where in the third line we replaced Tr[σ̄
0
Z ] with its upper bound or lower bound (w0

Z or w0
Z , respectively), such that the

resulting expression is still an upper bound of the left-hand side. For the same reason, we defined an upper bound and a
lower bound of the variable Y0

ηl
starting from its expression in Eq. (C362):

Y
0
ηl

:= min

{
w0

Z ,
√

η2η↓(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

)[YX ,∅
1,(η↑,ηl)

]≤1

Z

−
√

η↑η↓(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η2,ηl)

]≤1

Z

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,ηl)

]≤1

Z

}
, (C420)

Y0
ηl

:= max

{
0,

√
η2η↓(√

η↑ − √η2
) (√

η↑ − √η↓
) (

1− pZ
d

)[YX ,∅
1,(η↑,ηl)

]≤1

Z

−
√

η↑η↓(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η2,ηl)

]≤1

Z

+
√

η↑η2(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)[YX ,∅
1,(η↓,ηl)

]≤1

Z

}
, (C421)

respectively, where the upper and lower bounds on the test-round yields in the above formulas are reported in Eqs. (C297),
(C298), (C299), and (C300). Note that the nontrivial minimization (maximization) in Eq. (C420) [Eq. (C421)] is obtained
from the combination of Eq. (C331) with Eq. (C320), similarly to what was done for E

0
η↑ in Eq. (C391). In the end, we

obtain

[
w0

X
]0
Z := min

⎧⎨
⎩w0

Z ,
(1− η↑ηr)Y

0
η↓ − η↓ηr(1− η↓ηr)Y

0
η↑ − w0

ZpX
d (1− η↑ηr)(1− η↓ηr)

2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ w0

Z
1− pX

d

⎫⎬
⎭ , (C422)

where Y
0
ηl

and Y0
ηl

are given in Eqs. (C420) and (C421), while w0
Z and w0

Z are given in Eqs. (C195) and (C204).
In a similar manner, by substituting the original variables back into Eq. (C418), we obtain the desired upper bound on

the weight of the state in the subspace with no photons in X and one photon in Z:

Tr
[
σ̄
1

Z
0
X
1

Z
] ≤ (1− η↑ηr)

[
η↓Y1t

η↓ + (1− η↓)Y1r
η↓

]
− η↓ηr(1− η↓ηr)

[
η↑Y1t

η↑ + (1− η↑)Y1r
η↑

]
η↓ηr(1− pX

d )(2η↑ηr − 1− η2
r η↑η↓)

− Tr[σ̄
1
Z ]pX

d (1− η↑ηr)(1− η↓ηr)
2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ Tr[σ̄
1

Z ]
1− pX

d

≤ [w0
X
]1
Z , (C423)
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where in the second inequality we replaced Tr[σ̄
1
Z ] with its upper bound or lower bound (w1

Z or w1
Z , respectively)

and introduced upper and lower bounds on the variables Y1t
ηl

and Y1r
ηl

, starting from their expressions in Eqs. (C364)
and (C365). In this way, we obtain

[
w0

X
]1
Z := min

⎧⎨
⎩w1

Z ,
(1− η↑ηr)

[
η↓Y

1t
η↓ + (1− η↓)Y

1r
η↓

]
− η↓ηr(1− η↓ηr)

[
η↑Y1t

η↑ + (1− η↑)Y1r
η↑

]
η↓ηr(1− pX

d )(2η↑ηr − 1− η2
r η↑η↓)

− w1
ZpX

d (1− η↑ηr)(1− η↓ηr)
2

η↓ηr(1− pX
d )(2η↑ηr − 1− η2

r η↑η↓)
+ w1

Z
1− pX

d

}
, (C424)

where Y
1t
ηl

, Y
1r
ηl

, Y1t
ηl

, and Y1r
ηl

are defined as

Y
1t
ηl

:= min

⎧⎪⎪⎨
⎪⎪⎩

w1
Z ,

[
YX ,∅

1,(η↑,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+

[
YX ,∅

1,(η↓,ηl)

]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (C425)

Y
1r
ηl

:= min

{
w1

Z ,
1

1− η↓

[
YX ,�

1,(η↓,ηl)

]≤1

Z
− pZ

d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,ηl)

]≤1

Z

}
, (C426)

Y1t
ηl

:= max

⎧⎪⎪⎨
⎪⎪⎩

0,

[
YX ,∅

1,(η↑,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η↑ − √η↓

) (
1− pZ

d

) −
[
YX ,∅

1,(η2,ηl)

]≤1

Z(√
η↑ − √η2

) (√
η2 −√η↓

) (
1− pZ

d

)

+

[
YX ,∅

1,(η↓,ηl)

]≤1

Z(√
η↑ − √η↓

) (√
η2 −√η↓

) (
1− pZ

d

)
⎫⎪⎪⎬
⎪⎪⎭

, (C427)

Y1r
ηl

:= max

{
0,

1
1− η↓

[
YX ,�

1,(η↓,ηl)

]≤1

Z
− pZ

d

(1− η↓)(1− pZ
d )

[
YX ,∅

1,(η↓,ηl)

]≤1

Z

}
, (C428)

while w1
Z and w1

Z are given in Eqs. (C200) and (C202).
After having obtained the upper bounds in Eqs. (C419) and (C423), we now focus on deriving an upper bound on the

remaining expectation value in Eq. (C396), namely, Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
]
. To this aim, we define

z := Tr
[
σ̄
0

Z
0
X
1

Z
]

(C429)

such that the expectation value of interest can be bounded as follows:

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] = z + z∗ = 2Re(z) ≤ 2|z| = 2

∣∣Tr
[
σ̄
0

Z
0
X
1

Z
]∣∣ . (C430)

We can use the Cauchy-Schwarz inequality in the following form:

∣∣Tr[A†B]
∣∣ ≤ √Tr[A†A] Tr[B†B], (C431)
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where we choose A = √σ̄ and B = 
0
Z
0

X
1
Z
√

σ̄ . We obtain

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] ≤ 2

√
Tr
[
σ̄
1

Z
0
X
0

Z
0
X
1

Z
]

(C432)

≤ 2
√

Tr
[
σ̄
1

Z
0
X
1

Z
]
, (C433)

where we used the fact that 
0
Z ≤ 1. Finally, we use the bound already established in Eq. (C423) and obtain the bound

on the remaining expectation value:

Tr
[
σ̄ (
0

Z
0
X
1

Z + H.c.)
] ≤ 2

( [
w0

X
]1
Z

) 1
2

. (C434)

l. Upper bound on �1: Part 2

We can now conclude the derivation of the upper bound on �1, which appears in the phase error rate upper bound,
Eq. (C247). In particular, we use the bounds obtained with the detector decoy technique, namely, Eqs. (C419), (C423),
and (C434), to obtain an upper bound on Eq. (C396). By using this result with Eq. (C390) in Eq. (C387), we obtain the
final expression for the upper bound on �1:

�1 ≤ 1
pX

d + ηrη↑(1− pX
d )

[
p�|0E

0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)]

+ ηrη↑(1− pX
d )

pX
d + ηrη↑(1− pX

d )

[
p�|0
[
w0

X
]0
Z + 2

√
p�|0p�|1

( [
w0

X
]1
Z

) 1
2
+ p�|1

[
w0

X
]1
Z

]
. (C435)

m. Upper bound on the phase error rate

By using Eq. (C435) in Eq. (C247), we obtain the desired upper bound on the phase error rate, given in terms of
quantities that are estimated with the decoy-state method:

ẽX ,1 ≤ ẽX ,1, (C436)

with

ẽX ,1 := 1
YZ

1,(η↓,η↓)[p
X
d + ηrη↑(1− pX

d )]

[
p�|0E

0
η↑ +

√
p�|0p�|1

√
η↑E

0,1
η↑ + p�|1

(
η↑E

1t
η↑ + (1− η↑)E

1r
η↑

)]

+ ηrη↑(1− pX
d )

YZ
1,(η↓,η↓)[p

X
d + ηrη↑(1− pX

d )]

[
p�|0
[
w0

X
]0
Z + 2

√
p�|0p�|1

( [
w0

X
]1
Z

) 1
2
+ p�|1

[
w0

X
]1
Z

]

+ 1
YZ

1,(η↓,η↓)

(
�2 + w>1

Z
)

, (C437)

where w>1
Z ,
[
w0

X
]0
Z , and

[
w0

X
]1
Z are given in Eqs. (C218), (C422), and (C424), respectively, while E

0
η↑ , E

0,1
η↑ , E

1t
η↑ , and E

1r
η↑

are given in Eqs. (C391)–(C394). Finally, p�|0, p�|1, ηr, and �2 are given in Eqs. (C182), (C183), (C154), and (C248),
respectively. The derivation of the bound in Eq. (C437) concludes this subsection.

We observe that all the quantities appearing in Eq. (C437) are either input parameters or expressed in terms of bounds
derived with the decoy-state method. In particular, Eq. (C437) contains bounds on the one-photon Z-basis yields (YZ

1,(η↓,η↓),

YZ
1,(η↑,η↑)), but also indirectly contains bounds on the test-round yields (YX ,∅

1,(ηi,ηl)
, YX ,�

1,(ηi,ηl)
) through Eqs. (C297)–(C300) and

on the products between the test-round yields and bit error rates (YX ,∅
1,(ηi,η↑)eX ,1,(ηi,η↑),∅, YX ,�

1,(ηi,η↑)eX ,1,(ηi,η↑),�) through Eqs.
(C287), (C288), (C291), and (C292). Such bounds on the yields and on the bit error rates are obtained with standard
procedures of the decoy-state method, as shown in Appendix D.

044011-67



FEDERICO GRASSELLI et al. PHYS. REV. APPLIED 23, 044011 (2025)

5. Secret key rate

In this subsection we complete the security proof of Protocol 1.
We combine the upper bound obtained on the phase error rate (C436) with the entropy bound (C87) to derive the

following bound on the entropy of interest:

H(ZA|E)ρ|1,�Z ≥ log2
1
c
− u(ẽX ,1), (C438)

where we used the fact that u(x) in Eq. (20) is a monotonically nondecreasing function. We now use Eq. (C438) in
Eq. (C56), together with Eqs. (C47) and (5), to derive the following lower bound on the first entropy that appears in the
DW rate (C3):

H(ZA|IAE)ρ|�Z ≥
∑
μj ∈S

pμj

Pr(ZB �= ∅|�Z)

{
e−μj YZ

0,(η↓,η↓) log2 d + e−μj μj YZ
1,(η↓,η↓)

[
log2

1
c
− u(ẽX ,1)

]}
, (C439)

where we replaced the yields by their lower bounds obtained with the decoy-state method (see Appendix D).
Finally, we use the lower bound in Eq. (C439) and the upper bound in Eq. (C33) in the DW rate (C3), together with

Eq. (C4), to obtain the following lower bound on the asymptotic key rate of the protocol:

r ≥ p2
Z

3∑
j=1

pμj

{
e−μj YZ

0,(η↓,η↓) log2 d + e−μj μj YZ
1,(η↓,η↓)

[
log2

1
c
− u(ẽX ,1)

]
− GZ

μj ,(η↓,η↓)u(QZ,μj )

}
. (C440)

This coincides with the key rate provided in the protocol’s description, Eq. (17), thereby concluding the security proof.

APPENDIX D: DECOY-STATE METHOD

In this appendix, we provide upper and lower bounds on zero-photon and one-photon yields and bit error rates, fol-
lowing the standard procedures of the decoy-state method. Such bounds are required by the phase error rate upper bound,
Eq. (B1), as well as in the final expression for the protocol’s key rate (17). Moreover, we provide bounds on specific linear
combinations of one-photon yields, which appear in Eqs. (B5)–(B9).

1. Standard equations of the decoy-state method

We recall from Sec. III that Alice prepares WCPs with three different intensities: S = {μ1, μ2, μ3}, with μ1 > μ2 + μ3
and μ2 > μ3 ≥ 0 . The parties use all three intensities both to generate the key and to derive the decoy bounds. The
equalities on which the decoy-state method relies relate the unobserved yields to the observed gains. For instance, by
definition (11), the Z-basis gain is the probability that Bob has a detection in the Z-basis detector, given that Alice sent
one of the Z-basis states with intensity μj and that Bob chose the TBS setting (ηl, ηl), and can be expressed as follows:

GZ
μj ,(ηl,ηl)

= Pr(ZB �= ∅|T = Z, IA = μj , (ηl, ηl))

= Tr
[
(Z(ηl,ηl)

� ⊗ 1E)UBE
∑d−1

i=0
ρZi(μj )

d
⊗ |0〉〈0|EU†

BE

]
, (D1)

where Z(ηl,ηl)
� is defined in Eq. (C171) and ρZi(μj ) is given in Eq. (3). By using Eqs. (3) and (5), we can recast the gain as

follows:

GZ
μj ,(ηl,ηl)

=
∞∑

n=0

e−μj
μn

j

n!
Tr
[
(Z(ηl,ηl)

� ⊗ 1E)UBE
∑d−1

i=0
|nZi〉〈nZi |

d
⊗ |0〉〈0|EU†

BE

]

=
∞∑

n=0

e−μj
μn

j

n!
YZ

n,(ηl,ηl)
, (D2)

where in the last equality we defined the n-photon Z-basis yield (YZ
n,(ηl,ηl)

), by generalizing Eq. (C172).
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Similarly, the X -basis gain in Eq. (12) is defined as the probability that Bob has a detection in the X -basis detector and
in the Z-basis detector, given that Alice sent a state of the X -basis with intensity μj and Bob selected the TBS setting
(ηi, ηl). It can be expressed as

GX ,�
μj ,(ηi,ηl)

= Pr(XB �= ∅, ZB �= ∅|T = X , IA = μj , (ηi, ηl))

= Tr
[
(X (ηi,ηl)

�,� ⊗ 1E)UBE
∑d−1

k=0
ρXk (μj )

d
⊗ |0〉〈0|EU†

BE

]
, (D3)

where X (ηi,ηl)
�,� is defined in Eq. (C272) and ρXk (μj ) is given in Eq. (6). By using Eq. (6), we can express the gain in terms

of the X -basis yields:

GX ,�
μj ,(ηi,ηl)

=
∞∑

n=0

e−μj
μn

j

n!
YX ,�

n,(ηi,ηl)
, (D4)

where we defined the n-photon X -basis yields (YX ,�
n,(ηi,ηl)

) as a generalization of Eq. (C270). Analogously, we express the
gain in Eq. (13) as follows:

GX ,∅
μj ,(ηi,ηl)

=
∞∑

n=0

e−μj
μn

j

n!
YX ,∅

n,(ηi,ηl)
, (D5)

where YX ,∅
n,(ηi,ηl)

generalizes Eq. (C271) to n photons.
On the same lines, one can relate the n-photon X -basis bit error rates to the corresponding observed QBERs. In partic-

ular, the QBER in Eq. (15) is the probability that Bob’s X -basis outcome differs from Alice’s X -basis symbol, given that
Bob had a detection in both detectors, Alice chose intensity μj , and Bob chose the TBS setting (ηi, η↑). Then, the product
of this QBER and the corresponding X -basis gain reads

QX ,μj ,(ηi,η↑),�GX ,�
μj ,(ηi,η↑) = Pr(XB �= ∅, ZB �= ∅, XA �= XB|T = X , IA = μj , (ηi, η↑))

=∑d−1
k=0
∑

k′ �=k Tr
[
(X

(ηi,η↑)
k′,� ⊗ 1E)UBE

ρXk (μj )

d
⊗ |0〉〈0|EU†

BE

]
, (D6)

where X
(ηi,η↑)

k′,� is defined in Eq. (C250). By using Eq. (6), we can expand the last expression in terms of the products of
the X -basis yields and bit error rates as follows:

QX ,μj ,(ηi,η↑),�GX ,�
μj ,(ηi,η↑) =

∞∑
n=0

e−μj
μn

j

n!
YX ,�

n,(ηi,η↑)eX ,n,(ηi,η↑),�, (D7)

where we defined the n-photon X -basis bit error rate (eX ,n,(ηi,η↑),�) as a generalization of Eq. (C274). Analogously, we
have

QX ,μj ,(ηi,η↑),∅G
X ,∅
μj ,(ηi,η↑) =

∞∑
n=0

e−μj
μn

j

n!
YX ,∅

n,(ηi,η↑)eX ,n,(ηi,η↑),∅, (D8)

where eX ,n,(ηi,η↑),∅ generalizes Eq. (C275).

2. Bounds on yields and bit error rates

We observe that the equations defining the decoy-state method, namely, Eqs. (D2), (D4), (D5), (D7), and (D8), share
the same structure, which can be exemplified as follows:

Gμj =
∞∑

n=0

e−μj
μn

j

n!
Yn, (D9)

where Gμj can be replaced by a gain or a product of QBER and gain, while Yn can be replaced by a yield or a product of
yield and bit error rate. Then, starting from Eq. (D9) and following the procedure in the seminal paper on the decoy-state
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method [39], one obtains the following lower bounds on the vacuum and one-photon yields:

Y0 = max
{

0,
μ2eμ3Gμ3 − μ3eμ2Gμ2

μ2 − μ3

}
, (D10)

Y1 = max

⎧⎪⎨
⎪⎩0,

eμ2Gμ2 − eμ3Gμ3 −
μ2

2−μ2
3

μ2
1

(eμ1Gμ1 − Y0)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎬
⎪⎭ . (D11)

With similar techniques, one can derive a simple upper bound on the one-photon yield. To derive it, consider the following
combination of gains in Eq. (D9):

eμ2Gμ2 − eμ3Gμ3 = (μ2 − μ3)Y1 +
∞∑

n=2

μn
2 − μn

3

n!
Yn. (D12)

Now observe that the sum on the right-hand side is composed only of non-negative terms since μ2 > μ3. Therefore, we
can obtain the inequality

eμ2Gμ2 − eμ3Gμ3 ≥ (μ2 − μ3)Y1, (D13)

which provides us with the upper bound on the one-photon yield:

Y1 ≤ Y1 = eμ2Gμ2 − eμ3Gμ3

μ2 − μ3
. (D14)

An alternative upper bound on Y1 can be obtained by our using the statistics from all the intensity choices of Alice. In
particular, we use the following linear combination of three gains:

(μ2
2 − μ2

3)e
μ1Gμ1 − (μ2

1 − μ2
3)e

μ2Gμ2 + (μ2
1 − μ2

2)e
μ3Gμ3

=
∞∑

n=0

[
(μ2

2 − μ2
3)

μn
1

n!
− (μ2

1 − μ2
3)

μn
2

n!
+ (μ2

1 − μ2
2)

μn
3

n!

]
Yn

= f (1)Y1 +
∞∑

n=3

f (n)Yn, (D15)

where we introduced

f (n) := (μ2
2 − μ2

3)
μn

1

n!
− (μ2

1 − μ2
3)

μn
2

n!
+ (μ2

1 − μ2
2)

μn
3

n!
. (D16)

Now we observe that f (1) is negative:

f (1) < 0

⇔ (μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3 < 0

⇔ (μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

2)μ2 − (μ2
2 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3 < 0

⇔ (μ2
2 − μ2

3)(μ1 − μ2)− (μ2
1 − μ2

2)(μ2 − μ3) < 0

⇔ (μ2 − μ3)(μ1 − μ2) [μ2 + μ3 − μ1 − μ2] < 0, (D17)
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which is true since μ3 < μ2 < μ1. At the same time, we can show that f (n) ≥ 0 for n ≥ 3, as follows:

f (n) ≥ 0

⇔ (μ2
2 − μ2

3)μ
2
1μ

n−2
1 − (μ2

1 − μ2
3)μ

2
2μ

n−2
2 + (μ2

1 − μ2
2)μ

2
3μ

n−2
3 ≥ 0

⇔ μ2
1μ

2
2(μ

n−2
1 − μn−2

2 )− μ2
1μ

2
3(μ

n−2
1 − μn−2

3 )+ μ2
2μ

2
3(μ

n−2
2 − μn−2

3 ) ≥ 0

⇔ μ2
1μ

2
2(μ

n−2
1 − μn−2

2 )− μ2
1μ

2
3(μ

n−2
1 − μn−2

3 )+ μ2
2μ

2
3

[
(μn−2

1 − μn−2
3 )− (μn−2

1 − μn−2
2 )
] ≥ 0

⇔ μ2
2(μ

n−2
1 − μn−2

2 )(μ2
1 − μ2

3)− μ2
3(μ

n−2
1 − μn−2

3 )(μ2
1 − μ2

2) ≥ 0

⇔ (μ1 − μ2)(μ1 − μ3)[
μ2

2(μ1 + μ3)(μ
n−3
1 + μn−4

1 μ2 + · · · + μn−3
2 )− μ2

3(μ1 + μ2)(μ
n−3
1 + μn−4

1 μ3 + · · · + μn−3
3 )
] ≥ 0

⇔ μ1
[
μ2

2(μ
n−3
1 + μn−4

1 μ2 + · · · + μn−3
2 )− μ2

3(μ
n−3
1 + μn−4

1 μ3 + · · · + μn−3
3 )
]

+ μ2μ3
[
μ2(μ

n−3
1 + μn−4

1 μ2 + · · · + μn−3
2 )− μ3(μ

n−3
1 + μn−4

1 μ3 + · · · + μn−3
3 )
] ≥ 0, (D18)

which is verified since μ3 < μ2 < μ1. Then we can derive an upper bound on Y1 by replacing Yn with 1 in Eq. (D15),
which yields

(μ2
2 − μ2

3)e
μ1Gμ1 − (μ2

1 − μ2
3)e

μ2Gμ2 + (μ2
1 − μ2

2)e
μ3Gμ3 ≤ f (1)Y1 +

∞∑
n=3

f (n), (D19)

where we can simplify the sum running over n as follows:

∞∑
n=3

f (n) = (μ2
2 − μ2

3)

(
eμ1 − 1− μ1 − μ2

1

2

)

− (μ2
1 − μ2

3)

(
eμ2 − 1− μ2 − μ2

2

2

)
+ (μ2

1 − μ2
2)

(
eμ3 − 1− μ3 − μ2

3

2

)

= (μ2
2 − μ2

3) (eμ1 − μ1)− (μ2
1 − μ2

3) (eμ2 − μ2)+ (μ2
1 − μ2

2) (eμ3 − μ3)

= −f (1)+ (μ2
2 − μ2

3)e
μ1 − (μ2

1 − μ2
3)e

μ2 + (μ2
1 − μ2

2)e
μ3 . (D20)

By using the last expression in Eq. (D19), we obtain the following upper bound on the one-photon yield:

Y1 = 1− (μ2
2 − μ2

3)e
μ1(1− Gμ1)− (μ2

1 − μ2
3)e

μ2(1− Gμ2)+ (μ2
1 − μ2

2)e
μ3(1− Gμ3)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3
. (D21)

By combining Eqs. (D14) and (D21), we come to the final upper bound on the one-photon yield:

Y1 = min
{

1,
eμ2Gμ2 − eμ3Gμ3

μ2 − μ3
, 1− (μ2

2 − μ2
3)e

μ1(1− Gμ1)− (μ2
1 − μ2

3)e
μ2(1− Gμ2)+ (μ2

1 − μ2
2)e

μ3(1− Gμ3)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

}
.

(D22)

We can now substitute the appropriate yields and bit error rates in the generic bounds in Eqs. (D10), (D11), and (D22) to
derive the required bounds appearing in the phase error rate upper bound (C437) and in the key rate expression (C56). For
instance, by using the bound (D10) on the relations (D2), (D4), (D5), (D7), and (D8), we obtain, respectively,

YZ
0,(ηl,ηl)

= max

{
0,

μ2eμ3GZ
μ3,(ηl,ηl)

− μ3eμ2GZ
μ2,(ηl,ηl)

μ2 − μ3

}
, (D23)

YX ,�
0,(ηi,ηl)

= max

{
0,

μ2eμ3GX ,�
μ3,(ηi,ηl)

− μ3eμ2GX ,�
μ2,(ηi,ηl)

μ2 − μ3

}
, (D24)
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YX ,∅
0,(ηi,ηl)

= max

{
0,

μ2eμ3GX ,∅
μ3,(ηi,ηl)

− μ3eμ2GX ,∅
μ2,(ηi,ηl)

μ2 − μ3

}
, (D25)

YX ,�
0,(ηi,η↑)eX ,0,(ηi,η↑),� = max

{
0,

μ2eμ3QX ,μ3,(ηi,η↑),�GX ,�
μ3,(ηi,η↑) − μ3eμ2QX ,μ2,(ηi,η↑),�GX ,�

μ2,(ηi,η↑)

μ2 − μ3

}
, (D26)

YX ,∅
0,(ηi,η↑)eX ,0,(ηi,η↑),∅ = max

⎧⎨
⎩0,

μ2eμ3QX ,μ3,(ηi,η↑),∅G
X ,∅
μ3,(ηi,η↑) − μ3eμ2QX ,μ2,(ηi,η↑),∅G

X ,∅
μ2,(ηi,η↑)

μ2 − μ3

⎫⎬
⎭ (D27)

for ηi ∈ {η↑, η↓, η2} and ηl ∈ {η↓, η↑}.
Similarly, we use the bound (D11) on and Eq. (D22) in Eq. (D2) to obtain

YZ
1,(ηl,ηl)

= max

⎧⎪⎨
⎪⎩0,

eμ2GZ
μ2,(ηl,ηl)

− eμ3GZ
μ3,(ηl,ηl)

− μ2
2−μ2

3
μ2

1

(
eμ1GZ

μ1,(ηl,ηl)
− YZ

0,(ηl,ηl)

)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎬
⎪⎭ , (D28)

YZ
1,(ηl,ηl)

= min

{
1,

eμ2GZ
μ2,(ηl,ηl)

− eμ3GZ
μ3,(ηl,ηl)

μ2 − μ3
,

1− (μ2
2 − μ2

3)e
μ1(1− GZ

μ1,(ηl,ηl)
)− (μ2

1 − μ2
3)e

μ2(1− GZ
μ2,(ηl,ηl)

)+ (μ2
1 − μ2

2)e
μ3(1− GZ

μ3,(ηl,ηl)
)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

}
(D29)

for ηl ∈ {η↓, η↑}.
Subsequently, we use the bounds (D11) and (D22) on Eqs. (D4) and (D5) to obtain

YX ,�
1,(ηi,ηl)

= max

⎧⎪⎨
⎪⎩0,

eμ2GX ,�
μ2,(ηi,ηl)

− eμ3GX ,�
μ3,(ηi,ηl)

− μ2
2−μ2

3
μ2

1

(
eμ1GX ,�

μ1,(ηi,ηl)
− YX ,�

0,(ηi,ηl)

)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎬
⎪⎭ , (D30)

YX ,∅
1,(ηi,ηl)

= max

⎧⎪⎨
⎪⎩0,

eμ2GX ,∅
μ2,(ηi,ηl)

− eμ3GX ,∅
μ3,(ηi,ηl)

− μ2
2−μ2

3
μ2

1

(
eμ1GX ,∅

μ1,(ηi,ηl)
− YX ,∅

0,(ηi,ηl)

)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎬
⎪⎭ , (D31)

YX ,�
1,(ηi,ηl)

= min

{
1,

eμ2GX ,�
μ2,(ηi,ηl)

− eμ3GX ,�
μ3,(ηi,ηl)

μ2 − μ3
,

1− (μ2
2 − μ2

3)e
μ1(1− GX ,�

μ1,(ηi,ηl)
)− (μ2

1 − μ2
3)e

μ2(1− GX ,�
μ2,(ηi,ηl)

)+ (μ2
1 − μ2

2)e
μ3(1− GX ,�

μ3,(ηi,ηl)
)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

}
, (D32)

YX ,∅
1,(ηi,ηl)

= min

{
1,

eμ2GX ,∅
μ2,(ηi,ηl)

− eμ3GX ,∅
μ3,(ηi,ηl)

μ2 − μ3
,

1− (μ2
2 − μ2

3)e
μ1(1− GX ,∅

μ1,(ηi,ηl)
)− (μ2

1 − μ2
3)e

μ2(1− GX ,∅
μ2,(ηi,ηl)

)+ (μ2
1 − μ2

2)e
μ3(1− GX ,∅

μ3,(ηi,ηl)
)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

}
(D33)

for ηi ∈ {η↑, η↓, η2} and ηl ∈ {η↓, η↑}.
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Finally, we use the bounds (D11) and (D22) on Eqs. (D7) and (D8) to obtain

YX ,�
1,(ηi,η↑)eX ,1,(ηi,η↑),� = max

⎧⎨
⎩0,

eμ2QX ,μ2,(ηi,η↑),�GX ,�
μ2,(ηi,η↑) − eμ3QX ,μ3,(ηi,η↑),�GX ,�

μ3,(ηi,η↑)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)

−
μ2

2−μ2
3

μ2
1

(
eμ1QX ,μ1,(ηi,η↑),�GX ,�

μ1,(ηi,η↑) − YX ,�
0,(ηi,η↑)eX ,0,(ηi,η↑),�

)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎪⎬
⎪⎪⎭

, (D34)

YX ,∅
1,(ηi,η↑)eX ,1,(ηi,η↑),∅ = max

⎧⎨
⎩0,

eμ2QX ,μ2,(ηi,η↑),∅G
X ,∅
μ2,(ηi,η↑) − eμ3QX ,μ3,(ηi,η↑),∅G

X ,∅
μ3,(ηi,η↑)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)

−
μ2

2−μ2
3

μ2
1

(
eμ1QX ,μ1,(ηi,η↑),∅G

X ,∅
μ1,(ηi,η↑) − YX ,∅

0,(ηi,η↑)eX ,0,(ηi,η↑),∅

)

(μ2 − μ3)
(

1− μ2+μ3
μ1

)
⎫⎪⎪⎬
⎪⎪⎭

, (D35)

YX ,�
1,(ηi,η↑)eX ,1,(ηi,η↑),� = min

{
1,

eμ2QX ,μ2,(ηi,η↑),�GX ,�
μ2,(ηi,η↑) − eμ3QX ,μ3,(ηi,η↑),�GX ,�

μ3,(ηi,η↑)

μ2 − μ3
,

1−
(

(μ2
2 − μ2

3)e
μ1(1− QX ,μ1,(ηi,η↑),�GX ,�

μ1,(ηi,η↑))− (μ2
1 − μ2

3)e
μ2(1− QX ,μ2,(ηi,η↑),�GX ,�

μ2,(ηi,η↑))

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

+
(μ2

1 − μ2
2)e

μ3(1− QX ,μ3,(ηi,η↑),�GX ,�
μ3,(ηi,η↑))

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

)}
, (D36)

and

YX ,∅
1,(ηi,η↑)eX ,1,(ηi,η↑),∅ = min

⎧⎨
⎩1,

eμ2QX ,μ2,(ηi,η↑),∅G
X ,∅
μ2,(ηi,η↑) − eμ3QX ,μ3,(ηi,η↑),∅G

X ,∅
μ3,(ηi,η↑)

μ2 − μ3
,

1−
⎛
⎝ (μ2

2 − μ2
3)e

μ1(1− QX ,μ1,(ηi,η↑),∅G
X ,∅
μ1,(ηi,η↑))− (μ2

1 − μ2
3)e

μ2(1− QX ,μ2,(ηi,η↑),∅G
X ,∅
μ2,(ηi,η↑))

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

+
(μ2

1 − μ2
2)e

μ3(1− QX ,μ3,(ηi,η↑),∅G
X ,∅
μ3,(ηi,η↑))

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3

⎞
⎠
⎫⎬
⎭ (D37)

for ηi ∈ {η↑, η↓, η2}.

3. Bounds on linear combinations of yields

Some of the quantities appearing in the phase error rate bound (B1), namely, Eqs. (B5)–(B9), depend on linear combi-
nations of one-photon Z-basis yields. In principle, in these expressions we could use the bounds already derived for the
single yields. However, to obtain a tighter bound, in the following we derive bounds on the whole linear combination of
the yields.

To start with, we observe that the linear combinations of yields in Eqs. (B6)–(B9) can be generically written in the form

c↑YZ
1,(η↑,η↑) − c↓YZ

1,(η↓,η↓), (D38)
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where the coefficients c↑ and c↓ depend on the particular linear combination that is considered. Then we can obtain a
tighter upper bound on Eq. (D38) by considering the following equation:

G̃Z
μj
=

∞∑
n=0

e−μj
μn

j

n!
ỸZ

n , (D39)

where we defined

G̃Z
μj

:= c↑GZ
μj ,(η↑,η↑) − c↓GZ

μj ,(η↓,η↓), (D40)

ỸZ
n := c↑YZ

n,(η↑,η↑) − c↓YZ
n,(η↓,η↓). (D41)

We observe that Eq. (D39) has the same form as the standard equation of the decoy-state method, Eq. (D9), with the
important difference that the new gains (G̃Z

μj
) and new yields (ỸZ

n ) are not necessarily non-negative. In other words, while

0 ≤ Yn ≤ 1 for every yield, this is not true anymore for ỸZ
n . Nevertheless, we can still apply the techniques of the standard

decoy-state method to Eq. (D39), as far as we can obtain an interval of existence for the new yields ỸZ
n .

To this aim, we recall from Eq. (D2) that the n-photon Z-basis yield can be written as

YZ
n,(ηl,ηl)

= Tr
[
σnZ(ηl,ηl)

�

]
, (D42)

with

σn := TrE

[
UBE
∑d−1

i=0
|nZi〉〈nZi |

d
⊗ |0〉〈0|EU†

BE

]
. (D43)

By using Eq. (C179) for Z(ηl,ηl)
� in Eq. (D42), we can express the new yield (D41) as follows:

ỸZ
n =

∞∑
α=0

Tr
[
σn


α
Z
] {

c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

. (D44)

From the last expression, we can immediately derive an interval of existence for ỸZ
n :

ỸZ ≤ ỸZ
n ≤ ỸZ , (D45)

where we defined

ỸZ = min
α≥0

{
c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

, (D46)

ỸZ = max
α≥0

{
c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

. (D47)

Clearly, the interval of existence of ỸZ
n is independent of n (as for the standard yields) but depends on the particular linear

combination of yields, i.e., on c↑ and c↓. It is useful to derive a necessary and sufficient condition for the terms in Eqs.
(D46) and (D47) to be increasing with α,

c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
] ≤ c↑

[
1− (1− pZ

d )ηα+1
↑
]− c↓

[
1− (1− pZ

d )ηα+1
↓
]

⇐⇒ c↓ηα
↓ − c↑ηα

↑ ≤ c↓ηα+1
↓ − c↑ηα+1

↑
⇐⇒ c↓(1− η↓)ηα

↓ ≤ c↑(1− η↑)ηα
↑, (D48)

which can then be applied to the specific cases of c↑ and c↓.
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We can now derive an upper bound on Eq. (D38) by following the same procedure that leads to Eq. (D14). In particular,
we consider the following combination of new gains in Eq. (D39):

eμ2G̃Z
μ2
− eμ3G̃Z

μ3
= (μ2 − μ3)ỸZ

1 +
∞∑

n=2

μn
2 − μn

3

n!
ỸZ

n

≥ (μ2 − μ3)ỸZ
1 + ỸZ

∞∑
n=2

μn
2 − μn

3

n!

= (μ2 − μ3)ỸZ
1 + ỸZ (eμ2 − eμ3 + μ3 − μ2) . (D49)

This leads to the following upper bound on ỸZ
1 :

ỸZ
1 = c↑YZ

1,(η↑,η↑) − c↓YZ
1,(η↓,η↓) ≤ c↑YZ

1,(η↑,η↑) − c↓YZ
1,(η↓,η↓), (D50)

with

c↑YZ
1,(η↑,η↑) − c↓YZ

1,(η↓,η↓) := min

{
ỸZ ,

c↑(eμ2GZ
μ2,(η↑,η↑) − eμ3GZ

μ3,(η↑,η↑))− c↓(eμ2GZ
μ2,(η↓,η↓) − eμ3GZ

μ3,(η↓,η↓))

μ2 − μ3

− ỸZ (eμ2 − eμ3 + μ3 − μ2)

μ2 − μ3

}
. (D51)

This upper bound can be applied to each expression in Eqs. (B6)–(B9) by one replacing c↑ and c↓ with the appropriate

coefficients from Eq. (B5)–(B9) and by using the explicit expressions for ỸZ and ỸZ . The latter are obtained from Eqs.
(D46) and (D47) for specific choices of c↑ and c↓:

(1) For c↑ = η↓ and c↓ = η↑(1− η↑): In this case the condition in Eq. (D48) becomes (1− η↓)ηα−1
↓ ≤ ηα−1

↑ , which is
true if α ≥ 1. Moreover, since the inequality

{
c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α=0
≥ {c↑ [1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α=1

⇐⇒ η↑ ≥ η↓
1− η↓

(D52)

is true due to Eq. (9), we have that Eqs. (D46) and (D47) are given by

ỸZ = {c↑ [1− (1− pZ
d )ηα

↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α=1
= η↓ − η↑(1− η↑)− (1− pZ

d )η↓η2
↑, (D53)

ỸZ = max
[{

c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α=0
,
{
c↑
[
1− (1− pZ

d )ηα
↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α→∞

]

= max
{
pZ

d

[
η↓ − η↑(1− η↑)

]
, η↓ − η↑(1− η↑)

}
. (D54)

(2) For c↑ = −η↓(1− η↓) and c↓ = −η↑: In this case the condition in Eq. (D48) becomes ηα−1
↓ ≥ (1− η↑)ηα−1

↑ , which

is verified for α = 0, 1 but it is not clear for what α it does not hold. To find good estimations of ỸZ and ỸZ in this case,
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we define f (α) to be the argument of the optimizations in Eqs. (D46) and (D47),

f (α) := η↑ − η↓(1− η↓)+ (1− pZ
d )η↑η↓

[
(1− η↓)ηα−1

↑ − ηα−1
↓
]

, (D55)

and find the condition for which its first derivative is non-negative: f ′(α) ≥ 0. We obtain

α ≤ 1+
ln
[
(1− η↓)

ln η↑
ln η↓

]
ln η↓ − ln η↑

, (D56)

which implies α < 1. Thus, we conclude that f (α) is minimal at the two extremes of α’s range—f (0) and f (∞)—and
since η↑ > η↓(1− η↓), we get

ỸZ = {c↑ [1− (1− pZ
d )ηα

↑
]− c↓

[
1− (1− pZ

d )ηα
↓
]}

α=0
= pZ

d

[
η↑ − η↓(1− η↓)

]
, (D57)

ỸZ = η↑, (D58)

while for ỸZ we used the definition (D41) and the fact that 0 ≤ YZ
n ≤ 1.

(3) For c↑ = −(1− η2
↓) and c↓ = −1: In this case the condition in Eq. (D48) becomes ηα

↓ ≥ (1+ η↓)(1− η↑)ηα
↑,

which is verified for α = 0. Similarly to before, we define f (α) to be the argument of the optimizations in Eqs. (D46)
and (D47),

f (α) := 1− (1− η2
↓)+ (1− pZ

d )
[
(1− η2

↓)η
α
↑ − ηα

↓
]

, (D59)

and find the condition for which its first derivative is non-negative: f ′(α) ≥ 0. We obtain

α ≤
ln
[
(1− η2

↓)
ln η↑
ln η↓

]
ln η↓ − ln η↑

, (D60)

which implies that f (α) stops increasing for a value α > 0. Thus, f (α) has its global minimum in either α = 0 or α = ∞.
We obtain

ỸZ = pZ
d

[
1− (1− η2

↓)
]

, (D61)

ỸZ = 1, (D62)

where for ỸZ we again used the definition (D41) and the fact that 0 ≤ YZ
n ≤ 1.

(4) For c↑ = 1 and c↓ = 1− η2
↑: In this case the condition in Eq. (D48) becomes (1+ η↑)(1− η↓)ηα

↓ ≤ ηα
↑, which

is not verified for α = 0 due to Eq. (9). Therefore, given that f (α) is the argument of the optimizations in Eqs. (D46)
and (D47),

f (α) := 1− (1− η2
↑)+ (1− pZ

d )
[
(1− η2

↑)η
α
↓ − ηα

↑
]

, (D63)

we found that f (0) > f (1). Now we find the condition for which its first derivative is negative: f ′(α) < 0. We obtain

α <

ln
[

ln η↑
(1−η2

↑) ln η↓

]

ln η↓ − ln η↑
, (D64)

and since we know that f (0) > f (1), it must be that f (α) stops decreasing at some point greater than zero. Then we
conclude that f (α) is maximal at the extremes and we obtain

ỸZ = −(1− η2
↑), (D65)

ỸZ = η2
↑, (D66)

where for ỸZ we used the definition (D41) and the fact that 0 ≤ YZ
n ≤ 1.
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Finally, we derive an upper bound on the linear combination of yields that appears in Eq. (B5), namely,

(η↑ − η↓)YZ
1,(η2,η2) − (1− η2)(YZ

1,(η↓,η↓) − YZ
1,(η↑,η↑))− (η↑ − η↓)pZ

d . (D67)

This can again be done by our applying the decoy-state method on the formula in Eq. (D39), where this time we define
the gain and the yield to be

G̃Z
μj

:= (η↑ − η↓)GZ
μj ,(η2,η2) − (1− η2)

(
GZ

μj ,(η↓,η↓) − GZ
μj ,(η↑,η↑)

)
− (η↑ − η↓)pZ

d , (D68)

ỸZ
n := (η↑ − η↓)YZ

n,(η2,η2) − (1− η2)
(

YZ
n,(η↓,η↓) − YZ

n,(η↑,η↑)

)
− (η↑ − η↓)pZ

d . (D69)

Our goal is to derive an upper bound on ỸZ
1 . Similarly to Eq. (D44), we can recast the newly defined yield in Eq. (D69) as

follows:

ỸZ
n =

∞∑
α=0

Tr
[
σn


α
Z
]
γα , (D70)

where we introduced

γα := (1− pZ
d )
[
(η↑ − η↓)(1− ηα

2 )− (1− η2)(η
α
↑ − ηα

↓)
]

. (D71)

To derive an interval of existence for ỸZ
n , i.e., ỸZ ≤ ỸZ

n ≤ ỸZ , we notice that γ0 = γ1 = 0 and that γα ≥ 0 for every α ≥ 2
[this last result can be directly inferred from the study of g(α) in Eq. (C211)]. Then we have

ỸZ = γ0 = 0. (D72)

For the upper bound, we observe that γα ≤ γα+1 for α ≥ 2. Indeed,

γα ≤ γα+1

⇔ (η↑ − η↓)(−ηα
2 )− (1− η2)(η

α
↑ − ηα

↓) ≤ (η↑ − η↓)(−ηα+1
2 )− (1− η2)(η

α+1
↑ − ηα+1

↓ )

⇔ − (1− η2)(η
α
↑ − ηα

↓) ≤ (η↑ − η↓)ηα
2 (1− η2)− (1− η2)(η

α+1
↑ − ηα+1

↓ )

⇔ 0 ≤ (ηα
↑ − ηα

↓)+ (η↑ − η↓)ηα
2 − (ηα+1

↑ − ηα+1
↓ )

⇔ 0 ≤ (η↑ − η↓)(ηα
2 + ηα−1

↑ + ηα−2
↑ η↓ + · · · + η↑ηα−2

↓ + ηα−1
↓ )

− (η↑ − η↓)(ηα
↑ + ηα−1

↑ η↓ + · · · + η↑ηα−1
↓ + ηα

↓)

⇔ ηα
2 + ηα−1

↑ + ηα−2
↑ η↓ + · · · + η↑ηα−2

↓ + ηα−1
↓ ≥ ηα

↑ + ηα−1
↑ η↓ + · · · + η↑ηα−1

↓ + ηα
↓

⇔ ηα−1
↑ (1− η↑)+ ηα−2

↑ η↓(1− η↑)+ · · · + η↑ηα−2
↓ (1− η↑)+ ηα−1

↓ (1− η↑)+ (ηα
2 − ηα

↓) ≥ 0, (D73)

which is true since η2 > η↓ and 1 ≥ η↑. Then we have

ỸZ = γ∞ = (1− pZ
d )(η↑ − η↓). (D74)

We can now derive an upper bound on ỸZ
1 in the same way used to derive an upper bound on the one-photon yield with two

or three decoy intensities, Eq. (D22). We start by obtaining the bound with two decoy intensities. Consider the decoy-state
formula in Eq. (D39) and consider the combination of gains that leads to Eq. (D49). We obtain the following upper bound
on ỸZ

1 :

ỸZ
1 ≤ C(μ2, μ3), (D75)
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where we defined

C(μ2, μ3) := eμ2G̃Z
μ2
− eμ3G̃Z

μ3
− ỸZ (eμ2 − eμ3 + μ3 − μ2)

μ2 − μ3
. (D76)

By substituting ỸZ = 0 and G̃μj with Eq. (D68) in the last expression, we obtain

C(μ2, μ3) = eμ2
(η↑ − η↓)

(
GZ

μ2,(η2,η2) − pZ
d

)
− (1− η2)

(
GZ

μ2,(η↓,η↓) − GZ
μ2,(η↑,η↑)

)
μ2 − μ3

− eμ3
(η↑ − η↓)

(
GZ

μ3,(η2,η2) − pZ
d

)
− (1− η2)

(
GZ

μ3,(η↓,η↓) − GZ
μ3,(η↑,η↑)

)
μ2 − μ3

. (D77)

For the case of three decoy intensities, we consider the same combination of gains as in Eq. (D15). Then, in the resulting
expression, we can replace ỸZ

n with ỸZ (instead of 1) and follow the same steps leading to Eq. (D21). By doing so, we
obtain

C(μ1, μ2, μ3) := ỸZ − (μ2
2 − μ2

3)e
μ1(ỸZ − G̃Z

μ1
)− (μ2

1 − μ2
3)e

μ2(ỸZ − G̃Z
μ2

)+ (μ2
1 − μ2

2)e
μ3(ỸZ − G̃Z

μ3
)

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3
. (D78)

By substituting ỸZ = (1− pZ
d )(η↑ − η↓) and G̃μj with Eq. (D68) in the last expression, we obtain

C(μ1, μ2, μ3) = (1− pZ
d )(η↑ − η↓)− F

(μ2
2 − μ2

3)μ1 − (μ2
1 − μ2

3)μ2 + (μ2
1 − μ2

2)μ3
, (D79)

where we defined

F :=(μ2
2 − μ2

3)e
μ1
[
(η↑ − η↓)(1− GZ

μ1,(η2,η2))+ (1− η2)(GZ
μ1,(η↓,η↓) − GZ

μ1,(η↑,η↑))
]

− (μ2
1 − μ2

3)e
μ2
[
(η↑ − η↓)(1− GZ

μ2,(η2,η2))+ (1− η2)(GZ
μ2,(η↓,η↓) − GZ

μ2,(η↑,η↑))
]

+ (μ2
1 − μ2

2)e
μ3
[
(η↑ − η↓)(1− GZ

μ3,(η2,η2))+ (1− η2)(GZ
μ3,(η↓,η↓) − GZ

μ3,(η↑,η↑))
]

. (D80)

Finally, we combine the two upper bounds derived in Eqs. (D77) and (D79) to obtain the final expression [analogous to
Eq. (D22)] for our upper bound on the linear combination of yields in Eq. (D67):

(η↑ − η↓)YZ
1,(η2,η2) − (1− η2)(YZ

1,(η↓,η↓) − YZ
1,(η↑,η↑))− (η↑ − η↓)pZ

d

:= min
{
(1− pZ

d )(η↑ − η↓), C(μ2, μ3), C(μ1, μ2, μ3)
}

. (D81)

APPENDIX E: SIMULATION FORMULAS

In this appendix we report the formulas used to generate
the simulations reported in Sec. V.

1. High-dimensional time-bin QKD

According to the channel model used for simulating the
time-bin QKD protocol (Protocol 1) in Figs. 3 and 4, in the

absence of eavesdroppers, the Z-basis gain reads

GZ
μj ,(ηl,ηl)

= 1− (1− pZ
d )e−μj ηηZ (1−ηl), (E1)

where η is the transmittance of the quantum channel. For
the X -basis gains, we recall that we assumed that the
signal arriving at Bob is entirely contained in the detec-
tion window Z . Hence, the gains are not affected by the
transmittance of the TBS outside the interval Z . Thus,

044011-78



QUANTUM KEY DISTRIBUTION. . . PHYS. REV. APPLIED 23, 044011 (2025)

we get

GX ,�
μj ,(ηi,ηl)

= GZ
μj ,(ηi,ηi)

[
1− (1− pX

d )e−μj ηηX ηi
]

, (E2)

GX ,∅
μj ,(ηi,ηl)

=
(

1− GZ
μj ,(ηi,ηi)

) [
1− (1− pX

d )e−μj ηηX ηi
]

.

(E3)

Instead of modeling noise sources in the quantum channel
and in the detectors, we assume that each click caused by
a photon detection by the Z-basis detector (X -basis detec-
tor) is affected by a channel-intrinsic QBER of qZ (qX ),
while the clicks caused by dark counts are random and
hence contribute with an error rate of 1− 1/d. Thus, we
obtain the following QBER of the key generation rounds:

QZ,μj =
qZ(1− e−μj ηηZ (1−η↓))+ (1− 1

d

)
pZ

d e−μj ηηZ (1−η↓)

GZ
μj ,(η↓,η↓)

.

(E4)

Similarly, the QBERs of the test rounds are given by

QX ,μj ,(ηi,η↑),�

= qX (1− e−μj ηηX ηi)+ (1− 1
d

)
pX

d e−μj ηηX ηi

1− (1− pX
d )e−μj ηηX ηi

, (E5)

QX ,μj ,(ηi,η↑),∅ = QX ,μj ,(ηi,η↑),�, (E6)

where we observe that in our error model the test round
QBERs are independent of whether the Z-basis detector
clicks or does not click.

The quantities appearing in the decoy-BB84 key rate
(43) are obtained with a standard application of the decoy-
state method (see Appendix D). In particular, we have

eX ,1 = min

{
1,

eμ2QX ,μ2GX
μ2
− eμ3QX ,μ3GX

μ3

YX
1 (μ2 − μ3)

}
(E7)

for the bit error rate upper bound, while the lower bounds
on the one-photon yields YX

1 and YZ
1 are reported in

Eq. (D11). The lower bound YZ
0 is given by Eq. (D10).

Note that these formulas need to be evaluated with the
appropriate Z-basis or X -basis gains. Indeed, in Sec. V we
argued that even in the honest implementation of the proto-
col there is an asymmetry in the gains of the two bases due
to asymmetric detectors. We derive the gains appearing in
Eq. (43) as follows:

GZ
μj
= GZ

μj ,(η↓,η↓), (E8)

GX
μj
= GX ,�

μj ,(η↑,η↑) + GX ,∅
μj ,(η↑,η↑), (E9)

where the gains on the right-hand side are given in Eqs.
(E1)–(E3). This is because the TBS is not needed in the

decoy-BB84 proof; hence, its only use in that protocol is
to select the measurement basis, with setting (η↓, η↓) that
selects the Z basis and setting (η↑, η↑) that selects the X
basis. For the QBERs appearing in Eq. (43), we have

QZ,μj=
qZ(1− e−μj ηηZ (1− η↓))+ (1− 1

d

)
pZ

d e−μj ηηZ (1−η↓)

GZ
μj

,

(E10)

QX ,μj =
qX (1− e−μj ηηX η↑)+ (1− 1

d

)
pX

d e−μj ηηX η↑

GX
μj

.

(E11)

2. Attack-induced efficiency mismatch

To study the attack presented in Sec. V B, we assume
that Alice can deterministically send one-photon pulses in
each round. This allows us to simplify our proof by remov-
ing the decoy-state method, which is no longer needed
since in this setting one-photon yields and error rates are
directly observable quantities.

Here we report the new expressions for the one-photon
yields and error rates that enter our key rate (44) and the
BB84 key rate (45) when Alice sends one-photon pulses.

a. Protocol statistics without Eve’s attack

First we present the formulas for the case where there is
no attack by Eve where and Alice and Bob are linked by a
channel with transmittance η and intrinsic QBERs qZ and
qX . The one-photon yields are

YZ,hon
1,(ηl,ηl)

= η(1− ηl)ηZ + [1− η(1− ηl)ηZ] pZ
d , (E12)

YX ,hon
1,(ηl,ηl)

= ηηlηX + [1− ηηlηX ] pX
d , (E13)

YX ,�,hon
1,(ηi,ηl)

= ηηiηX pZ
d + η(1− ηi)ηZpX

d

+ pZ
d pX

d [1− η + ηηi(1− ηX )

+ η(1− ηi)(1− ηZ)] , (E14)

YX ,∅,hon
1,(ηi,ηl)

= (1− pZ
d )
[
ηηiηX + ηηi(1− ηX )pX

d

+ η(1− ηi)(1− ηZ)pX
d + (1− η)pX

d

]
.
(E15)

The one-photon error rates satisfy the following equalities:

YZ,hon
1,(ηl,ηl)

ehon
Z,1,(ηl,ηl)

= qZη(1− ηl)ηZ

+
(

1− 1
d

)
[1− η(1− ηl)ηZ] pZ

d ,

(E16)

YX ,hon
1,(ηl,ηl)

ehon
X ,1,(ηl,ηl)

= qX ηηlηX

+
(

1− 1
d

)
[1− ηηlηX ] pX

d , (E17)
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YX ,�,hon
1,(ηi,ηl)

ehon
X ,1,(ηi,ηl),� = qX ηηiηX pZ

d

+
(

1− 1
d

)(
YX ,�,hon

1,(ηi,ηl)
− ηηiηX pZ

d

)
, (E18)

YX ,∅,hon
1,(ηi,ηl)

ehon
X ,1,(ηi,ηl),∅ = qX ηηiηX (1− pZ

d )

+
(

1− 1
d

)(
YX ,∅,hon

1,(ηi,ηl)
− ηηiηX (1− pZ

d )
)

, (E19)

where the yields appearing on the right-hand side are given
in Eqs. (E14) and (E15).

By using Eqs. (E12)–(E19) to replace the correspond-
ing bounds in the phase error rate upper bound (B1),
we obtain significant simplifications compared with the
expressions in Appendix B, which are obtained when Alice
prepares phase-randomized coherent pulses for the decoy-
state method. In particular, thanks to the knowledge of
the true value of the one-photon yields, the estimation of
the weight of Bob’s received state in the (≤ 1)-subspace
becomes tight. Namely, the upper bound in Eq. (B5)
becomes null (w>1

Z = 0) once we replace the yields with
Eq. (E12). This fact greatly improves the tightness of our
key rate bound, so much so that it coincides with the
asymptotic key rate of the BB84 protocol without decoys,
as shown in Fig. 5, for wZ = 0.

b. Protocol statistics with Eve’s attack

Eve intercepts and measures Alice’s pulses in the Z
basis (X basis) with probability wZ (wX ). Eve can per-
fectly distinguish Alice’s symbols when guessing the right
basis. She then prepares a tailored time pulse (frequency
pulse), corresponding to the Z-basis (X -basis) outcome she
observed, and sends it through a pure-loss channel with
transmittance ξZ (ξX ). Her goal is to make her attack unde-
tectable in the standard BB84 protocol. In other words, she
aims to introduce little noise in the events where Alice,
Bob, and Eve choose the same basis, while decreasing
the detection probability at Bob for the events where she
chooses the wrong basis, thereby keeping the QBERs low.

Before describing Eve’s attack, we review Bob’s mea-
surement apparatus for the case of one-photon signals.
Bob’s measurement apparatus comprises the TBS with

setting (ηi, ηl), followed by a time-of-arrival measurement
in the reflected port with efficiency ηZ . The measurement
returns outcome j ′ if the photon is detected in the time
interval centered at tj ′ with width �j for each bin. The
total detection window in the Z basis is �t = d�j . The
photon transmitted by the TBS undergoes dispersion in a
dispersive medium, modeled by the unitary:

Udis =
∫ ∞
−∞

df ei2π2�2f 2 |f 〉〈f |, (E20)

with �2 the group delay dispersion coefficient of the
dispersive medium, followed by a time-of-arrival measure-
ment with efficiency ηX , where outcome k′ corresponds to
a detection in the time bin centered at t̃k′ with width �k
for each bin. The total detection window in the X basis is
�f = d�k.

To remain undetected, when intercepting the signal
in the Z basis, Eve prepares the following one-photon
Gaussian time pulse corresponding to outcome j :

|EZ(j )〉 :=
∫ ∞
−∞

dt
e−

(t−tj )2

2s2√√
πs
|t〉 , (E21)

where s is a free parameter that Eve can freely tune. Sim-
ilarly, Eve prepares the following one-photon Gaussian-
modulated frequency pulse when intercepting the signal in
the X basis, corresponding to outcome k:

|EX (k)〉 :=
∫ ∞
−∞

df
e−

f 2

2σ2√√
πσ

ei(2π t̃k f −2π2�2f 2) |f 〉 , (E22)

where σ is a free parameter. In Eqs. (E21) and (E22),
a†

f |vac〉 = |f 〉 (a†
t |vac〉 = |t〉) represents an unphysical

state of a single photon at frequency f (time t). It holds
that |t〉 = ∫∞−∞ dfe2iπ ft |f 〉.

We now compute the probabilities of Bob obtaining cer-
tain outcomes, given that Eve performed the attack in the
Z basis, Eq. (E21), or the X basis, Eq. (E22).

The probability that Bob obtains outcome j ′ in the
Z basis, given that Eve sent the pulse corresponding to
outcome j in Eq. (E21), is given by

Pr(ZB = j ′|ZE = j ) = (1− ηi)ηZ

∫ tj ′+�j /2

tj ′−�j /2
dt

e−
(t−tj )2

s2

√
πs

= (1− ηi)ηZ

2

[
erf
(

tj ′ − tj +�j /2
s

)
+ erf

(−tj ′ + tj +�j /2
s

)]
, (E23)
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with erf(x) = (2/
√

π)
∫ x

0 dte−t2 the error function. We observe that Eve can tune the width of her Gaussian pulse, s, in
order to introduce little noise in the Z-basis outcomes. This is achieved by Eve choosing s� �j so that Pr(Z = j ′|Z =
j ) ∝ δj ′j . Note that the probability in Eq. (E23) is computed modulo the transmittance ξZ of Eve’s channel. The probability
that Bob obtains outcome k′ in the X basis, given that Eve sent the pulse corresponding to outcome j in Eq. (E21), is
given by

Pr(XB = k′|ZE = j ) = ηX

∫ t̃k′+�k/2

t̃k′−�k/2
dt

e
− (t−tj )2

s2+(�2/s)2

4
√

π
√

s2 + (�2/s)2

×
∣∣∣∣2√ηl + (

√
ηi −√ηl)

[
erf

(
(1+ i)s2(2t+�t)+ (1− i)(2tj +�t)�2

4s
√

�2

√
s2 − i�2

)

− erf

(
(1+ i)s2(2t−�t)+ (1− i)(2tj −�t)�2

4s
√

�2

√
s2 − i�2

)] ∣∣∣∣
2

, (E24)

and is also computed modulo the transmittance of Eve’s channel, ξX . We observe that Eve can tune s such that �2/s 
�f . In this way, she can reduce the detection probability at Bob when they choose opposite bases. In summary, when
intercepting the signal in the Z basis, Eve prepares pulses given by Eq. (E21), with s satisfying both s� �j and �2/s 
�f , so that Bob observes little noise in the Z-basis detections and a reduced detection probability in the X basis.

The probability that Bob obtains outcome j ′ in the Z basis, given that Eve sent the pulse corresponding to outcome k in
Eq. (E22), is given by

Pr(ZB = j ′|XE = k) = (1− ηi)ηZ

2

[
erf
(

tj ′ − t̃k +�j /2√
2σ ′

)
+ erf

(−tj ′ + t̃k +�j /2√
2σ ′

)]
, (E25)

where σ ′ := σ
∣∣1/(2σ 2)+ 2iπ2�2

∣∣ /√2π . Note that Eve can increase the value of σ such that σ ′  �t, thereby reducing
the detection probability in the Z basis. The probability that Bob obtains outcome k′ in the X basis, given that Eve sent
the pulse corresponding to outcome k in Eq. (E22), is given by

Pr(XB = k′|XE = k) = ηX

∫ t̃k′+�k/2

t̃k′−�k/2
dt
√

πσ

2
e−4π2σ 2(t−t̃k)2

×
∣∣∣∣2√ηl + (

√
ηi −√ηl)

[
erf

(
2t+�t + 8iπ2σ 2�2(t− t̃k)

2
√

2�2

√
4π2σ 2�2 − i

)

− erf

(
2t−�t + 8iπ2σ 2�2(t− t̃k)

2
√

2�2

√
4π2σ 2�2 − i

)] ∣∣∣∣
2

. (E26)

Similarly, Eve can increase σ to satisfy (4π2σ 2)−1/2 � �k, such that the error introduced in the X -basis outcomes is
negligible: Pr(XB = k′|XB = k) ∝ δkk′ .

Given the attacks described in Eqs. (E21) and (E22), the resulting one-photon yields read

YZ
1,(ηl,ηl)

= (1− wX − wZ)YZ,hon
1,(ηl,ηl)

+ wZ
[
pZ

d + ξZ Pr(Z�|Z)(1− pZ
d )
]+ wX

[
pZ

d + ξX Pr(Z�|X )(1− pZ
d )
]

, (E27)

YX
1,(ηl,ηl)

= (1− wX − wZ)YX ,hon
1,(ηl,ηl)

+ wZ
[
pX

d + ξZ Pr(X �|Z)(1− pX
d )
]+ wX

[
pX

d + ξX Pr(X �|X )(1− pX
d )
]

, (E28)

YX ,�
1,(ηi,ηl)

= (1− wX − wZ)YX ,�,hon
1,(ηi,ηl)

+ wZ
[
ξZ Pr(X �|Z)pZ

d + ξZ Pr(Z�|Z)pX
d + (1− ξZ Pr(X �|Z)− ξZ Pr(Z�|Z)) pZ

d pX
d

]
+ wX

[
ξX Pr(X �|X )pZ

d + ξX Pr(Z�|X )pX
d + (1− ξX Pr(X �|X )− ξX Pr(Z�|X )) pZ

d pX
d

]
, (E29)

YX ,∅
1,(ηi,ηl)

= (1− wX − wZ)YX ,∅,hon
1,(ηi,ηl)

+ wZ
[
ξZ Pr(X �|Z)(1− pZ

d )+ (1− ξZ Pr(X �|Z)− ξZ Pr(Z�|Z)) pX
d (1− pZ

d )
]

+ wX
[
ξX Pr(X �|X )(1− pZ

d )+ (1− ξX Pr(X �|X )− ξX Pr(Z�|X )) pX
d (1− pZ

d )
]

, (E30)
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where Pr(Z�|Z) is the probability that Bob obtains a detection in the Z basis, given that Eve intercepted the signal in the
Z basis. In particular, we have

Pr(Z�|Z) = 1
d

d−1∑
j ,j ′=0

Pr(ZB = j ′|ZE = j ), (E31)

where we accounted for the fact that Alice sends uniformly random symbols and that Eve can perfectly distinguish them.
Similarly, we have

Pr(X �|Z) = 1
d

d−1∑
k′,j=0

Pr(XB = k′|ZE = j ), (E32)

where we accounted for the fact that Eve obtains a uniformly random outcome when measuring Alice’s pulses in the
opposite basis. Analogously, we have

Pr(Z�|X ) = 1
d

d−1∑
k,j ′=0

Pr(ZB = j ′|XE = k), (E33)

Pr(X �|X ) = 1
d

d−1∑
k′,k=0

Pr(XB = k′|XE = k). (E34)

Finally, the one-photon error rates in the adversarial implementation satisfy

YZ
1,(ηl,ηl)

eZ,1,(ηl,ηl) = (1− wZ − wX )YZ,hon
1,(ηl,ηl)

ehon
Z,1,(ηl,ηl)

+ wZ

[
ξZ Pr(Zerr|Z)+ (1− ξZ Pr(Z�|Z)) pZ

d

(
1− 1

d

)]

+ wX

[
ξX Pr(Zerr|X )+ (1− ξX Pr(Z�|X )) pZ

d

(
1− 1

d

)]
, (E35)

YX
1,(ηl,ηl)

eX ,1,(ηl,ηl) = (1− wZ − wX )YX ,hon
1,(ηl,ηl)

ehon
X ,1,(ηl,ηl)

+ wZ

[
ξZ Pr(X err|Z)+ (1− ξZ Pr(X �|Z)) pX

d

(
1− 1

d

)]

+ wX

[
ξX Pr(X err|X )+ (1− ξX Pr(X �|X )) pX

d

(
1− 1

d

)]
, (E36)

YX ,�
1,(ηi,ηl)

eX ,1,(ηi,ηl),� = (1− wZ − wX )YX ,�,hon
1,(ηi,ηl)

ehon
X ,1,(ηi,ηl),� + wZ

[
ξZ Pr(X err|Z)pZ

d + ξZ Pr(Z�|Z)pX
d

(
1− 1

d

)

+ (1− ξZ Pr(X �|Z)− ξZ Pr(Z�|Z))pX
d pZ

d

(
1− 1

d

)]

+ wX

[
ξX Pr(X err|X )pZ

d + ξX Pr(Z�|X )pX
d

(
1− 1

d

)

+ (1− ξX Pr(X �|X )− ξX Pr(Z�|X ))pX
d pZ

d

(
1− 1

d

)]
, (E37)

YX ,∅
1,(ηi,ηl)

eX ,1,(ηi,ηl),∅ = (1− wZ − wX )YX ,∅,hon
1,(ηi,ηl)

ehon
X ,1,(ηi,ηl),∅ + wZ

[
ξZ Pr(X err|Z)(1− pZ

d )

+ (1− ξZ Pr(X �|Z)− ξZ Pr(Z�|Z))pX
d (1− pZ

d )

(
1− 1

d

)]

+ wX

[
ξX Pr(X err|X )(1− pZ

d )+ (1− ξX Pr(X �|X )− ξX Pr(Z�|X ))pX
d (1− pZ

d )

(
1− 1

d

)]
,

(E38)
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where Pr(Zerr|Z) is the probability that Bob obtains a click
in the Z basis and the outcome is different from Alice’s,
given that Eve attacked in the same basis:

Pr(Zerr|Z) = 1
d

d−1∑
j=0

∑
j ′ �=j

Pr(ZB = j ′|ZE = j ), (E39)

where again we assumed that Eve can perfectly distin-
guish Alice’s symbols with no errors when she chooses
the same basis. When Eve chooses the opposite basis, the
probability that Bob gets an error is given by

Pr(Zerr|X ) = 1
d

d−1∑
j ,k=0

∑
j ′ �=j

× Pr(ZB = j ′|XE = k) Pr(XE = k|ZA = j )

= 1
d2

d−1∑
j ,k=0

∑
j ′ �=j

Pr(ZB = j ′|XE = k), (E40)

where we used the fact that Eve’s outcome is uniformly
random when measuring in the basis opposite Alice’s. In
the same vein, we have

Pr(X err|X ) = 1
d

d−1∑
k=0

∑
k′ �=k

Pr(XB = k′|XE = k), (E41)

Pr(X err|Z) = 1
d2

d−1∑
j ,k=0

∑
k′ �=k

Pr(XB = k′|ZE = j ). (E42)

c. Upper bound on secret key rate

Here we derive the upper bound on the asymptotic secret
key rate achievable by Alice and Bob under Eve’s attack.
The upper bound is plotted in Fig. 5 together with the
BB84 key rate. The fact that the latter surpasses the former
indicates that the BB84 protocol is insecure and returns
overly optimistic key rates, as discussed in Sec. VI.

The upper bound is obtained by considering the raw key
bits per pulse shared by Alice and Bob, rraw, and by sub-
tracting the number of raw key bits per pulse known to
Eve, rEve. For rraw, we have

rraw = p2
ZYZ

1,(η↓,η↓) log2 d, (E43)

since the key bits are generated only from the events where
both Alice and Bob choose the Z basis and Bob gets a
detection. The factor log2 d accounts for the fact that each
symbol contains log2 d bits of information. For rEve, we
recall that Eve knows perfectly the shared raw key bits
in the rounds where Alice, Bob, and Eve all choose the
Z basis and Bob gets a detection in the Z basis. Moreover,
Eve learns the bits exchanged by Alice and Bob for error

correction. This amounts to the following rate of raw key
bits known to Eve:

rEve = p2
ZwZ
[
pZ

d + ξZ Pr(Z�|Z)(1− pZ
d )
]

log2 d

+ p2
ZYZ

1,(η↓,η↓)u(eZ,1,(η↓,η↓)). (E44)

Hence, the upper bound on the secret key rate is given by

rraw − rEve = p2
ZYZ

1,(η↓,η↓)
[
log2 d − u(eZ,1,(η↓,η↓))

]
− p2

ZwZ
[
pZ

d + ξZ Pr(Z�|Z)(1− pZ
d )
]

log2 d.
(E45)

3. Secret key rate versus (mode-independent) detection
efficiency mismatch

In this section, we study the performance of the key rate
from our proof, Eq. (17), for various asymmetries in the
mode-independent detection efficiency of the two bases,
i.e., as a function of ηr = ηX /ηZ . This study stems from
the observation made in Sec. VI that our key rate does not
match the decoy-BB84 key rate in the case of an honest
implementation of the protocol and that the difference may
be due to the asymmetric detection efficiency of the two
bases.

In Fig. 8, we plot the key rate (17) as a function of ηr
and compare it with the decoy-BB84 rate (43) and with
the same key rate (17) obtained by our artificially set-
ting the weight of the state received by Bob outside the

0.70 0.75 0.80 0.85 0.90 0.95 1.00
ηr
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2 × 10−1

3 × 10−1

r ∞
(k
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Decoy BB84

This work (w>1
Z = 0)

This work

FIG. 8. The secret key rate in Eq. (17) in the case of the hon-
est implementation in Sec. V A as a function of the detection
efficiency mismatch ηr. Note that we fix ηZ = 0.9× 10−1/10 and
vary ηX to achieve different values of ηr. We also fix the intrin-
sic QBERs to qZ = qX = 0.02. The solid red line represents the
secure key rate obtained with the bound on w>1

Z reported in
Eq. (B5). The dashed red line represents the key rate when we
impose w>1

Z = 0. The solid blue line represents the decoy-BB84
key rate in Eq. (43). We observe that the dashed red line perfectly
overlaps the solid blue line, indicating that our proof will become
tight and match the decoy-BB84 rate when a tight estimation of
w>1
Z is available.
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(≤ 1)-subspace to zero: w>1
Z = 0. This would correspond

to the scenario with perfect knowledge of the parameter
w>1

Z , which is indeed null in the honest implementation
considered . The other parameters are set as in Fig. 4 for
the honest implementation of the protocol, where ηZ =
0.9× 10−1/10 and the channel loss η is fixed to 10−1/10.

From Fig. 8, we observe that in the case of perfect
knowledge of the parameter w>1

Z , the detection efficiency
mismatch does not influence the key rate (17) and the latter
matches the decoy-BB84 key rate perfectly. Conversely,
when our bound, Eq. (B5), is used on the parameter w>1

Z ,
the key rate of our proof presents a gap to the decoy-BB84
rate that increases as ηr decreases. Therefore, we deduce
that the nontight estimation of w>1

Z is the main cause of
loss of performance, becoming more problematic as the
asymmetry in the detection efficiencies increases.
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cient detection of multidimensional single-photon time-bin
superpositions, Optica 11, 926 (2024).

[30] M. Ogrodnik, A. Widomski, D. Bruß, G. Chesi, F. Grasselli,
H. Kampermann, C. Macchiavello, N. Walk, N. Wyderka,
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