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Characterization of coherent errors in gate layers with robustness to Pauli noise
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Characterization of quantum devices generates insights into their sources of disturbances. State-of-the-
art characterization protocols often focus on incoherent noise and eliminate coherent errors when using
Pauli or Clifford twirling techniques. This approach biases the structure of the effective noise and adds
a circuit and sampling overhead. We motivate the extension of an incoherent local Pauli noise model to
coherent errors and present a practical characterization protocol for an arbitrary gate layer. Notably, the
coherent noise estimation is robust to Pauli noise. We demonstrate our protocol on a superconducting
hardware platform and identify the leading coherent errors. To verify the characterized noise structure, we
mitigate its coherent and incoherent components using a gate-level coherent noise mitigation scheme in
conjunction with probabilistic error cancelation. The proposed characterization procedure opens up possi-
bilities for device calibration, hardware development, and improvement of error mitigation and correction

techniques.

DOL: 10.1103/PhysRevApplied.23.034014

I. INTRODUCTION

Current quantum computers are highly affected by noise
[1]. The errors originate from interactions of the devices
with their environment [2], unwanted dynamics between
the qubits [3], or imperfect control signals [4]. Characteri-
zation aims to find error sources and quantify their effect
on the performance of a computing processor [5]. The
information obtained from the characterization of a device
facilitates the development of a less error-prone hardware
platform [6], the implementation of schemes for correcting
specific errors [7], and the application of noise mitigation
protocols [8]. Therefore, noise characterization stands at
the core of future technological progress.

Demarcating noise along the lines of purity conservation
leads to the distinction between coherent and incoher-
ent noise [9]. Coherent noise occurs due to systematic,
reversible perturbations such as imperfect calibrations,
imprecise control signals, or couplings to low-frequency
external fields [10—13]. Conversely, incoherent noise (e.g.,
bit-flip errors) is stochastic and typically arises from
insufficient isolation of the system from its environment
[12], causing a nonreversible loss of information. Since
controllability and isolation of a system are generally
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opposing goals in hardware design [4,14], distinguish-
ing the structure of the limiting noise is critical to the
advancement of quantum computing platforms.
Numerous characterization techniques have been devel-
oped to identify and quantify coherent and incoherent
noise in quantum processes. Full-process tomography [15,
16] and gate-set tomography [17,18] are common tech-
niques for obtaining a general representation of a phys-
ical operation. Although they provide a full representa-
tion, they lack discrimination of the noise processes from
the actual operation. Furthermore, as they involve the
reconstruction of full-system density matrices, without fur-
ther assumptions, they are experimentally intractable on
devices with more than a few qubits due to exponen-
tial scaling of the number of operations with the size
of the system’s Hilbert space and the resource-intensive
postprocessing [19]. While some protocols achieve scal-
able noise characterization using principles of randomized
benchmarking [20-22], they are often limited to a few
heuristic metrics that do not provide enough insights for
existing noise calibration, mitigation, or correction tech-
niques [23]. Characterization approaches that exceed this
limitation while still being scalable exist for incoher-
ent noise [7,24,25]. These noise reconstruction protocols
[26] introduce a model and estimate its parameters by
fitting it to the real process. They aim to quantify the
noise of a gate layer, where a restricted noise correlation
length is the central structural assumption. However, those
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models do not portray the actual noise process completely,
as the protocols require the application of probabilistic
twirling schemes [20,27-31] that convert coherent errors
into incoherent ones. Currently, no similar approach to
noise reconstruction protocols exists that is sensitive to
coherent errors.

In this paper, we introduce a noise model combin-
ing coherent and incoherent components. We devise a
protocol to characterize the coherent part of the model
as a series of unitary transformations, interpretable as
qubit rotations. The estimation is independent of the inco-
herent model components introduced, hardware-agnostic,
and scalable to larger systems, assuming a low noise-
correlation length. To demonstrate our method, we apply it
to characterize a gate layer on a seven-qubit superconduct-
ing circuit device provided by IBM Quantum (IBMq) [32].
This allows us to determine the most significant coher-
ent single- and two-qubit errors and their behavior over
time. Leveraging these estimation results, we mitigate the
coherent errors through a gate-level approach and com-
bine it with probabilistic error cancelation (PEC) [8,33]
in order to verify that our model captures the dominating
noise terms. Our work paves the way for advancements
in hardware platform development, quantum error correc-
tion and mitigation schemes, and the design of noise-aware
algorithms.

II. MODEL

An ideal noiseless operation on a quantum computer

can be expressed by a unitary channel U;(p) = U[,OUT,
for some unitary matrix U;. A simple model for the noisy
implementation of this operation on real hardware Ep
consists of the concatenation of a noise modeling Pauli
channel P and the ideal unitary,

Ep (p) = P(Ur(p)) = Y _p()PiUipUJP;, (1)

where the Pauli error rates p(i) form a probabil-
ity distribution over the n-qubit Pauli operators P; €
P®" = {I,X, Y, Z}®". Despite the substantial expressibility
restrictions of the model by only considering Pauli oper-
ators, a wide range of unital incoherent noise, including
dephasing and depolarization, can be described by Pauli
channels. In this framework, an n-qubit noisy operation
is described at most by 4" Pauli error rates. To reduce
this scaling from exponential to polynomial, we follow
the widely used and experimentally motivated approach
of only regarding locally correlated noise, that is, con-
sidering n-qubit Pauli operators P; that act nontrivially
on / qubits only [7,24]. These ! qubits are selected with
respect to the qubits’ connectivity in the quantum com-
puting architecture. This work focuses on a correlation
length [ = 2.

Pauli noise models are appealing for different physi-
cal and practical reasons. Depolarization and dephasing
often dominate the qubit systems’ interaction with the
environment [34,35]. Quantum error correction also leads
to noise better approximated by Pauli channels [36-38].
Additionally, Pauli channels are interesting for theoreti-
cal work as they can be efficiently simulated classically
[39]. Most importantly, however, any noise can be pro-
jected onto a Pauli channel by applying Pauli twirling
[20,27-31]. If U, is a Clifford operation, Pauli twirling
can be achieved by stochastically introducing Pauli gates
before and after the ideal operation. Enforcing the struc-
ture of the model given in Eq. (1) by twirling allows the
mitigation of any unknown general noise channel with
schemes tailored to Pauli noise, such as PEC. Despite
the sampling and circuit overhead due to the probabilis-
tic nature of PEC and twirling [24,27,28], this mitigation
approach is well suited for near-term devices because it is
implementable with low-depth circuits and relies on Pauli
gates [8,24].

However, in the context of characterization where the
goal is to examine the physical noise sources of a sys-
tem, altering the noise structure using twirling is often
not desired, as it obscures the distinction between coher-
ent and incoherent noise. To illustrate the transformative
effect of Pauli twirling and motivate the extension of the
Pauli noise model in Eq. (1) for characterization purposes,
we perform an echo experiment, shown in Fig. 1 (similar
to Ref. [40]), on an IBMq processor. The circuits consist of
preparing the state |0+), an even number of CX gates, and
measuring the evolved state in the same Pauli basis as that
in which it was prepared. As two CX gates correspond to
the identity, in the noiseless case all measured expectation
values are independent of the number of repetitions and
equal to 1. In the exclusive presence of Pauli noise, purely
exponential decay of the expectation values, characteristic
of incoherent error processes, is expected [20-22,28,41].
This behavior (red dotted curves) can be observed by
adding Pauli twirling to the circuits. In the absence of
twirling (blue dashed curves), oscillations appear, a fea-
ture that exceeds the expressibility of the Pauli noise model
in Eq. (1).

The leading cause for the oscillations in Fig. 1 is coher-
ent noise. We extend the Pauli noise model in Eq. (1) with
a unitary channel Uy (see Fig. 2) intended to explain the
oscillatory behavior observed in Fig. 1:

Epo () =Uy(Ep(p)) = Up Y _ p(OPUipUIPiUL (2)

1

where Uj is a unitary operator parameterized by a Hermi-
tian matrix Hy as Uy = e~""% . This matrix can be expressed
in the Pauli basis as Hy = ), 6;P, with real coefficients
0, and Pauli matrices P;. Assuming small noise (i.e., Uy
is close to identity), we can rewrite the coherent noise as
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FIG. 1. Noise examination on identity circuit. The data are
obtained on ibm_1lagos, and the expectation value of the three
two-qubit Pauli operators Py, Pz, Pzx is plotted against the
number of noisy identities m implemented by two CX gates. In
the demonstration, we prepare and measure the system in the
state |0+) using one Hadamard gate H. The blue dashed curves
correspond to the unchanged noise. The dotted red curves are
obtained using a Pauli twirling scheme that projects the noise to
Pauli noise [see Eq. (1)]. Each circuit is measured 4096 times and
the twirled results are averaged over 32 different twirling gates
P. A readout mitigation scheme [42] is applied in postprocessing
based on the reported readout error rates of IBM Quantum. The
results for different input states and superconducting hardware
platforms available on IBMq are similar.

Uy ~ [, exp(—i6xPx), which is a valid approximation up
to O(6?). Each product term reads

exp(—ibyPy) = cos (6;) I — isin (6;) Py 3)

and represents in the Bloch sphere picture a rotation around
the & axis by the angle 2 6;; see Fig. 2. To obtain a scalable
model, we consider, as for the Pauli noise model in Eq.
(1), locally correlated noise operators, namely single- and
two-qubit rotations among neighboring qubits according to
their connectivity in the hardware. Therefore, the coher-
ently rotated Pauli noise model defined in Eq. (2) consists
of nine two-qubit rotations for each neighboring qubit pair
and three single-qubit rotations for each qubit, leading to a
magnitude of these rotations of |#| = 15.

Note that this model is not universal. Nonunital noise
[43], such as decay, surpasses its expressibility. In Ref.
[44], the authors analyze the decomposition of general
noise into its coherent and incoherent components, inves-
tigating how each part contributes to a bound on the
total average process fidelity. They show that, for systems
with more than one qubit, a physical unitary channel may
not fully account for the channel’s rotational components.
Pauli noise does not introduce such rotational compo-
nents, due to their diagonal Pauli-Liouville representation

P Uy
" "

FIG. 2. Bloch sphere transformations. Image of the Bloch
sphere on the left under the action of a Pauli channel P (middle),
and an additional unitary transformation U (right).

[45]. Consequently, when the system’s incoherent noise is
assumed to be Pauli noise, such as dephasing, only the
presence of additional coherent noise can lead to oscilla-
tory features in the noise profile. In the discourse regarding
the influence of coherent noise on error correcting schemes
and the fault tolerance threshold, similar noise models to
Eq. (2) are utilized in Refs. [46—48]. However, those mod-
els are limited to specific types of Pauli and coherent noise,
and the works do not focus on the characterization of a
noisy process but on analyzing the properties of a process
with the respective noise model.

III. CHARACTERIZATION

We now present our novel protocol for characterizing all
the parameters of the coherently rotated Pauli noise model
introduced in Eq. (2). The protocol relies on the assump-
tion that the amplitude of both coherent and incoherent
noise is small.

We express the coherent noise characterization protocol
in the Pauli transfer matrix (PTM) formalism [49]. As the
Pauli matrices constitute a complete basis of the opera-
tor space, an n-qubit state p can be vectorized |p) € R*"
in the Pauli basis, with the ith element |p); being their
expectation values |p); = 1/(2")tr (P;p). These 4" expec-
tation values can be estimated from 3" measurements of
p in different Pauli bases [7,50-54]. For a single qubit,
this state representation is known as the Bloch vector [55].
In this formalism, a channel £ is represented by a matrix
T e R* x R* that acts on the vectorized states accord-
ing to |E(p)) = T|p). The matrix T is called the PTM,
with elements Tj; = tr (P,-E (Pj)). In the context of the
coherently rotated Pauli noise model, the diagonal of the
PTM matrix encompasses information about the incoher-
ent Pauli noise channel mixed with the second-order terms
of the coherent noise. The first-order terms of the coherent
noise are contained in the off-diagonal elements without
any contribution from Pauli noise.

Before addressing the characterization protocol applica-
ble to a quantum process modeled by the coherently rotated
Pauli noise model in Eq. (2), we present the estimation if
Uy for a two-qubit process described by & (p) = U(.),OU;,
meaning that we disregard both the Pauli noise N and
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the ideal unitary /; channels. The Pauli transfer matrix 7,
corresponding to & is a square matrix of order 16, param-
eterized by 15 single- and two-qubit rotation angles. While
the first row and column are trivial and independent of 9,
in a first-order approximation in 6 (see Appendix A for
a second-order approximation), the other elements of this
matrix are given by

(To)ap ~ Sap — f‘;ektrqpa,m Py. (4

By estimating the vector representation of a set of states
{p;} and their propagation {& (p;)} we get an estimate of 6
by solving the minimization problem

6 =argmin, Y | 1€(0) — Ty lon > (5)

Note that, compared to full-process tomography on two
qubits, the number of real parameters is reduced from 240
to 15, and for a system with / qubits from O (16) to O (4/).
In Appendix B we provide the closed-form solution of
the minimization in Eq. (5) for a first-order approximation
in 6.

The strategy of the characterization protocol for the
entire n-qubit system is to apply this estimation procedure
to every two-qubit subsystem involved according to their
connectivity in the hardware. Three points must be consid-
ered when moving from the simple case discussed to the
model given in Eq. (2): first, the action of the ideal unitary
Ur; second, the presence of the Pauli noise N; and lastly,
the impact of two-qubit noise on qubits that are outside of
the considered subsystem.

The effect of the ideal unitary channel I4; can be incorpo-
rated in postprocessing after estimating the state |p). For an
arbitrary Uj, this procedure requires a full-state tomogra-
phy of the system [39]. To preserve scalability, we restrict
to operations, separable into multiple single- and two-qubit
unitaries Uy = Uy ® U, ® - - - ® U;. This requirement is
fulfilled, for example, in the characterization of so-called
gate layers, that is, n-qubit operations consisting of single-
and two-qubit gates that can be executed simultaneously.

We address the presence of the Pauli noise channel
N by assuming that both the incoherent and coher-
ent noises are relatively small. In the scenario where
maxg [p (i) —p ()| 16k] < 1, in which p(i) and 6; are
respectively the Pauli and the coherent error rates in Eq.
(2), we can consider the Pauli channel to approximately
commute with the coherent rotations. Then we can show
that to first order in 6 the estimation procedure presented
is not disturbed by the presence of an additional Pauli
channel (see Appendix C). Intuitively this is visible when
illustrating the action of the two types of noise for a single
qubit on a Bloch sphere. While coherent noise corresponds
to a rotation, Pauli noise leads to a shrinkage of the sphere

(see Fig. 2) which does not alter the orientation of the
sphere poles and, therefore, does not interfere with the
estimation of unitary rotations.

Lastly, when focusing exclusively on two-qubit subsys-
tems, one has to address the correlated multiqubit noise
between a qubit in the subsystem of interest and the exter-
nal ones. To handle this problem in the estimation of |p)
and |& (p)), we prepare the surrounding qubits in different
basis states for every single run. This technique isolates
the two desired qubits and randomizes the effect of the
noise introduced outside the subsystem of interest, similar
to twirling schemes.

The protocol for the estimation of coherent noise for a
two-qubit system is as follows (for more than two qubits,
see Appendix D):

(1) Choose a positive integer ;.

(2) Initialize the two-qubit system in |0

(3) Prepare the system in the eigenstate of a random
two-qubit Pauli operator P by applying to each qubit H,
HX,SH, SHX, X or I, obtaining a state |p), with P |p) =
+ |p).

(4) Apply j repetitions of the unitary U to the circuit,
resulting in & (p; ).

(5) Perform state tomography and analytically reverse
the action of the ideal unitary U;. This step results in the

state description of ‘Z/{; & (,oj)> and ’é'é (,oj)>.
(6) Repeat steps 4 and 5 forj + 1.
(7) Repeat steps 1 to 6 L times.

(8) Aggregate all pairs {‘Sg (,oj)>, uf Séﬂ(pj))} for

all prepared states and repetitions j and carry out the
minimization of Eq. (5).

>®2'

We now use the above protocol to characterize the coher-
ent noise induced by an arbitrary gate layer executed
on the IBMq Falcon processor ibm_lagos. The system
specifications are listed in Appendix F. The result is sum-
marized in Fig. 3, where we show the absolute values of the
angles of the characterized single- and two-qubit coherent
errors for an arbitrary gate layer. The layer is composed
of two CX gates and three single-qubit gates, namely H,
VX, and X. Considering the connectivity of the seven
qubits in the hardware and our assumption that the noise
is only locally correlated, we prepare 216 initial states,
all being product states of |0), [1), |[4+) = (|0) + |1))/«/§,
=) = (10) = 11))/v/2, li) = (10) 4 [1))/+/2, and |—i) =
(|0) — i|1))/+/2. Each two-qubit subsystem is prepared in
36 states, and for each of those states, the environment
is randomized with six additional states. We execute 0 to
3 repetitions of the layer, amounting to four circuits per
preparation. Finally, bypassing the effect of the unitary
gate layer U; in the postprocessing necessitates performing
state tomography on up to three-qubit subsystems, lead-
ing to 3° Pauli measurements per circuit. Overall, we run
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FIG. 3. Characterization of the coherent noise introduced by
executing a gate layer on the seven-qubit IBMq Falcon processor
ibm_lagos [32] (specifications in Appendix F). The gate layer
is drawn on top of the connectivity tree (qubit connectivity in the
quantum computing architecture), where each big circle marks a
different qubit. The gate layer consists of two CX gates between
qubits 1 and 2, and qubits 6 and 7, a Hadamard (H) gate on qubit
3, a +/X (SX) gate on qubit 4, and an X gate on qubit 5. The
three pieces inside the qubit representing circles represent the
single-qubit coherent errors, and the nine small circles between
two qubits display the two-qubit coherent cross-talk errors. All
errors are measured in radians and the absolute value is plotted.

216 - 4 - 27 = 23 328 different circuits with 128 shots each,
leading to a total running time in the system of about 30
min. A more detailed description of the procedure is given
in Appendix D.

The IBMq platforms used report readout errors of the
order of 1%, caused by relaxation, imperfect coupling
to the readout resonator, and signal amplification errors
[56]. To counter the influence of these errors, we apply
a postprocessing readout mitigation scheme in all demon-
strations [42]. While our protocol is not resistant to general
state preparation and measurement errors, probabilistic
errors that can be modeled by a Pauli channel do not
disturb the characterization for the same reasons that the
coherent noise characterization is robust against Pauli
noise. This is described in detail in Appendix C. Further-
more, systematic, coherent, preparation errors also do not
affect the protocol, as can be seen in Eq. (5) where the esti-
mation does not depend on information about the intended
prepared state.

From Fig. 3, we conclude that the most significant two-
qubit coherent errors occur between qubits 1 and 2 and
between qubits 6 and 7. Those are associated with the Pauli

Py, error. This result is expected, as those are the pairs
of qubits on which the CX gates are acting. This Pauli
error has already been noted in the analysis of the echoed
cross-resonance gate used to realize the CX gate [57]. The
predominant coherent errors are the single-qubit ones. We
note no strong bias towards a specific single-qubit rota-
tion error, and those errors could be related to the hardware
implementation of each single-qubit gate.

We conduct the characterization of the same device and
gate layer as in Fig. 3 three times, with time differences
between the runs being 6 h and 19 days. The results avail-
able in Appendix E show that the leading coherent errors
in the system do not change over time. The most signifi-
cant single-qubit coherent errors change by no more than
10% and the two-qubit coherent rotation errors by maxi-
mally 0.018 radians. This result suggests that the platform
suffers from systematic coherent errors not influenced by
the daily recalibration of the system.

IV. MITIGATION

In principle, the characterization results in Fig. 3 may
originate from overfitting the nonideal process to our
model. Indeed, it is not known whether the coherently
rotated Pauli noise model in Eq. (2) is expressive enough to
resemble the main characteristics of the probed IBM(q pro-
cess. To verify that the model captures the dominant noise
contributions of a process on the probed device, we exam-
ine whether the output of the presented protocol facilitates
significant noise mitigation

Returning to the unmitigated circuits in Fig. 1, our goal
is to suppress the observed oscillatory behavior in the echo
experiment by correcting the characterized coherent errors
at the circuit level. In the case of a successful correction,
according to our model, one would expect a purely expo-
nential decay of the expectation values with the number of
process repetitions due to the Pauli noise. From this expo-
nential decay, we can then characterize the Pauli error rates
[7,24] and mitigate these noise components using PEC [8].
If the final measurement statistics after coherent error miti-
gation and PEC closely follow the ideal statistics, we have
demonstrated that the proposed model is physical, and the
characterization protocol provides valuable insights.

Any unitary channel is reversible. Therefore, in our
model, the effect of the coherent noise can be canceled
by single- and two-qubit rotations with opposite rotation
angles to those characterized. We introduce a parameter-
ized circuit element (see Fig. 7) capable of representing
all required rotations while corresponding to the iden-
tity if all parameters are set to zero (see Appendix G).
We use this circuit element to run echo experiments for
three different situations: unmitigated; coherent-error mit-
igated; and coherent-error mitigated combined with PEC.
The results are presented in Fig. 4. Figures 4(a) and 4(b)
were obtained with 2048 shots per circuit, whereas for Fig.
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FIG. 4. Noise mitigation according to the coherently rotated Pauli noise model in Eq. (2) on ibm_lagos. The plot shows the
estimated expectation values of all 15 two-qubit Pauli operators (excluding I ® I) for the initial state |[4++) after m repetitions of a
noisy identity (a) without mitigation, (b) with coherent error mitigation based on data of (a), (c) with probabilistic error cancelation
based on data of (b) and coherent error mitigation. |++) is an eigenstate of the operators Py, Py;, and Pyy, in the noiseless case,
and their expectation values are 1. The expectation values of the other 12 Pauli operators (red) are 0. The circuit diagrams contain the
preparation of each qubit in one of the states |0), |+), |i), by applying Hadamard (H) and/or phase (S) gates. The evolved states are
measured in nine bases to estimate the 15 Pauli expectation values. In (c), specific Pauli operators (P) are inserted between the circuit

elements according to the PEC method.

4(c), an ensemble of 280 altered circuits with 512 shots
each was executed per experiment.

For the unmitigated case in Fig. 4(a), we see two main
characteristics. Firstly, the expectation values of the 12
Pauli operators that should ideally be 0 are spreading. Sec-
ondly, the expectation values that ideally equal 1, meaning
that the states are eigenstates of the corresponding Pauli,
decay.

Applying our coherent noise characterization protocol to
the data of Fig. 4(a) leads to a first estimate of the rotation
angles of the coherent errors 6. To further improve the
characterization, we run the characterization scheme with
6 = 6 and obtain ;. This iterative approach is expected
to improve the characterization because it compensates for
violations of the assumed commutation of single- and two-
qubit rotation errors. Figure 4(b) shows the result of the
final mitigation iteration with the estimate 6 =06, using
the gate-based mitigation circuit from Fig. 7. The observed
changes in the angles between the first and the last iteration
were about an order of magnitude smaller than the biggest
coherent errors and thus support the validity of the approx-
imation taken. In Fig. 4(b), the mitigation effect is clearly
visible, as the spreading behavior of the expectation values
that are ideally O is largely suppressed. The expectation
values of the Pauli operators, of which the prepared state
is a +1 eigenstate, are higher in the mitigated case com-
pared to the unmitigated estimation. However, the coherent
noise mitigation does not retrieve their ideal-case expecta-
tion value of 1, as according to our model the statistic is
still affected by Pauli noise.

To show that the noise examined follows the coher-
ently rotated Pauli noise model in Eq. (2), we estimate
the Pauli error rates from the mitigated curves of Fig. 4(b)
and apply PEC to mitigate the Pauli noise. Note that, dif-
ferent from the above-presented coherent noise correction,
PEC is a mitigation technique that does not correct indi-
vidual circuits deterministically (as Pauli channels are not
reversible) but allows noise-free estimation of expectation
values from circuit ensembles. It is important to empha-
size that, compared to previous works demonstrating PEC
[24,58], we do not use Pauli twirling and thus avoid the
associated circuit and sampling overhead. The Pauli eigen-
values of the Pauli noise channel are estimated by fitting
exponential curves to the expectation values that are sup-
posed to be 1 in the ideal case. The Pauli error rates can
then be found by a Walsh-Hadamard transform [7]. We
follow the PEC protocol of Berg et al. [24] to mitigate the
incoherent noise. This involves applying the nonphysical
inverse of a Pauli channel by running an ensemble of uni-
tary processes composing this inverse. Those results are
weighted according to the Pauli error rates and combined
in postprocessing. The results of the echo experiments
with coherent error mitigation and PEC are displayed
in Fig. 4(c). Compared to Fig. 4(b), the data are nois-
ier, which we suspect to be due to the PEC sampling
overhead.

The measurement statistics obtained clearly resemble
the main features of the ideal measurement statistics.
Therefore, we can conclude that our noise model explains
the leading noise terms in the system examined and that the
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FIG. 5. Influence of coherent error mitigation on fidelity mea-
surement between the ideal state and states evolved by the noisy
identity. From the data of Fig. 8, the density matrix of the evolved
state is estimated for each number of repetitions of the noisy
identity and each of the nine prepared states. The plot shows the
fidelity between these state estimates and the ideally prepared
state. The thin lines represent the evolution of the fidelity with
the number of repetitions of the noisy identity for each state, and
the thick lines are the average of the nine thin lines.

characterization protocol presented generates valid physi-
cal insights into the noise. The data of other input states
is shown in Appendix H. Similar characterization and
mitigation results were obtained on ibm_jakarta.
Based on the data from Figs. 4(a) and 4(b), we can
reconstruct the density matrices for the nine prepared ini-
tial states at every repetition of the noisy identity. We
then estimate their fidelity with their ideal initial state.
The standard state fidelity formula is used: F(o,p) =

tr ( ﬁaﬁ)z. We observe in Fig. 5 that the mitigation
decreases the average infidelity by about a factor of 2.

V. GENERALIZATION OF THE PROTOCOL

We motivated our coherently rotated Pauli noise model
and devised the protocol for its characterization in a man-
ner agnostic toward the choice of the qubit-based quan-
tum computing architecture. The same procedure can be
employed to characterize coherent errors in superconduct-
ing devices as we demonstrated in this work, but also in
trapped ions, neutral atoms, or any other platforms, as it
only requires the preparation of elementary Pauli states
without the need for entanglement.

Furthermore, we can readily extend the proposed model
to qudit-based quantum processors, which are also suscep-
tible to coherent errors [S9—63]. In these systems, Pauli X
and Z operators are generalized as Xy |s) = |s + 1 mod d)
and Z;|s) = o |s), respectively. Here, |s) represents a
qudit computational state with s € {1,2,...,d} and w =
exp(i2r /d). Consequently, the Pauli noise model for an #n-
qudit system can be expressed similarly to Eq. (1) but with
P e {(X)P(Zp)? | q,p € {1,2,...,d}}®" representing the
generalized Pauli operators. Since the generalized Pauli

operators exhibit similar properties to qubit Pauli gates
(such as being unitary 1-designs and normalized by the
qudit Clifford group), the Pauli transfer matrix formalism
remains valid in the qudit framework. It thus enables the
same twirling and characterization techniques employed
in the qubit case to be utilized [59—63]. Moreover, this
implies that the unitary errors can be effectively modeled
by the coherently rotated Pauli noise model described in
Eq. (2) and that the characterization protocol presented
in Sec. Il can be utilized. Additionally, the expansion
of the protocol to generalized Pauli operators is also of
interest for the characterization of coherent leakage of
the qubit. Coherent leakage involves a unitary interac-
tion between the computational subspace and the neglected
part of the system’s Hilbert space or its environment
[64]. Leakage back to the system introduces noise that
is correlated to a past state of the system, introducing
memory effects [65]. By expanding the system descrip-
tion to states in the leakage subspace, it is possible to
describe the coherent leakage processes equally to coher-
ent noise within the computational subspace. However,
this demands precise control or generalized measurements
of the leakage subspace, which must be clearly defined and
localized.

Similarly, our characterization protocol can be expanded
to encompass the logical level, as logical qubits can be sus-
ceptible to unitary noise often caused by coherent errors
at the physical level [66,67]. To extend our protocol, it
becomes necessary to prepare and measure logical Pauli
basis states. These operations are inherent to various error
correcting codes, thereby enabling the generalization of
our protocol.

VI. CONCLUSION AND OUTLOOK

In this paper, we introduced a characterization tech-
nique to estimate coherent errors in noisy quantum devices.
An existing Pauli noise model is extended to incorpo-
rate coherent errors by adding unitary rotations to the
model. We devise a procedure to learn the unknown param-
eters of this coherently rotated Pauli noise model. The
scalability of our approach is affirmed by assuming a
limited correlation length of the coherent noise. As the
results of the characterization of a physical quantum pro-
cessor showed, it is feasible to execute the protocol on
an actual device. For the device tested, the characteriza-
tion revealed the leading coherent errors introduced by the
probed gate layer. Notably, these characterized coherent
errors remained stable over multiple recalibration cycles,
suggesting a systematic nature. To verify the validity of
our noise model, we mitigated the coherent errors and the
characterized Pauli noise. Coherent error mitigation was
achieved with a gate-level correction scheme for two-qubit
coherent errors. To counter the Pauli noise, we applied
probabilistic error cancelation. The combination of the two
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techniques resulted in almost ideal measurement statistics.
This finding shows that the model is sufficiently express-
ible to explain the main noise contributions of a specific
process on an actual processor. Moreover, the successful
mitigation of the characterized errors confirms the applica-
bility of the developed protocol. Our protocol is hardware
agnostic and thus expected to be executable on a variety of
hardware platforms.

Our work offers several promising avenues for future
research. The method can enhance mitigation schemes
that rely on detailed knowledge of the noise structure.
One such approach is optimizing the resilience to coher-
ent noise during circuit transpilation based on the noise
insights for each gate or gate layer [68—72]. A clear exam-
ple of this is the hidden inverses method [69,70], which
mitigates the impact of coherent errors by compiling cir-
cuits in a way that induces destructive interference among
the coherent errors of the gates. However, implement-
ing hidden inverses requires knowledge of the physical
nature of these errors, which in Ref. [70] was obtained
through gate-set tomography. Integrating our approach
into the calibration process can provide valuable informa-
tion to the compiler, enabling it to leverage the hidden
inverses technique while actively inverting the noncor-
rected coherent errors. Similarly, our technique opens
the door to studying and developing noise-aware ver-
sions of advanced mitigation techniques such as dynamical
decoupling or composite pulses. Moreover, information on
coherent errors facilitates Pauli conjugation [73]. An effi-
cient noise twirling method that limits sampling overhead
compared to common Pauli twirling and, therefore, dimin-
ishes the reduction of the threshold of error-correcting
codes.

Finally, identifying the nature and strength of the errors
is also crucial for the fault-tolerant operation of a quan-
tum processor unit at the logical level [38,66,74,75]. While
quantum error correction protocols transform local unitary
errors into correctable probabilistic ones [36,37], coher-
ent noise can lead to significantly larger worst-case log-
ical errors than only incoherent noise [9,35,37,38,47,66,
67,75-77]. The knowledge gained from coherent errors,
which effectively represents soft information, can then be
leveraged to enhance the performance of quantum error-
correcting codes at both the decoding and encoding stages.
Indeed, while optimal decoders are notoriously hard to
find [78], recent studies have demonstrated the benefit of
soft information in improving existing decoders and over-
all quantum error correction performance [79—81]. At the
encoding level, it is possible to design codes to be nat-
urally robust against specific coherent noises, as shown
in Refs. [82,83]. Thus, our protocol has the potential to
be a diagnostic tool that could help to decide on the next
higher-level encoding.

In the long run, the characterization protocol presented
paves the way for the development of improved hardware

platforms by identifying the limiting imperfections. Yet,
already in the near term it can serve as a tool for var-
ious applications that rely on knowledge of the exist-
ing noise structure, such as quantum error correction or
hardware-aware algorithm design. The data supporting the
findings of this study, including simulation and exper-
imental results, are not publicly available but can be
obtained from the corresponding author upon reasonable
request.
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APPENDIX A: SECOND-ORDER
APPROXIMATION IN § FOR PTM ELEMENTS

To find the PTM element of Uy up to the second order of
0, we first expand Uy = I1; exp(—i6;P;) using a second-
order approximation of Eq. (3):

92
Uy = l_[ ((1 — ?k> I-— i@kPk)
k

~ 2T B i) 0Pe— Y Y GOPLP. (A1)
k

2 kI>k

We now use this approximation to evaluate the elements
[T4],, of the PTM up to the second order of 6:

1 §
[To]lwp = 2_ntr(PaU9PbU6)

1 ) .
~ ﬁtI'(Pan (1 — Xk:9k> _ZXk:Ok[Paan]Pk

— Y ) 640 (PuPiPPs + PoPyPiP))
k I>k

+Y3 erlPaPkaPl>.
k !

(A2)
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We can split the last term of the equation into the cases
where k > [, k < / and k = [ and simplify to

>SN 0PI =Y OFPPLPP
k ! k

+ 3 06y (PuPLPyPy + PuPiPyPy) .
k I>k

(A3)

Using that P,P PyP, = (—1)*P)P,P,, where (k,b) is 0
if P, and P, commute and 1 otherwise, and the cyclic
property of the trace leads to

[Tyl ~ 2—1”tr[(1 — Ze,f (1- (—1)“’”‘))) PP,
k

— i) 6k[Pa, Py] P
K

+ ZZ@](QZ [Pa,P]] [Pb,Pk]:|’
k

I>k

(A4)

where all terms of order in 6 greater than 2are dropped.
Finally, we obtain the approximation of the PTM element
of Uy up to the second order in 6:

[Tyl ~ (1 - 229;?(% k)) Sab

k

i
-5 Z Oxtr ([P, Pp] Pi)
k

1
55 2. D01 (P PAIPH P . (AS)

kI>k

Assuming the coherent noise is sufficiently weak, we
can simplify this expression to obtain the approximation
in Eq. (4).

APPENDIX B: CLOSED-FORM EXPRESSION FOR
ESTIMATION

The right-hand side of Eq. (4) can be written equiva-
lently as

(Ty); ~ 8 — %Oktr([Pi,]Jj]Pk) =8y + 6 Cy, (B

where we use Einstein’s notation for the summation over
k and C is a tensor with coefficients £, i, and j. Applying
the channel to an arbitrary state |p) leads to the equation
1€5(0)); = 10); + 6k Ciy 1p);, again applying Einstein’s
notation to sum over k andj . Defining the matrix (B)))ix =
Ciij |p);, the estimation problem boils down to a lin-
ear inverse problem of the form B, 0 = |Ey(p)) — |p)
where the vectors |p) and | (p)) can be experimentally

estimated and By, is a function of |p). However, B,
is singular and cannot be inverted. To overcome this we
must estimate B),), |p), and | (p)) for multiple states p.
Doing this for N states, we formulate the overdetermined
system BO = y, where B of size 15N x 15 is the concate-
nation of all matrices B),, and y the concatenation of all
vectors |Ey(0;)) — |p;). Finally, we estimate 6 using the
least-squares method,

6= (B"B)" B'y. (B2)
APPENDIX C: ADDRESSING PAULI NOISE

NEGLECT DURING COHERENT NOISE
CHARACTERIZATION

This section complements the intuitive reasoning of Sec.
I1I, on why we can neglect the influence of the Pauli noise
channel when characterizing the present coherent noise,
with a mathematically more rigorous explanation.

The action of a noisy channel modeled by Epg(p) as
defined in Eq. (2) can be represented in terms of the vec-
torized form of the density matrix of p and the PTM of the
channel. It reads |Epg(p)) = Tep, 10) = Tu, TpTy, 10),
where Ty,, Tp, and Ty, are the transfer matrices of the
coherent, Pauli, and ideal unitary channels, respectively.
As stated in the main text, we discuss the case of Ty,
being the identity. Moreover, we assume that |5p,9(,0))
and |p) can be experimentally estimated. The estimation of
the 15 parameters of Ty, can be written as a minimization

problem over the estimator 77, .

Statement 1. Assume Tp and Ty, are close to the identity.
The minimization of the function

. 2
[1p.0(0)) = 70,7 10) (€
over T, v, s equivalent to the minimization of
. 2
H |Ep0(0)) — Tu, |,0)” . (C2)

Proof. A noisy identity process described by the coher-
ent noise model, |Ep g (,o)) equals Ty, T'p | p). We show that
0’ = 6 minimizes the expression ||TpTy, |p) — Ty, o)
independent of the choice of p:

min [|€5.0(p) = Tu,, 1)’
= min |7y, T |0) = Ty, 10)|°
= min|p) (7377, - 77, ) (Tu,Tr = T, ) 1)
= min (o| (T; T}, Tu, Tp — T4, T, To—

~TpTy, Ty, + T3, Ty, ) 10 (C3)
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Given that the noise channel is close to the identity, we take
the approximation that the diagonal matrix 7> commutes
with the matrices 7y, and T U, - Furthermore, because of

the unitarity of the coherent rotation channel, T 59 Ty, =1
is valid. Then the minimization problem boils down to

min (p| (]H— T2 — Ty;(T(T]aTUQ/ + (TEGTUQ/)T)) o).
o
(C4)

The off-diagonal part of T}, , Tu,, 1s antisymmetric. Conse-

i
5 Toy + (70, TUG/)
or equal to 2 I. Thus, all involved matrices are diagonal.
From 1 + 75, > 2 Tp, it follows that the expression in Eq.
T

(C4) is minimal when T}, Ty, + (TEH TU9/> = 2l This
equation has a unique solution corresponding to Ty, =
Ty,,, which finally implies 6 = ¢".

quently, T is diagonal and less than

This statement implies that we can optimize for the
coherent noise term without considering the present Pauli
noise, allowing us to apply the closed-form solution in Eq.
(B2) or conduct a least-squares optimization method for
1Eps(0)) = Tuy 1011

The approximation of the diagonal matrix 7p com-
muting with the matrices Ty, is limited by the term
max [p (i) — p ()| 16| < 1. The first part of this expres-
sion quantifies how isotropic the action of the Pauli noise
is. For the depolarizing channel, which for a single qubit
is illustrated as a uniformly contracting Bloch sphere,
max;; [p (i) — p(j)| is zero. In that case T» can be writ-
ten as f - I, with f* being the depolarizing factor, and thus
commutes with all other matrices. The second term of the
expression, namely maxy|6;|, is a measure of the maximal

(a)

(b)
G#Q#0 &7

off-diagonal terms in the coherent noise modeling PTM. As
the Pauli noise modeling matrix is diagonal, the violation
of the commutation is only facilitated by the off-diagonal
of Ty,. The geometric pictures of scaling and rotation help
to understand this commutation relation better.

APPENDIX D: STEP-BY-STEP CIRCUIT
GENERATION

We aim to provide a step-by-step overview of the circuit
construction for gate-layer characterization. Each circuit
has three main parts: state preparation, the gate layer of
interest, and measurement. Since we prepare and measure
the states in a Pauli basis, those two parts only require
the local gates X, H, S, and St. We choose a set of L
states to prepare, ensuring that there is no correlation in the
preparation of nearby qubits. These states can be selected
randomly; however, as described in Sec. III, we choose a
more structured set of 216 initial states that are all com-
binations of the states |+), |—), |i), |—i), [1), and |0},
prepared by applying the gates H, HX, SH, SHX , X, and
I respectively to the state |0). Next, we apply j and j + 1
iterations of the gate layer, where j is an integer. At the
final measurement stage, we need a basis that allows us to
reverse the action of the ideal unitary on each subsystem
of connected qubits. For every neighboring pair of qubits,
g; and g;, the required measurement basis must encompass
the subsystem that includes these two qubits along with all
other qubits sharing a two-qubit gate with them. To achieve
this, we use a complete Pauli measurement basis for each
subsystem, which consists of all possible combinations of
measuring each qubit in the x, y, or z basis.

The general procedure for arbitrary system sizes and k-
local noise is as follows:

(c)
0 &=
@e

©

(X X ]
O X
x 2y Z x 2y Z x y ped
yx oy oy yx oy oy yx oy oy
@ W & @ O e @9 e
0 0.000 0005 0.010 0.000 0005 0.010 0.00

(O X

@g;;@gzz@@ @ J

At=6h

FIG. 6.

QO@@

Yo oo

At =19 days

Coherent noise drift. We repeated the characterization result of Fig. 3 at three different times. Subplot (a) shows the baseline

data of Fig. 3. Subplot (b) displays the observed changes in the coherent error characterization over a time span of 19 days, and
subplot (c) exhibits the differences over 6 hours. The circuits were executed on the seven-qubit IBMq processor ibm_lagos [32]
(specifications in Appendix F) on September 22, 2022 and October 11, 2022.
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FIG. 7.

™y

Coherent noise mitigating circuit element. The circuit element comprises four CX gates, four fixed z-rotations by 7 /2 or

—m /2, and 15 parameterized single-qubit rotations. The first nine rotations (blue) account for different two-qubit coherent errors, and
the final six rotations (red) mitigate single-qubit errors. Without the first CX' gate, the circuit element represents a corrected CX gate.
We represent the element by the symbol on the right-hand side, where 6 corresponds to the angles of the 15 parameterized rotations.

(1) Choose a positive integer j .

(2) Initialize the n-qubit system in |0)®".

(3) Prepare the system in the eigenstate of a random n-
qubit Pauli operator P by applying H, HX, SH, SHX, X,
or [ to each qubit, obtaining a state |p), with P [p) = £ |p).

(4) Apply j repetitions of the unitary U to the circuit,
resulting in & (;)

(5) Perform state tomography on each relevant /-qubit
subsystem. With k£ being the assumed locality of the
considered noise, / must be large enough to analytically
reverse the action of the ideal unitary U/, for each k-qubit
subsystem. This step results in the state description of
U; & (p;) and &) (p;) for each k-qubit subsystem.

(6) Repeat steps 4 and 5 forj + 1.

(7) Repeat steps 1 to 6 L times

(8) For each k-qubit subsystem, aggregate all pairs

{ ‘Sé (,oj)> U (o )) } for all prepared states and rep-
etitions j . Carry out the minimization of Eq. (5).

APPENDIX E: COHERENT NOISE DRIFT

We conducted the characterization of the gate layer rep-
resented in Fig. 3 again after 6 h and after 19 days. The
shifts in the characterization results between those three
demonstrations are shown in Fig. 6. First, we observe that
the leading coherent errors in the system did not change
over the 19 days. However, as expected, the changes
observed for the two demonstrations within 6 h are signif-
icantly smaller than the differences over the complete time
span. After 6 s, the maximum deviation for single-qubit
coherent errors was 0.009 radians and 0.004 radians on
average. The two-qubit errors changed maximally by 0.008
radians and on average by 0.003 radians. In the total period
(i.e., after 19 days), the most significant single-qubit coher-
ent errors changed by maximally 10% (corresponding to
about 0.03 radians). The two-qubit coherent rotation errors
changed by maximally 0.018 radians. The average devia-
tion was 0.007 radians for the single-qubit errors and 0.003
radians for the two-qubit errors. These results suggest
that the platform is affected by systematic coherent errors
which are not influenced by the hourly and daily recali-
brations of the system during which qubits’ frequency and

readout angle, as well as pulses’ amplitude and phase of
basic single- and two-qubit gates, are calibrated [32].

APPENDIX F: SYSTEM SPECIFICATIONS

Table I presents the system specifications of the IBM
Quantum Falcon processor ibm_lagos as provided by
IBMq [32].

APPENDIX G: COHERENT NOISE CORRECTING
CIRCUIT ELEMENT

To conduct echo experiments that allow for correcting
coherent errors we require a parameterized circuit ele-
ment capable of representing the characterized rotations.
Initially, when all coherent noise correction terms are set
to zero, the circuit must correspond to the identity cir-
cuit. Single-qubit rotations are readily available in most
of the leading quantum computing architectures. To invert
the two-qubit rotations, an entangling gate is necessary.
We use the CX gate as it is a native gate of the cho-
sen platform. By interleaving 15 single-qubit rotations into
a structure of four CX gates and four fixed single-qubit
rotations, as shown in Fig. 7, a circuit element with 15
parameters is created. Each of the 15 parameters, which we
will denote by 6 corresponds to a different single- or two-
qubit rotation. The element corresponds to the identity if
all parameters are set to zero.

TABLE L. Specification of the IBM Quantum Falcon processor
ibm_lagos as provided by IBMq [32] at the time of the char-
acterization on September 22, 2022. The numbering of the qubits
refers to the numbers in Figs. 3 and 6.

Qubits Ql Q2 Q3 Q4 Q5 Q6 Q7
readout-error [1072] 1.3 0.7 05 19 21 25 1.1
T1 [s] 68 103 186 167 103 116 108
T2 [ps] 53 87 101 41 33 89 141
sx-error [10~4] 28 23 19 19 27 19 30
x-error [107] 28 23 19 19 27 19 30
CX-gate 12 67
CX-error [1073] 6.8 72
gate time [ns] 305 291
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FIG. 8.

Complete data set from coherent error mitigation displayed partially in Fig. 4. The blue curves display the unmitigated

results as shown in Fig. 4(a). Red shows the curves of the demonstration with coherent mitigation according to Fig. 4(b). Each of the

9 different panels exhibits a different initial two-qubit state.

APPENDIX H: COMPLEMENTARY MITIGATION
DATA

Figure 8 displays the complete data set used to create
Fig. 5. The influence on the expectation values that ide-
ally are 0 for all numbers of repetitions is clearly visible
for all states, as they disperse much less in the miti-
gated case. Furthermore, the expectation values of the
operators, of which the prepared state is an eigenstate,
are closer to the ideal value of 1 in the mitigated case.
While the mitigation did not work equally well for all
nine states, the whole data set gives a clear indication of
the positive effect of the coherent noise mitigation scheme
presented.
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