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Reference-frame-independent measurement-device-independent quantum key distribution (RFI MDI
QKD) can resist side-channel attacks against detectors and slow variations of reference frames, thus pre-
senting an advantageous approach for long-distance secure quantum communication. Nevertheless, if an
eavesdropper implements a Trojan-horse attack (THA) by injecting bright light into sources, the back-
reflected light may carry encoding information into the channel, thereby causing serious information
leakage. In this paper, we theoretically evaluate the finite-key security of decoy-state RFI MDI QKD
against a THA by employing the reference-state technique and a particular concentration inequality.
Additionally, dual-parameter optimization and multibasis-estimation strategies are introduced to reduce
statistical fluctuations effectively. Our work demonstrates that RFI MDI QKD can maintain a better per-
formance even in the presence of large reference-frame drifts and a THA, representing a key advancement
in strengthening the security of quantum communication in real-world implementations.
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I. INTRODUCTION

Quantum key distribution (QKD) enables two remote
parties, Alice and Bob, to securely establish cryptographic
keys over an untrusted quantum channel [1]. Because of
its theoretical unconditional security, it has been widely
addressed and developed rapidly [2—5]. However, despite
its rigorous mathematical security proof, due to imperfect
devices, there are still some security vulnerabilities in prac-
tical systems. The existence of these vulnerabilities allows
Eve to implement a number of attacks [6—14].

In actual QKD systems, security vulnerabilities at the
sources often originate from information leakage due to
side channels arising from mode dependencies or due
to light-injection attacks, such as the Trojan-horse attack
(THA) [15], which is one of the critical sources’ attacks
that can seriously threaten the security of realistic QKD
systems. In a quantum version of a THA, a malicious
eavesdropper Eve can inject bright light into the trans-
mitter and then analyze the back-reflected light to gain
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some information about the signal state [16]. While the
information may be partial—say, only the basis used—the
security is still compromised, because Eve can now always
choose the same basis to measure as Alice, for an intercept-
and-resend attack. Lucamarini et al. [17] have initially
presented quantitative security bounds against a THA by
relating it to the specification of the optical elements. They
have then proposed an architecture for a QKD transmit-
ter to passively mitigate the potential information leakage
from the Trojan-horse light. Subsequently, Tamaki et al.
[18] and Navarrete et al. [19] have developed security
frameworks of QKD systems using phase and intensity
modulators in their transmitters, which may leak the setting
information in an arbitrary way, by using the trace distance
[20] and the Cauchy-Schwarz (CS) constraint [21], respec-
tively. These pioneering efforts have received widespread
attention and have been extended to the finite-key scenario
[22], measurement-device-independent (MDI) QKD pro-
tocols [23,24], and even small-scale chip-based devices
[25] and more [26,27].

In most QKD protocols, a shared reference frame is
indispensable to reduce the quantum bit error rate (QBER)
and enhance the key rate. The calibration of the reference
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frame can be achieved by the alignment of polarization
states for the polarization-encoding system or the compen-
sation of the phase shift for the phase-encoding system,
both of which have been widely studied [28-31]. How-
ever, these active calibration or compensation methods
always require additional hardware and/or software, which
increases the complexity of the system and reduces the
real-time key rate. Alternatively, to address this issue,
reference-frame-independent (RFI) QKD has been pro-
posed to bypass the requirement of reference-frame align-
ment [32]. Subsequently, Yin ef al. [33] have proposed the
RFI-MDI-QKD protocol, which is immune to all detection
attacks and is robust against slow reference-frame drifts,
thereby providing the advantages of both security and
practicality. Subsequently, several studies [34—37] have
enhanced the practicality of the protocol and several exper-
imental demonstrations [38—40] have been conducted to
validate it.

A natural question arises: how secure are the RFI MDI
QKD protocols against a THA? This is a critical issue
that deserves attention. On the one hand, every quantum
state could potentially be affected in QKD. Compared to
the BB84 and MDI protocols, the RFI MDI protocol pre-
pares an additional set of quantum states in a different
basis, increasing the probability of a successful THA. On
the other hand, in the RFI configuration, the only require-
ment imposed by this strategy is to have a stable and
well-aligned key-generation basis. If the aligned basis is
subjected to a THA without the knowledge of the com-
municating parties, the generated key becomes unreliable
due to the instability and drift of the reference frame.
In this situation, the information estimated by the bases
used to calibrate the reference frame becomes inaccurate,
as reference-frame drift caused by environmental factors
differs fundamentally from that caused by a THA.

In this paper, we evaluate the finite-key security of
practical RFI MDI QKD and we take the THA as an
example to conduct a specific analysis. First and foremost,
we employ the reference-state technique as the CS con-
straint [19,21] to incorporate potential information leakage
caused by the THA from Alice’s and Bob’s devices into
the security analysis. This only requires quantifying the
isolation level of the QKD devices but it provides an
efficient way to bound Eve’s information. Second, for
dependent random variables in the scenario considered,
we use the recently proposed concentration inequality,
called Kato’s inequality [41], to bound the finite-key devi-
ations. Additionally, we employ dual-parameter optimiza-
tion [42] and multibasis-estimation methods [35,43] to
reduce the effect on the statistical fluctuations. By doing
so, we demonstrate that our RFI-MDI-QKD protocol is
capable of generating secure keys even in the presence
of large reference-frame drifts and a THA, representing a
significant advancement toward practical implementation.
This analysis can be extended to address other security

vulnerabilities, including laser-damage attacks [44,45] and
laser-seeding attacks [46,47]. Appendix A illustrates how
laser-seeding attacks, which may partially modify the
photon-number statistics of Alice’s and Bob’s signals, can
be seamlessly incorporated into the analysis.

II. ATTACK ON THE SOURCES FOR RFI MDI
QKD

We first introduce the protocol without any attacks and
then provide a detailed introduction to the reference-state
technique, and finally, we conduct a theoretical analysis
of the security vulnerabilities caused by a THA as an
example.

A. Decoy-state RFI MDI QKD

In RFI MDI QKD [33], Alice and Bob independently
prepare their quantum states on three sets of orthogonal
bases—the X, Y, and Z bases—which can be character-
ized using Pauli operators as oy, oy, and oz, respectively.
Usually, it is assumed that one set of bases (the Z basis) is
aligned, while the others (the X and Y bases) may exhibit
deviation angles B4z due to drifts in the reference frame.
Consequently, the encoding bases for Alice and Bob can
be described as follows:

Zypy =2,
XA(B) = X cos ,3,4(3) + Ysin ,BA(B)’ (1)
YA(B) = Ycos ﬂA(B) — YSil’lﬂA(B).

The subscripts 4 and B represent variables or probabilities
associated with Alice and Bob, respectively. To simplify,
we define AB = |84 — Bp| and omit the subscripts without
causing any confusion.

The steps of the RFI-MDI-QKD protocol can be sum-
marized as follows:

(i) Alice (Bob) randomly encodes a quantum state
the bit and basis of which is selected from p(q) €
{02,12,0x,1x,0y, 1y} with probability p, (p,) and the
intensity is set from [(r) € {i,j,k, ...} with probability
pi (py), where |0)y = 1/3/2(10); + ePa® (1)), 1)y =
1/V2(10); = eP4011) ), 10)y = 1/5/2(10); +ieP1®]1) ),
and [1)y = 1/v/2(10); — ie?P1®1) ).

(i) The photon pulses prepared by Alice and Bob pass
through the channel and arrive at a third untrusted party,
Charlie, who performs a Bell-state measurement (BSM)
and announces all the corresponding measurement results.

(iii) After N rounds, Alice and Bob can determine gains
Qs and QBERs T, in which Alice and Bob select
intensity /r in the s basis, s € {ZZ, XX, XY, YX, YY}.

(iv) Finally, they will perform parameter estimation and
postprocessing to ensure that they share perfectly secret
key pairs.
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According to the security analysis presented in
Refs. [37,40], decoy-state techniques [48,49] can be used
to directly evaluate the single-photon-pair yield Y;;; and
the single-photon-pair error rate e, ; in the s basis. How-
ever, the sources of Alice and Bob need to satisfy an
important assumption: the basis-selection information and
intensity-selection information of photon pulses in the
channel cannot be accessible to Eve.

In practical QKD systems, Eve can exploit the security
loopholes to carry out attacks. This can cause imperfec-
tions in the encoding of the sources, leading to information
leakage. In Sec. 111, we will focus on this issue and give a
more comprehensive assessment of its impact.

B. Reference-state technique

In general, since all attacks at the detection end have
been immunized in RFI MDI QKD, we focus on the
security loopholes in the source, which may arise from
information leakage due to side channels arising from
mode dependencies or due to light-injection attacks, such
as a THA or a laser-seeding attack. We also focus on the
reference-state technique, which can provide high perfor-
mance in the presence of source imperfections. The key
idea is to consider some reference states, which are close
to the actual states prepared by the protocol of interest,
and use them to simplify the estimation of the parameters
needed to guarantee the security of the protocol.

Specifically, when Alice selects a state encoded with
information p and /, while Bob selects a state encoded with
information ¢ and r, the quantum state sent to Charlie can
be expressed as

oo
’%la’rq)cs:s - Z W|nm>S|ﬁPm‘1>CE’ @

n,m=0

where p;'(p") represents the photon-number statistics after
being attacked; n,(m,) denote an p(qg)-encoded n(m)-
photon state by Alice (Bob), which contains the bit-
or basis-encoding information, but after the sources are
attacked, it will change into a unknown quantum state
i, (my) and it will contain information about the injected
light, while the specific form is related to different types of
light-injection attacks; the subscript C denotes the qubit
system sent by Alice and Bob to Charlie; the subscript
S = §,Sp indicates the purification system; and system
E includes the systems sent by Alice and Bob over the
quantum channel, such as the back-reflected light from
a possible THA. We can find that due to the presence

of information leakage to Eve, ‘goll;’q> corresponds to
4/ csE

unwanted and possibly unknown modes caused by the
attacks of the sources.

We introduce a virtual reference state

oo
= Y Joiprinm)s|nymg) . (3)

n,m=0

where the state |"qu)CE can be decomposed into two
parts to be characterized: one part is the ideal photon
state |npmq) ¢ under no attack and without any equipment
defects; the other part is |0}z, a state that does not depend
on Alice’s and Bob’s settings. Therefore, when tracing out
systems S and E, the reference state in the formula rep-
resents a perfect phase-randomized weak coherent pulse
with no information leakage. By bounding the maximum
deviation between the probabilities associated with the ref-
erence states and those associated with the actual states, we
can obtain a relationship for the probabilities involving the
actual states based on those of the reference states.

We define the gain . in the RFI-MDI-QKD proto-
col as the conditional probability that Alice and Bob send
pulses with intensity information / and 7, respectively, in
the s basis and Charlie announces a successful BSM in the
ithround (i = 1,...,N). Due to the attacks of the sources,
information of the quantum state is leaked, rendering the

i’,r unable to be directly associated with Y;;; by decoy-
state techniques. Since the reference state is never sent by
the communicating parties in the actual protocol, the CS
constraint [19,21] is needed to establish the relationship
between the reference-state gain Q;r;f and the actual state

gain 0}, . (for more details, see Appendix B):

5 < \JORO, + /-0 -0,), @

where

8= | Y Popapipr ) \BIBIPI P} ipriglnymy) e | (5)

p.q.Lr n,m

explains the similarity between the actual state and the
reference state. For different types of attack, the further-
expression forms will also differ correspondingly.

Utilizing Eq. (4), the relationship between the reference-
state gain and the actual state gain can be derived:

G5 (0.,) < Ol < G (0,) - (6)

More detail on the CS constraint is set forth in Appendix B.
Likewise, the single-photon-pair yield Y; 11 can be esti-
mated as

Gt (v) = vy = 6Y (V). )

Based on the fact of a reference state with no information
leakage, we can estimate the parameters needed to guaran-
tee the security of the actual protocol from the estimation
that uses the reference states.
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Utilizing the reference-state technique, our security
analysis can enable RFI MDI QKD to resist attacks from
the sources. Since the THA is a typical quantum hacking
strategy at sources, and since analyzing specific attacks is
more practical and valuable, in this paper, we mainly focus
on the THA as a specific example to elaborate on the actual
security analysis of the RFI MDI QKD under a THA, as
shown in what follows. To ensure that our security anal-
ysis has general significance, we also conduct a simple
analysis of other light-injection attacks, such as laser-
damage attacks [44,45], laser-seeding attacks [46,47], etc.
In Appendix A, we show how the case in which the photon-
number statistics of Alice’s and Bob’s signals might be
partially modified by laser-seeding attacks can also be
straightforwardly included in the analysis.

C. Security vulnerabilities under a THA

When Eve has the ability to perform a THA, some
of Eve’s Trojan-horse light will reach the phase- and
intensity-modulation modules of both Alice and Bob, car-
rying bit, basis, and intensity information into the channel,
as illustrated in Fig. 1. At this point, Eve’s probing system
will interact with the modulation systems, allowing Eve
to extract both the intensity and bit and basis information
from the back-reflected light. Eve acquires the encoding
information by analyzing the back-reflected Trojan-horse
light because the reflected light has been modulated by
the encoders. Furthermore, this attack is not aimed at
intercepting the quantum states sent by Alice and Bob,
so it would not draw the attention of the senders and
receiver. Since Eve is not constrained by single-photon-
level measurements, she can obtain the full knowledge of
the key. By using a THA, she could potentially completely
compromise the security of the QKD system.

Specifically, we first consider a virtual protocol with
no attack. The quantum state sent to Charlie can be

. N —
Alice '
Intensity ::_—D
LaserlSencoding™T]
I

Charlie

i
Laser Intensity |__]
BB
Bob e
FIG. 1. A schematic representation of a THA in RFI MDI

QKD. Eve injects Trojan-horse light (represented by red arrows)
into Alice’s and Bob’s transmitters and analyzes the back-
reflected light (represented by yellow and green arrows), which
might carry the internal intensity and Alice’s and Bob’s bit and
basis encoding information.

expressed as

o0
i) = 2 pirims|mmy)e, ®)

n,m=0

where p'(p,") represents the determined photon-number
statistics, e.g., in a weak coherent source as p;’ = eI /n!;
the purification system S satisfies Trs{ wf;fq>CS <(p’ffq } =
Zn,mplnp:n|npmq)c (npm‘I“

However, when Eve sends Trojan-horse photons to
Alice and Bob through the channel, she has the potential
to alter the operational state of the laser and influence the
information within the quantum state. Here, we assume
that Eve sends coherent states |/Zi,e”) with average pho-
ton number #;,. When it passes through the encoding mod-
ule and then reflects back to Eve’s end, its state changes
t0 | /Fourp ) (|/Tourg€™")), which may carry the inter-
nal bit and basis and intensity-encoding information of
Alice (Bob). This indicates that the quantum states trans-
mitted to the channel by Alice and Bob at this time contain
not only their own coded photons but also Trojan-horse
photons. Consequently, |n,m,)c, containing bit and basis
information, largely becomes unknown photon-number
states |rymig)ce = [mpmy)c ® |/loup € g€ )i 1t
is worth noting that when a coherent state passes through
the transmitter of a QKD system, its photon-number statis-
tics remain unchanged, yet it might alter the photon-
number statistics of the pulses p;'(p,") originally emitted
by the lasers of Alice and Bob to nondeterministic photon-
number statistics p;'(p)"). Therefore, the state given by
Eq. (8) will transform into the form of Eq. (2) and this
quantum state can be viewed as a high-dimensional com-
posite system consisting of encoded photons and back-
reflected Trojan-horse photons.

By analyzing the back-reflected Trojan-horse light, Eve
could potentially intercept the quantum state information
prepared by Alice and Bob. Specifically, for the intensity
information, Eve can use the trace distance to quantita-
tively characterize the distinguishability of two quantum
states reflected back to her [20,25]. Since the Trojan-horse
light passes through the intensity-encoding modulator, the
light that is reflected back will exhibit varying intensi-
ties, thereby carrying the intensity information. For bit and
basis information, the Bloch-sphere bound [50] can quan-
titatively evaluate the basis dependence, directly reflecting
the distinguishability of the quantum states.

In conclusion, Eve can intercept the sensitive encod-
ing information in the RFI-MDI-QKD system via the
THA, thereby undermining the security assumption that
enables the utilization of standard decoy-state techniques
for parameter estimation. Hence, evaluating the security
of decoy-state RFI MDI QKD against the THA stands as
the primary objective to be addressed in the subsequent
sections of this paper.

024007-4



FINITE-KEY SECURITY ANALYSIS...

PHYS. REV. APPLIED 23, 024007 (2025)

III. SECURITY PROOF

A. Practical finite-key security analysis

To enhance the practicality of security analysis in RFI
MDI QKD, we constrain finite-key deviations by employ-
ing Kato’s inequality. Additionally, multibasis-estimation
and dual-parameter optimization methods are applied to
reduce the impact of statistical fluctuations.

Here, we introduce the four-intensity decoy-state
method to obtain an improved performance. The signal
state u is prepared solely on the Z basis, while the decoy
states v and w are prepared on either the X or Y bases.
The vacuum state o can be prepared on any set of bases.
It is important to note that the preparation process ensures
independence between intensity information and bit and
basis information. Based on the above analysis, Y’ﬁf can
be considered to be uniformly indistinguishable. In order
to achieve tighter constraints, the basis pairs used to pre-
pare the decoy-state pulses can be expanded for multibasis
estimation:

d e (XX, XY, YX,YY,XX + YV,
XY + YX, XX + XY+ YX + YY)}, 9)

in which the elements of the set can be written as d; (i =
L,2,...,7).

The decoy-state techniques can be employed to lin-
early combine the gains of reference state Zi‘fh and thus
we can derive the reference-state single-photon-pair yield

Yref11 and the single-photon-pair bit error rate Tfff]l For
convenience, we express Yre (T‘e ) as Yre (T;ff“) =

Pl d,-,ll(zfil-,ll)’ where p11 = ppp:p;p, represents the joint
probability of Alice and Bob sending /-intensity and r-
intensity single-photon pulses. They can be estimated as
[35,42,43]

gref = 01— 0+ 05

U= plpl (pip2 —pip2) 10)
T;Iefll = fa _1H]di/2’
PyPy

where

01 = pipX(05,, — T5%,.) + papipl O™,

+Papapt Ol

02 = papa O + Papip Oy

O3 = pip;(Py, — Hy). (11)
Here, =Ty, and Hy =p N:Z’fwo +p) NZZ;W -

pop? foo are the parameters that should be optimized in

the next steps. Qizflr (Tth, ) represents the average gain (the

average QBER) when Alice and Bob, respectrvely, send
pulses of sources /r under the d; basis. Similar to Yre d.11> We
have O, (T,) = O3, (T, / (pupipa)-

After calculating all elements under the d basis, the opti-
mal reference-state single-photon-pair yield and bit error
rate contributed in the ZZ basis are derived:

yref _ yref
erz,u —maX{YZ,,m d211:-- Y2711}
ef,U 0 ref,U 0 qref,L ef,L
Tref < TrZZ uu +pupu TrZZ oo — Pu TrZZ,ou — Py T;Z uo
7z = I
pupu
(12)

Subsequently, Kato’s inequality is used to bound the actual
gains (the function is defined in Appendix B):

Kk (M) = ZQM_K}JE(NZ"), (13)

i=1

where N,f" is the number of successful d;-basis rounds of
sources [, an observable quantity in an actual experiment.
The failure probability of this inequality is . Combining
with Eq. (6), we obtain

f |kt ()] = o5t = ¢ | ok, () |

(14)

Similarly, Tgifn can be estimated through the number of

bit errors M,‘f‘ in d;-basis rounds of sources /r observed in
the actual protocol, with the specific expression being as
follows:

B. Eve’s information

In the RFI-MDI-QKD protocol, the amount of informa-
tion leaked to Eve I is related to the single-photon-pair
error rate under the ZZ basis /7. It can be expressed as

[33]
Ig = (1—€ff) H, (1 J; W> + e H, (#) ,
W:min{,/C/z/(r —e{{),r}, (16)

)Wz/ >

=50
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where H,(x) is the binary Shannon entropy function
H;(x) = —xlog,(x) — (1 —x)log, (1 — x) and the interme-
diate variable C can be obtained as

C=(1-2¢5) +(1-27)

+ (1= 2e1) + (1 —2¢])". (17)
Next, we calculate the single-photon-pair error rate under
different bases, which include the d basis and the ZZ basis.
We take e{7 as the representative, which can be expressed
as

XX
eXX_Mll
|
N

(18)

where N;¥ is the number of successful rounds when Alice
and Bob send single-photon pulses in the XX basis and
M¥X is the corresponding number of bit errors.

By using Kato’s inequality, the lower bound of Nj** is
estimated based on the single-photon-pair yield as

N

N = _ﬁ,g (Z W)&(,ll) >

i=1

19)

which can be further expressed with the CS constraint as

M = Ky [NGS (V)] (20)
Similarly, M;¥* can be derived from the reference-state
single-photon-pair bit error rate T‘g;’“ as

M < Ky, NG (T 11)] - 1)

C. Secure key rate

Upon obtaining the estimated parameters as discussed
above, Alice and Bob proceed with error correction and
privacy amplification. Additionally, by scanning and opti-
mizing the dual-parameter P, and H;, values under differ-
ent basis combinations, they can ultimately determine the
optimal secure key rate shared as

R =min : R (Hy,, Py;)
NEEE(L = Ip) = hpe — 2log - — 7 [P/
11
- N . (22)
subject to [Hd,-]L < [Hy] < [Hd,.]U,

[Pu]" < [Pa] < [Pa]",

where Agc denotes the number of bits consumed
in the error correction and we set it as Agc =
NZ2f. Hy(M“2 /N“2) which means that it depends on the

uu

total number of pulses detected in the ZZ basis N*, the

total number of bit errors M*?, and the error-correction
efficiency f.. Following the security analysis in Refs. [19,
24,51], the secure key rate can be against the collective
attacks with ep4 and &, which are the failure probability of
privacy amplification and the error-probability that mea-
sures the accuracy of estimating the smooth min-entropy,

respectively.

IV. SIMULATIONS

In this section, we present a numerical-simulation
result of the decoy-state RFI-MDI-QKD protocol under
the THA, which is grounded in a typical linear-channel
model [52]. In this model, the optical pulses emit-
ted by Alice (Bob), upon propagation through the
channel, reach Charlie and can be characterized as
ZZ:O Cﬁr)k(l — )"k (k|, where n denotes the chan-
nel transmittance. To streamline the analysis, we focus
on symmetric channel conditions, implying equal Alice-
Charlie and Bob-Charlie communication distances. Fur-
thermore, we fix Charlie’s detector efficiencies at n; =
65% and their dark-count rates at P, = 7.2 x 1078,
Regarding the security parameters of the protocol, we set
fee=12 and epy =& = 10~°. Here, we implement the
global-optimization algorithm to optimize the parameters
u, v, w, P,, P,, and P,, ensuring a comprehensive and
robust evaluation of the performance of the protocol under
these simulated conditions.

It is noted that under the THA attack, the form of §; in
Eq. (5) can be further expressed as

8 = Z pppqplpr(a |\/ foutp eiep’l\/ tout,qeieq’r>E , (23)

D.q.lr

which is directly related to the isolation of sources and
also characterizes to some extent the impact of the THA
on RFI MDI QKD. It can also be derived as a function
of the isolation of the transmitter in the experiment. When
the reference-state |o') g is chosen as |vac)z and we assume
that Eve’s side-channel information is highly attenuated by
the isolator, with total isolation of system /¢ at Alice’s and
Bob’s end, we can obtain

8i — Zpppqplpre*[(tout,p+tout,q)/2] Z e*Itot. (24)

D.q.lr

Here, both I,; and £, can be characterized and calibrated
in the experiment [17,19].

The simulation results, as shown in Fig. 2, assess the
performance of the RFI-MDI-QKD protocol under varying
values of §, particularly at the rotation angle of the ref-
erence frame AB = /4, with the number of transmitted
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FIG. 2. The secure key rate for N = 10'2 and different values
of the quantity § with the rotation angle of the reference frame
AB = m /4. The dark-count rate is set to P; = 7.2 x 1078, Char-
lie’s detection efficiency being n; = 65%. Also, we fix the loss
coefficient of the channel to &« = 0.2 dB/km. The method of this
work presents advantageous results in the long-distance regime.
In the presence of a large reference frame, when § > 1 — 10712,
our scheme can still maintain the secure key rate within an
acceptable range.

optical pulses fixed at N = 10'? for all curves. We mainly
select these values of § based on the actual /i and 7, val-
ues from the experiment in Refs. [19,22]. We observe that
as the value of § decreases, symbolizing a reduced capa-
bility of the system to isolate Trojan-horse light, there is
a marked decline in the achievable key rate. In scenar-
ios in which there is a significant drift in the reference
frames of both parties, even a minimal THA by Eve can
severely impact the performance of the protocol. If we can
control § = 1, it can be assumed that the system is com-
pletely impervious to the THA. In practical experimental
setups, this can be approached by enhancing the isolation
at the transmitter, which can be achieved by incorporat-
ing specific devices such as power limiters based on the
thermo-optical defocusing effect [53]. These devices can
limit the incoming or outgoing optical energy injected by
Eve but they have a minimal impact on encoding. From our
simulation results, it is evident that when § > 1 — 10~'2,
our protocol can mitigate these effects of the THA to
a certain extent, maintaining the secure key rate within
an acceptable range. This indicates that with appropri-
ate system design and parameter optimization, the adverse
effects of the THA can be significantly reduced, enhancing
the overall security and reliability of the RFI-MDI-QKD
protocol.

To illustrate the advantages of dual-parameter optimiza-
tion and multibasis-estimation strategies, we compare our
protocol with the original three-intensity decoy-state RFI-
MDI-QKD protocol as shown in Fig. 3. The dashed lines in

- - -Originall;l -0=0
Original;1 - 6 = 10712
Original;1 - § = 107"
Original;1 - § = 107"

-Original;1 - § =107

(I)urs;l -6=0
Ours;1 - § =107"2
Ours;1 -8 =10""
Ours;1 -8=10""
Ours;1 -8 =107 — —

Secure key rate (bits per pulse)

10710 L L 1
0 20 40 60 80 100 120 140 160 180

Transmission distance (km)

FIG. 3. Comparisons of our protocol (solid lines) with the
original three-intensity decoy-state RFI MDI QKD (dash lines)
for different values of the quantity 8, given the data size N = 102
and the rotation angle of the reference frames A fixed to w /4.
We use the same experimental parameters as considered in Fig. 2.
The method of our work presents advantageous results compared
with the original.

the figure depict the results of the original three-intensity
scheme, while the solid lines represent our work. It is
clear that our method achieves noticeably improved per-
formance. This enhancement is mainly attributed to a more
refined and accurate estimation of Y& ,,, which is par-
ticularly beneficial in scenarios with ﬁnite—key lengths,
effectively countering the impacts of statistical fluctua-
tions. It is key to acknowledge, however, that despite the
marked performance elevation of our protocol over the
three-intensity scheme, it brings with it a corresponding
increase in computational and implementation complexity.
This complexity arises from the addition of more stringent
constraint mechanisms.

Moreover, Fig. 4 offers a comparison of our RFI-MDI-
QKD protocol with the MDI-QKD protocol [24]. In the
scenarios in which there is no rotation angle of the ref-
erence frame, the performances of these two protocols
under identical attack are remarkably similar, except that
there is a degradation at long distances, which is due to a
severe finite-size effect, as depicted by the orange dashed
and solid lines, respectively. In contrast, when significant
reference-frame drifts are present alongside similar attack
conditions, the strengths of RFI MDI QKD become promi-
nently visible. Besides, the key-rate deterioration in RFI
MDI QKD is considerably milder compared to that in MDI
QKD, as illustrated by the comparisons between the yel-
lowish and azure lines. Thus, in scenarios characterized by
the combined challenges of the THA and reference-frame
drifts, our RFI-MDI-QKD protocol demonstrates superior
robustness. This indicates that the reference-frame stabil-
ity and the THA resistance are both important in practical
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FIG. 4. Comparisons of the RFI-MDI-QKD protocol (dashed
lines) with MDI QKD (solid lines) for different values of the
quantities § and AB. Our results show that, in scenarios in
which both a THA and reference-frame drift are present, our
RFI-MDI-QKD protocol exhibits greater robustness.

settings and that our approach offers significant advantages
over MDI QKD, showcasing its enhanced viability and
applicability in practical environments.

Meanwhile, not only can Kato’s inequality be used to
bound N, ,f" and M, ,‘f" but the same function can be achieved
using other concentration inequalities, such as Azuma’s
inequality [54], the expression for which can be found in
Appendix C. As depicted in Fig. 5, the implementation of
Azuma’s inequality yields less favorable results compared
to Kato’s inequality. This outcome can be attributed to the
inherent characteristics of these inequalities. Intuitively,
Azuma’s inequality is simpler in terms of mathematical

107! E T T T T
E — — Azuma;1 -5 =0 Kato;1-6 =0,
Azuma;1-5=10""2 Kato;1-8 =10""2 4
Azuma;1 -5 =107" Kato;1-5=107"

Azuma;1-85=10"""
— — Azuma;1-5=10"
— — Azuma;1-6=10"*

Kato;1-8 =107 ]
Kato;1-8 =107
Kato;1-8=10"% _.

Secure key rate (bits per pulse)

I\

80 100 120 140 160 180
Transmission distance (km)

FIG. 5. The finite secure key rate simulation of our protocol
using Azuma’s or Kato’s inequalities with N = 10'> and AS =
/4. In comparison, the bound on the estimation quantities of
Azuma’s inequality is not as tight as that of Kato’s inequality.

computational complexity. Kato’s inequality allows users
to predict the results that they expect to obtain before actu-
ally performing the experiment, which establishes more
stringent and compact constraints [55]. While Azuma’s
inequality may provide a more straightforward approach,
Kato’s inequality ensures a more robust and tightly bound
estimation. This superiority in constraint efficacy directly
translates into the enhanced performance and reliability of
our protocol, as evidenced by the results and comparisons
presented in our work.

V. CONCLUSIONS

In summary, we theoretically evaluate the security of
the decoy-state RFI MDI QKD in practice. By utilizing
the reference-state technique to characterize the impact of
attacks, we take the THA as a specific example for analysis
and this analysis can be extended to other security vulner-
abilities, such as laser-seeding attacks. The reference-state
technique is applied to characterize the information leak-
age in the phase- and intensity-modulation modules, which
makes the defects related to the isolation of QKD to a
security parameter and thus the information obtained by
Eve can be more tightly estimated. The concentration
inequality constraints yield tighter results for the finite-key
effect and the utilization of dual-parameter optimization
and multibasis-estimation methods significantly improves
the performance of the secure key rate between the com-
municating parties, especially in terms of the maximum
achievable distance. Overall, our RFI-MDI-QKD proto-
col exhibits enhanced robustness against both security
loopholes and reference-frame drifts.

Our work aims to address the security of sources in the
RFI-MDI-QKD protocol and we analyze it specifically in
the case of a THA, representing a step toward its practical
application. This analysis can be extended to other security
vulnerabilities, such as laser-damage attacks [44,45], laser-
seeding attacks [46,47], etc. If we consider laser-damage
attacks, the security analysis needs to select the reference
state as the worst possible quantum state of light inten-
sity that could be obtained after an attack. Thus, through
our security analysis, Alice and Bob can use reference-
state techniques to bound a single experimental parameter
d; that encapsulates the effects of laser-injection attacks. It
is worth noting that this work can be extended to the novel
measurement-device-independent protocols such as twin-
field QKD [56], which can be further investigated in future
work.
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APPENDIX A: SECURITY ANALYSIS AGAINST
LASER-SEEDING ATTACK

Here, we consider the security analysis under the case in
which Eve may carry out a laser-seeding attack, which can
increase and control the intensity of the light emitted by
the laser diode in the transmitter of a QKD system [46,47].
By injecting intense external light into the laser diode, the
intensity of the output light may be changed and some side-
channel information can then be extracted by Eve. Unlike
the THA, which analyzes back-reflected light that is origi-
nally from an external independent source, a laser-seeding
attack manipulates the functioning of the laser diode of the
transmitter directly. The goal of this attack is to directly
change the intensity of such quantum states and cause
intensity fluctuations in the transmitted pulses passively.

In particular, we assume that Eve uses Trojan-horse light
as the injection light; we shall then consider that Eve’s
attack changes all the intensities / (r) by the same factor
A. That is, we assume that ' = A/ (#' = Ar) for all / (r) and
that the photon-number statistics of Alice’s (Bob’s) signal
satisfy p/' = pJ = e 1" /n! (p! =pl = e " /n!), with
I' e [, M) (¥ € [r, Ar]), being A a multiplicative factor that
depends on Eve’s attack.

We also consider, as in the main text, that §; is upper
bounded by /¢ and that Eve may use this light of intensity
tot to learn information about the settings p (¢) and 7 (/).
This means, according to Eq. (5), that

8i = Z pppqplpre_[(’oul,p +tout,q)/2]

D.q:lr

Lot +(IH+HA=2VR) (I47)
2 .

> e (A1)

In Fig. 6, we show the effect that the multiplicative factor
A has on the bounds on the secret key rate. We consider
that the transmitted-signal number is N = 10'? and that
It = 107*. The different values of the multiplicative fac-
tor A are given in Ref. [19]. As we can see in Fig. 6, the
key rate decreases significantly as A increases. Compared
to the situation without an attack, the secure key shared
between Alice and Bob in the RFI-MDI-QKD protocol is
affected in terms of both the distance and the key rate.
This also demonstrates that our security analysis of the
RFI-MDI-QKD sources can be extended to laser-seeding
attacks. However, it is worth noting that A is expected to
be small if the isolation of Alice’s and Bob’s transmission
is sufficiently high, which is also necessary to reduce the
information leakage to a minimum.

A=0% ]

Secure key rate (bits per pulse)

10*10 i L 1 L 1 L 1 L 1 L 1 L
0 20 40 60 80 100 120

Transmission distance (km)

FIG. 6. The secure key rate for N = 10'? and different values
of the quantity A with the rotation angle of the reference frame
AB = 7 /4. The experimental parameters used for the simulation
are the same as those used in Fig. 2.

APPENDIX B: CAUCHY-SCHWARZ CONSTRAINT

According to Ref. [57], if we define the pure states of
a quantum system as |X]) and |X3), then for any pos-
itive operator 0<I, by applying the Cauchy-Schwarz
constraint to these two vectors we have that

(X1 101X)] < \/ X 101X) (%5 |01X).  (BI)

Since the real part of a complex number is equal to or
smaller than its absolute value, one can rewrite Eq. (A1) as

1 A A N N
5 ((N]01X2)) + (o]01X)) = \/(X1|O|X1)(X2|O|X2).
(B2)

Next, consider two inequalities in the form of Eq. (B2),
such that in one inequality we set O = M and in the other
O = I — M. By adding these inequalities, we obtain

1
5 (Xl4%2) + (olX0)

< U110 (61 10)

1 - DX eld - inix). (83)

Note that one has the freedom to choose the global phase of
the quantum state |X>) such that the inner product (X;|X3)
becomes real and positive. By exploiting this freedom, we
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have that

Xi1Xa) < \/ (X0 1M 1X0) (X | M1X)

10 = B 61 — 1) (B4)

and

X1 1X) < \/ (X1 [M1X7) (X | M1X)

+ Q= el - ol B5)

By solving Eq. (B5), we obtain

GE((X1 | M X)) < (Xa| M 1Xa) < GY((Xq| M 1X))),
(B6)
where
Lo gy (x), x>1-—8,
Gs (x) = { 0, else,
() 82 B
U _ g,g X), X < ’
Gs (x) = { 1, else,

with 8 = (X;|X2) and g (x) =x+ (1 —8%)(1 —2x)
284/(1 — 8%)x(1 — x). Note that G:(x) and GY(x) are
concave with respect to 0 <x <1 for any fixed
0<é<l.

In this paper, let |X]) be the actual state ‘(pp q> ose” , let

|X2) be the reference state ‘¢£fq>CSE, and let M be MBe“,

corresponding to Eve’s measurement operator associated
with a specific Bell state in the i round, which acts on the
systems C and E. Then, Eq. (4) can be obtained. Here,

zref 1, 1,
.ls,lr - (wp q|M elllwpq and Qs Jr ¢ g’ |M ell|¢prq)

APPENDIX C: KATO’S INEQUALITY AND
AZUMA’S INEQUALITY

In this appendix, we will simply introduce two kinds of
concentration bounds for dependent random variables used
in our analysis.

1. Kato’s inequality

Let {X,,} be a list of random variables and let Fy C F; C

. € F,, be an increasing chain of o algebras verifying
EX,|F,) = X, for v < u. Suppose that 0 < X, < 1 for all
m. In this case, foranyn €e N, a € R,and b € R,

P{ZE(Xm|Fm_1> -,

m=1

25" X,
. [b+a(zm_=l_l)}ﬁ}
n
25— &)
2
4a
(1 + f)
holds. Moreover, we denote that A = an X,, and replac-

ing X;, > 1 —X,, and a > 1 — a in Eq. (C1), it trivially
follows that

P {iE(Xme_l) —A> [b—i-a (% - 1)} ﬁ}

< exp (CD)

—2(h* — &®)

< exp 5 (C2)

1+ 5
and
P A—Xn:E(X |Foe1) > |:b+a<%— 1)}&
~ m m— pu— n

—2(h* — &®)

< exp (C3)

In order to obtain a tight bound for Eq. (C2), we should
address min {b +a [(2A /n) — 1]} /n by exp [—2(1)2 —a)/

2
(l + f) :| = ¢. Its solution is

3 {72ﬁA(n — A)Ine — 160320’ + 9v/2(n — 2A)y/—r2 Ine [9A(n — A) — 2n1n e]}

a) =

409n —8Ine) [9A(n — A)

V18na? — (164> + 24a/n + 9n) Ine

b
' 3/2n

—2nlneg] ’ (C4)
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Then, for any known measurement result of random vari-
ables A, the upper bound of the mathematical expectations
can be obtained via

Y EXulFpo1)

m=1

With a similar process for Eq. (C3), we can also obtain

> EXulFr)

m=1

> A — [bz +a; <27A — 1)] Vn=Kr (A (CT)

2A
§A+|:b1+a1 (--1):|\/ZEK£JS(A), (C5)
n ’ and
and with known expectations, the lower bound of A is A< Yomet EXu|Epe1) + (b2 — az)/n
o Do EClFoet) = (b = )/ n v
-_ 20 _
L+ =K}, [Z E(Xm|Fm_l>} : (C8)
n m=1
=Kt EXp|Fp_1) |- ,
[; X o} U
-3 {72ﬁA(n — A)Ing — 16n°In%e — 93/2(n — 2A)y/—n?Ine[9A(n — A) — 2nln s]}

2= 4097 —81Ing) [9A(1 — A) — 2nlne] . ©9)
, V18na? — (16a* + 24a/n + 9n) Ine

2 = .

3V 2n

2. Azuma’s inequality

According to Azuma’s inequality,

" 12
P |:ZE()(m|le) —A= b\/ﬁ:| < exp (—b> ,

2
m=1
n _p?

(C10)

Equating the right-hand sides to ¢ and solving for b, we
have that

n
A <Y EXulX, . X)) + A,

m=1

(C11)

except with probability at most ¢ for each of the bounds,

where A = +/2nlne-!.
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